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Abstract: Software-defined wide area network (SD-WAN) is a networking technology that enables organizations to build secure,
high-performance WANs (Wide Area Networks) using software-based controls that provide simplified network management,
help businesses offer seamless connectivity to their users in this current world trend of cloud technology and Edge computing. It
operates in a centralized manner, allowing for the control of the entire network at once surpassing the limitations of traditional
WANSs. This paper discusses the SD-WAN technology, including why it was created, its benefits, the components that make up
the technology, the challenges associated with its adoption, the security features it offers, and the future of SD-WAN in
networking.
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L. INTRODUCTION

Software-defined wide area network (SD-WAN) is one of the cutting-edge technologies, that emerged in the networking industry in
around 2014 and can be also considered as a subset of Software-defined networking (SDN). SDN comes with the idea of dividing
the control plane and data plane allowing for centralized control of network devices using the software. Traditionally, network
devices such as switches and routers had their control plane and data plane integrated into the same hardware device.

SD-WAN takes this concept a step further by focusing specifically on wide area networks (WANS), which are used to connect
geographically dispersed locations. Networking devices such as routers, firewalls, and WAN optimization devices were separate
devices that performed specific functions within a network. However, with the advent of SD-WAN, these functions can be
combined into a single device, providing a more streamlined and efficient approach to network management. It is an overlay
network architecture that abstracts the underlying physical network and provides a logical view of the network to the applications
and users.

A. Exploring Features of SD-WAN Technology

In traditional WAN (Wide Area Network) it becomes difficult to provide services in today’s era of constantly evolving and
advancing, and with the rise of technologies like hybrid cloud, multi-cloud, 10T services, and big data, because it uses MPLS
(Multiprotocol Label Switching) circuits that don’t work on the cloud-centric world. Businesses require a more flexible, scalable,
and secure network infrastructure that can handle the demands of bandwidth-intensive applications. They are not designed to
provide direct connectivity to these applications. This can result in poor application performance and increased latency and cause
management complexity, application-performance unpredictability, and data vulnerability.

However, The SD-WAN model does not exclude the usage of MPLS. It allows businesses to use multiple types of connections,
including broadband, LTE, and MPLS, to connect their various locations to the cloud or internet, which makes it flexible.

The initial deployment cost of SD-WAN may be relatively high, but it is more cost-effective compared to traditional and inflexible
MPLS circuits over time. SD-WAN provides GUI (Graphical User Interface) based management for the deployment and
configuration of devices. The focal point of the management interface is using of templates. Templates define and apply common
configuration settings across network infrastructure or to selective sites and devices according to requirements. This reduces the
effort and time to manage and also allows administrators to easily add new sites or devices to the network by applying pre-defined
configuration templates, that make SD-WAN more efficient and Scalable. Graphical Interface gives the health status of the network
in real-time including application performance, security information, and network topology in visual representation.

SD-WAN is designed to be programable, which is made possible by its compatibility with the APIs (Application Programming
Interfaces) makes it adaptable to changing business needs, with integration with other systems and applications such as cloud
services, security tools, and monitoring systems.

SD-WAN provides Zero Touch provisioning (ZTP) through its centralized management architecture, which enables the addition of
new devices to the SD-WAN solution with minimal console and cabling technical requirements. This policy eliminates the need to
send an expert to deploy devices, as it automatically configures them, streamlining the process and minimizing the need for on-site
support.
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B. The architecture of SD-WAN

The architecture of SD-WAN is specifically designed to simplify the Wide Area Network (WAN) to meet the demands of modern
times. It achieves this by decoupling the network hardware from its control mechanism.

SD-WAN architecture functions as an overlay network, meaning it is built on top of an existing underlay physical network that
consists of routers and switches. The key difference is that SD-WAN introduces edge devices at each location to facilitate the
control and management of the network.

SD-WAN comprises three key components

1) Edge devices

2) Controller

3) Orchestrator

a) SD-WAN Edge Devices

SD-WAN edge devices serve as endpoint devices that provide secure connectivity between branch offices and data centers or cloud
environments. These devices utilize software controls to manage and route data traffic, allowing for the efficient management of
multiple network connections, such as MPLS, internet, or cellular networks.

b) SD-WAN Controller

SD-WAN controllers are typically located at headquarters, data centers, or in the cloud. They serve as a centralized management
platform that allows network administrators to configure and manage SD-WAN edge devices from a single location which are
connected to the controller. It provides Quality of Service (QoS) policies to prioritize network traffic, manage the network topology,
and handle IP address management. The SD-WAN controller is responsible for pushing down the policies to the SD-WAN edge
devices.

c) SD-WAN Orchestrator

An SD-WAN Orchestrator is a tool that enables network administrators to effectively manage and monitor their SD-WAN
infrastructure using a graphical user interface. It provides real-time updates on network performance, including important metrics
such as bandwidth utilization, packet loss, and latency. Armed with this information, network administrators can optimize network
traffic.

SD-WAN
Orchestrator

SD-WAN Controller

SD-WAN
Edge

Branch A Branch B Branch C

Fig. 1: SD-WAN Components

The figure shows that SD-WAN architecture comprises multiple components, including the SD-WAN Orchestrator, SD-WAN
Controllers, and SD-WAN Edge Devices. SD-WAN Orchestrator is at the top, and it communicates with the SD-WAN Controllers
that are deployed in the data center or cloud. The SD-WAN Controllers, communicate with the SD-WAN Edge Devices that are
installed at each branch

They all communicate with the help of API; Southbound APIs are used for communication between controllers and edge devices.
Northbound APIs are utilized for communication between applications and the network infrastructure. Additionally, East-West APIs
are used to facilitate communication between the same entities, such as between two controllers.
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C. The issue with SD-WAN Solution

SD-WAN is a highly advanced networking technology that provides numerous advantages to enterprises. but deploying and
managing it requires specialized skills and expertise, making it necessary to ensure that the team tasked with such responsibilities
possesses the requisite skills. Moreover, before implementing SD-WAN, it is crucial to ascertain its compatibility with the existing
network infrastructure. This step is vital to avoid any conflicts that could arise between the two systems and to ensure seamless
integration SD-WAN employs a centralized controller to manage network operations. This centralized architecture can pose a
significant security risk. If the controller is compromised, an attacker could gain complete control over the network and potentially
cause significant damage, the attacker could manipulate the traffic flow, steal sensitive data, or even bring down the entire network
and the use of the public internet for data transfer makes the network vulnerable to manipulation, data theft, and potential network
failure. Thus, it is essential to implement robust security measures to prevent unauthorized access and mitigate any potential security
breaches. Ensuring the network's security is crucial to safeguarding sensitive data and maintaining uninterrupted network operations.

D. Ensuring Network Security with SD-WAN Technology

The use of IPsec (Internet Protocol Security), VPN (Virtual Private Network) tunnels, next-generation firewalls (NGFWs), and
micro-segmentation of application traffic provides a strong foundation for SD-WAN security.

IPsec-based VPNs are a widely used solution for creating encrypted connections between two endpoints. They can also be employed
to establish secure tunnels between Software-Defined Wide Area Network (SD-WAN) edge devices and remote sites, data centers,
or cloud services. Although some SD-WAN solutions may use alternative VPN protocols or security mechanisms, such as Secure
Sockets Layer/Transport Layer Security (SSL/TLS) or Datagram Transport Layer Security (DTLS), to encrypt traffic and secure
connections over the public internet.

Integrating Next-Generation Firewall (NGFW) technology into an SD-WAN solution can significantly enhance security features.
An NGFW is a specialized firewall that is designed to protect against modern cyber threats. By incorporating advanced threat
detection and prevention capabilities, including intrusion prevention, anti-malware protection, and URL and web content filtering.
These features enable the network to identify and block malicious traffic, protect against various forms of cyber-attacks, and ensure
secure access to applications. SD-WAN solutions utilize micro-segmentation, which divides the network into smaller segments,
each with its own security policy and control. network administrators can create tailored security policies based on specific
applications or user groups, and apply those policies to specific network segments. By isolating each network segment from others,
unauthorized access can be prevented, and lateral movement of threats can be restricted, which significantly enhances network
security.

E. SASE: A Comprehensive Solution

Secure Access Service Edge (SASE) is a revolutionary network security model that was introduced in 2019. SASE integrates both
networks (SD-WAN) and security-as-a-service to provide a single comprehensive solution. This new approach to network security
provides organizations with a unified and simplified approach to securing their networks, regardless of their location or device type.

SASE use services into a single, cohesive set of functions. These functions include threat protection, data leak prevention (DLP),
DNS, Cloud Access Security Broker (CASB), Cloud Secure Web Gateway (SWG), Zero Trust Network Access (ZTNA), Web
Application and API Protection as a Service (WAAPaaS), Firewall-as-a-Service (FWaaS), Domain Name System (DNS), and
Remote Browser Isolation (RBI).

SD-WAN and SASE are well-suited for edge computing, where low-latency services and real-time data processing are essential.
Edge computing is critical for applications such as autonomous vehicles, healthcare monitoring, and industrial automation that
require real-time processing. By leveraging SD-WAN and SASE, organizations can securely and efficiently extend their networks to
the edge and ensure reliable and fast connectivity for critical applications.

F. SD-WAN in Indian Networking

During the COVID-19 pandemic, businesses in India had to adapt to remote work to ensure the safety of their employees, leading to
a surge in demand for SD-WAN solutions. With the need for network connectivity and security for remote employees, SD-WAN
proved to be a reliable and effective solution and the recent implementation of 5G technology in India has boosted the demand for
SD-WAN solutions. In India, the SD-WAN market is expected to grow at a CAGR of 25.6% between 2020 and 2025. Globally, the
SD-WAN market is projected to grow from USD 3.4 billion in 2022 to USD 13.7 billion by 2027, with a CAGR of 31.9% during
the forecast period.
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There are several SD-WAN providers available in the market, including Cato, Aryaka, VMware, Versa, Meraki, Fortinet,
Forcepoint, Citrix, Barracuda, and many more. Enterprises should carefully evaluate their specific requirements and choose a
provider that best meets their needs.

1. CONCLUSION
SD-WAN has great potential to enhance visibility and control over network operations and its centralized and software approach is
making it more flexible, cost-efficient, scalable, and speedy. It is an ideal solution for organizations that have complex network
requirements or that operate across multiple locations. SD-WAN simplifies the network between different sites but before choosing
a vendor organizations should understand what kind of services they want. The challenge of efficiently transmitting data and
ensuring swift and uninterrupted data flow can be effectively resolved by implementing SD-WAN technology with robust security
measures.
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