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Abstract: Lithium-ion battery technology is the most common energy storage technology for electric vehicles, portable electronics 
and energy storage systems. The electrochemical performance, long-cycle life, and high energy density make them ideal. The 
widespread use of high energy battery systems, however, raises the concern of the risk of thermal runaway (TR), which is one of 
the most significant safety challenges in the case of LIBs. A thermal runaway is an electrochemical chain reaction. They 
generate heat in a rapid manner, create toxic gases, spread a fire and eventually fire hazard. The conventional battery 
management system mainly relies on the voltage and temperature monitoring based on a threshold. This hardly gives any prior 
warning before catastrophic failure. Recently, the battery safety diagnosis and prognosis have been greatly implemented using 
various sensing technologies, machine learning, hybrid physics-informed modelling, and digital twin frameworks. The aim of 
this review article is to present early thermal runaway detection and prognostic safety management research in lithium-ion 
battery system. In the start of the article we have explained key mechanisms for thermal runaway initiation and propagation 
which are self-heating reactions, internal short circuits (ISC), thermal criticality, abuse condition and fire hazards. This review 
contains a brief summary of the Li-ion battery and the lithium-ion battery failure mechanisms. The next diagnostic techniques 
are analysed, electron microscopy, spectroscopy, scattering and X-ray, neutron and magnetic resonance imaging. A systematic 
review of early-warning signals and sensing technologies follows which includes voltage and current anomalies, embedded 
temperature sensing, gas evolution sensing, swelling, and force sensing, fibre-optic sensing, multimodal sensor fusion strategies. 
The review evaluates AI and ML modelling strategies for prognosis acceleration and uses such as conventional ML, deep 
learning, hybrid AI–physics, transfer learning and digital twin-enabled diagnosis. The final assessment addresses smart battery 
designs, IoT-enabled oversight, intelligent thermal management frameworks, and upcoming battery safety systems.  
The future of battery safety systems will be increasingly sophisticated, with safety measures evolving from passive threshold-
based protection to intelligent, self-adaptive, and prognostic safety systems capable of predicting runaway initiation conditions 
with sufficient warnings. Emerging developments in embedded multidimensional sensing, uncertainty-aware machine learning, 
digital twins, and state-of-safety methodologies are expected to play a central role in next-generation EV battery safety systems. 
Keywords: Lithium-ion batteries; Thermal runaway; Early warning; Prognostics; Machine learning; Battery management 
systems. 
 

I.      INTRODUCTION 
The rising requirement of electric vehicles and renewable energy systems has majorly increased the use of lithium-ion batteries 
(LIBs) across the world. Moreover, due to their attractive electrochemical features, high energy density, and long cycle life, they 
have been deployed on a large scale in transportation, aerospace, portable electronics, and stationary energy storage applications 
(Zhao et al., 2024). The high-energy lithium-ion systems which can greatly benefit from these batteries face numerous safety issues 
that have halted their further development. 
According to experts, the thermal runaway is the most threatening failure mode of lithium-ion batteries.  Thermal runaway is a 
runaway reaction process where the self-generated heat inside the battery exceeds the heat dissipation rate of the battery, leading to 
catastrophic failure. As a result, there is a potential increase in temperature, vent gas, fire propagation and explosion hazard (Feng et 
al., 2018). The substantial real-world impacts of uncontrolled TR propagation have been well illustrated by recent fire incidents of 
electric vehicles and large scale energy storage systems (Wang et al., 2022). 
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The mechanism of thermal runaway is very complicated and encompasses the coupled effect of electrochemical, thermal, 
mechanical and chemical. Ren et al. (2021) demonstrated that exothermic reactions between the anode and electrolyte can dominate 
thermal runaway initiation under certain conditions, challenging the conventional assumption that internal short circuits alone are 
responsible for catastrophic failure initiation. Similarly, Mao et al. (2020) highlighted the importance of self-heating kinetics and 
thermal criticality in determining battery safety boundaries. 
The hazards associated with thermal runaway extend beyond localized cell failure. Ribière et al. (2012) showed that lithium-ion 
battery thermal runaway can release substantial quantities of heat and toxic gases, including hydrogen fluoride, thereby creating 
significant fire and explosion hazards. Wang et al. (2022) further demonstrated that vent gas combustion characteristics vary 
significantly with battery chemistry and operating conditions. 
To improve battery safety, extensive research efforts have focused on the development of early-warning technologies capable of 
detecting hazardous conditions before catastrophic failure occurs. Conventional battery management systems primarily rely on 
voltage and temperature monitoring; however, these approaches frequently suffer from delayed response because surface 
measurements do not adequately represent internal battery conditions (Anthony et al., 2017; Xu et al., 2020). 
Consequently, significant attention has shifted toward advanced sensing technologies, including gas sensing, embedded temperature 
sensing, strain monitoring, force-based diagnostics, and fiber-optic sensing (Fernandes et al., 2018; Cai et al., 2019; Yang et al., 
2013; Zhang et al., 2023). In parallel, artificial intelligence and machine learning have emerged as powerful tools for battery 
prognostics and fault diagnosis. Recent developments include deep learning frameworks, hybrid AI–physics models, transfer 
learning, digital twins, and state-of-safety prognostic methodologies (Tran and Fowler, 2020; Chen et al., 2024; Jeong et al., 2024; 
Gu et al., 2025). 

 
 
Although several recent reviews have addressed thermal runaway warning technologies or machine-learning-based battery 
prognostics individually, an integrated review combining sensing technologies, intelligent prognostics, physics-informed modeling, 
and digital twin architectures remains limited. Therefore, this review provides a comprehensive and technically detailed analysis of 
modern early-warning and prognostic safety frameworks for lithium-ion battery systems. 
The main objectives of the Review: 
1) To critically analyze the fundamental mechanisms and triggering pathways of thermal runaway in lithium-ion battery systems 

under thermal, electrical, and mechanical abuse conditions, including self-heating reactions, internal short circuits, gas 
evolution, and propagation behavior. 

2) To systematically review existing early thermal runaway detection and warning techniques based on voltage, current, 
temperature, gas evolution, swelling, strain, pressure, embedded sensing, and multimodal sensor fusion approaches for electric 
vehicle battery applications. 

3) To evaluate recent advances in artificial intelligence, machine learning, and physics-informed prognostic frameworks for 
lithium-ion battery safety management, including deep learning, hybrid AI–physics models, transfer learning, few-shot learning, 
and digital twin-based diagnostics. 
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4) To examine the development of intelligent battery safety ecosystems and advanced battery management architectures, including 
IoT-enabled monitoring systems, cloud-edge battery management frameworks, smart thermal management systems, and 
autonomous safety control strategies. 

5) To identify current challenges, research gaps, and future directions associated with reliable thermal runaway prognostics, 
uncertainty-aware diagnostics, explainable artificial intelligence, embedded sensing technologies, and next-generation 
intelligent battery safety systems for electric vehicles and energy storage applications. 

 
II.       FUNDAMENTALS OF THERMAL RUNAWAY IN LITHIUM-ION BATTERIES 

A.  Thermal Runaway Mechanisms: 
Thermal runaway in lithium-ion batteries is a multistage and highly nonlinear process involving coupled electrochemical and 
thermal reactions. Feng et al. (2018) described thermal runaway as a progressive chain reaction initiated by internal heat 
accumulation, followed by decomposition of the solid electrolyte interphase (SEI), separator shrinkage, electrolyte decomposition, 
cathode decomposition, oxygen release, and eventual combustion. 
Maleki et al. (1999) investigated the thermal stability of lithium-ion battery components and demonstrated that separators, 
electrolytes, and electrode materials possess distinct thermal decomposition characteristics. Their work established the foundation 
for understanding component-level thermal instability. 
The thermal runaway process generally begins when internal heat generation exceeds the battery’s heat dissipation capability. Mao 
et al. (2020) investigated self-heating reactions and thermal criticality using accelerating rate calorimetry and emphasized the 
importance of self-accelerating decomposition temperature (SADT) in determining battery safety limits. 
Ren et al. (2021) later refined the understanding of thermal runaway initiation by demonstrating that exothermic reactions between 
the anode and electrolyte may dominate failure initiation rather than the internal short circuit itself. This finding significantly 
changed the conventional interpretation of thermal runaway triggering mechanisms. 
 
B.  Abuse Conditions and Failure Triggers 
Thermal runaway may be triggered by thermal, electrical, or mechanical abuse conditions. Thermal abuse commonly occurs when 
batteries are exposed to excessive environmental temperatures or localized heating. Zhang et al. (2021) investigated the influence of 
different heating methods on thermal runaway behavior and demonstrated that heating configuration significantly affects gas 
evolution and thermal response. 
Electrical abuse typically includes overcharging and over-discharging conditions. Zhao et al. (2021) showed that overcharged 
batteries may exhibit distinct voltage-drop and pressure-evolution characteristics prior to thermal runaway. Liu et al. (2022) further 
demonstrated that even slight overcharging can induce abnormal heat generation and lithium plating. 
Mechanical abuse conditions include crush loading, nail penetration, and impact deformation. Lamb and Orendorff (2014) evaluated 
different mechanical abuse methodologies and highlighted the critical role of internal short-circuit formation during severe 
deformation. 
 
C. Thermal Runaway Propagation and Fire Hazards 
Thermal runaway propagation represents one of the most severe hazards associated with large-scale battery systems. Once a single 
cell enters thermal runaway, neighboring cells may experience elevated temperatures, ultimately leading to cascading propagation. 
Ribière et al. (2012) investigated fire-induced hazards associated with lithium-ion batteries and demonstrated that thermal runaway 
events can release substantial heat and toxic gases. Chen et al. (2020) further investigated thermal runaway characteristics of high-
energy cylindrical cells and observed violent jet fire behavior and rapid heat release. 
Wang et al. (2022) later investigated vent gas explosion characteristics and showed that explosion severity strongly depends on 
battery chemistry and vent gas composition. Choi et al. (2025) expanded these investigations to large-format battery systems and 
demonstrated the importance of gas evolution and suppression strategies during pack-level thermal runaway propagation. 
 
D. Abuse Conditions and Failure Triggers: 
Thermal runaway may be triggered by thermal, electrical, or mechanical abuse conditions. Thermal abuse commonly occurs when 
batteries are exposed to excessive environmental temperatures or localized heating. Zhang et al. (2021) investigated the influence of 
different heating methods on thermal runaway behavior and demonstrated that heating configuration significantly affects gas 
evolution and thermal response. 
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Electrical abuse typically includes overcharging and over-discharging conditions. Zhao et al. (2021) showed that overcharged 
batteries may exhibit distinct voltage-drop and pressure-evolution characteristics prior to thermal runaway. Liu et al. (2022) further 
demonstrated that even slight overcharging can induce abnormal heat generation and lithium plating. 
Mechanical abuse conditions include crush loading, nail penetration, and impact deformation. Lamb and Orendorff (2014) evaluated 
different mechanical abuse methodologies and highlighted the critical role of internal short-circuit formation during severe 
deformation. 

 
 

E. Thermal Runaway Propagation and Fire Hazards 
Thermal runaway propagation represents one of the most severe hazards associated with large-scale battery systems. Once a single 
cell enters thermal runaway, neighboring cells may experience elevated temperatures, ultimately leading to cascading propagation. 
Ribière et al. (2012) investigated fire-induced hazards associated with lithium-ion batteries and demonstrated that thermal runaway 
events can release substantial heat and toxic gases. Chen et al. (2020) further investigated thermal runaway characteristics of high-
energy cylindrical cells and observed violent jet fire behavior and rapid heat release. 
Wang et al. (2022) later investigated vent gas explosion characteristics and showed that explosion severity strongly depends on 
battery chemistry and vent gas composition. Choi et al. (2025) expanded these investigations to large-format battery systems and 
demonstrated the importance of gas evolution and suppression strategies during pack-level thermal runaway propagation. 

 
III.       EARLY THERMAL RUNAWAY WARNING SIGNALS AND SENSING TECHNOLOGIES 

A. Voltage, Current, and Temperature-Based Warning Signals 
Voltage, current, and surface temperature monitoring remain the most widely implemented safety-monitoring approaches in 
commercial battery management systems. However, several studies have shown that these parameters often provide limited warning 
time before catastrophic failure. 
Anthony et al. (2017) demonstrated that surface temperature measurements frequently fail to accurately represent internal thermal 
conditions because significant thermal gradients develop inside lithium-ion cells. Xu et al. (2020) further showed that internal 
temperatures during thermal runaway can greatly exceed externally measured temperatures. 
Zhao et al. (2021) reported that voltage-drop behavior during overcharge conditions may provide useful warning information prior 
to catastrophic failure. Similarly, Liu et al. (2022) demonstrated that abnormal heat generation during constant-voltage charging can 
act as an early diagnostic indicator. 
Despite their widespread implementation, conventional voltage and temperature monitoring strategies frequently suffer from 
delayed response because internal electrochemical degradation may already be well advanced before measurable external thermal 
changes occur. 
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B. Embedded and Internal Temperature Sensing 
To overcome the limitations of external sensing approaches, recent research has increasingly focused on embedded and internal 
sensing technologies. Wei et al. (2021) proposed advanced smart battery architectures integrating embedded multidimensional 
sensing systems capable of simultaneously monitoring electrochemical, thermal, and mechanical battery states. 
Zhang et al. (2023) developed a flexible embedded temperature sensor array capable of detecting hazardous thermal conditions near 
the onset of SEI decomposition. Their work demonstrated that embedded sensing technologies can provide substantially earlier 
warning compared with conventional surface-mounted sensors. 
Li et al. (2013) investigated temporal and spatial internal temperature variations using embedded thermocouples and reported 
significant thermal gradients inside lithium-ion cells. 
 
C. Gas-Based Thermal Runaway Warning 
Gas evolution has emerged as one of the most promising approaches for early thermal runaway detection because characteristic 
gases are often released before rapid temperature escalation occurs. 
Fernandes et al. (2018) identified and quantified gases released during overcharge conditions using gas chromatography and 
Fourier-transform infrared spectroscopy. Their work demonstrated that gas evolution can provide valuable information regarding 
battery degradation and thermal instability. 
Pu et al. (2024) combined electronic nose technology with machine-learning algorithms for thermal runaway warning. Their 
framework utilized MOS gas sensors together with multilayer perceptron, support vector machine, and extreme learning machine 
algorithms to classify characteristic gases associated with thermal runaway progression highlighted the value of gas-based early-
warning systems for pack-level safety management. 
 
D. Swelling, Strain, and Force-Based Diagnostics 
Mechanical deformation and swelling behavior are increasingly recognized as valuable early-warning indicators. Cai et al. (2019) 
modeled battery temperature and expansion force evolution during early thermal runaway and demonstrated that expansion force 
can rise before significant temperature increase occurs. 
Bang et al. (2025) developed a swelling-based thermal runaway detection framework using piezoresistive sponge sensors and 
demonstrated module-level thermal runaway warning capability more than one thousand seconds before catastrophic failure. Gu et 
al. (2025) proposed a multidimensional state-of-safety framework integrating strain, temperature, voltage, capacity, and power 
indicators into a unified safety metric capable of providing extended warning horizons. 
 
E. Fiber-Optic and Embedded Smart Sensing 
Fiber-optic sensing technologies have attracted considerable interest because of their high sensitivity and distributed sensing 
capability. Yang et al. (2013) demonstrated real-time temperature monitoring using fiber Bragg grating sensors. Nascimento et al. 
(2019) later expanded this concept by implementing distributed thermal mapping systems capable of monitoring spatial temperature 
distributions under varying operating conditions. 
Recent advances in embedded sensing technologies have accelerated the development of smart battery architectures capable of 
supporting intelligent battery management systems. 
 

Table 1: Embedded and Internal Sensing Technologies for Early Thermal Runaway Detection 
Author & 

year Sensor Technology 
Measured 
Parameter Major Findings Practical Significance 

Anthony et 
al. (2017) 

Non-invasive 
thermal estimation Internal temperature 

Surface temperature did not 
accurately represent internal 
thermal conditions 

Highlighted limitations of 
external sensing 

Li et al. 
(2013) 

Embedded 
thermocouples 

Internal thermal 
gradients 

Significant spatial and temporal 
internal temperature variation 
observed 

Demonstrated hotspot 
formation inside cells 

Xu et al. 
(2020) 

Internal 
thermocouple 

Core temperature 
during TR 

Internal temperatures greatly 
exceeded external temperatures 

Improved understanding of 
TR evolution 
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sensing during TR 
Yang et al. 
(2013) 

Fiber Bragg grating 
(FBG) sensors 

Real-time 
temperature 

Demonstrated real-time optical 
temperature monitoring capability 

High sensitivity and EMI 
immunity 

Nascimento 
et al. (2019) 

Distributed fiber 
sensing 

Spatial thermal 
mapping 

Enabled distributed thermal 
monitoring under varying 
operating conditions 

Useful for pack-level 
thermal mapping 

Zhang et al. 
(2023) 

Flexible embedded 
PTCR sensor array 

Internal temperature 
near SEI 
decomposition 

Embedded sensors detected 
hazardous conditions near SEI 
decomposition onset (~67 °C) 

Earlier warning than 
surface-mounted sensors 

Mei et al. 
(2023) 

Lab-on-fiber 
operando sensing 

Internal electro-
thermal behavior 

Enabled operando monitoring of 
battery internal conditions 

Advanced next-generation 
sensing approach 

Wei et al. 
(2021) 

Embedded 
multidimensional 
sensing architecture 

Thermal, 
electrochemical, 
mechanical states 

Proposed smart battery 
framework integrating embedded 
sensing 

Foundation for intelligent 
BMS and digital twins 

 
Table 2: Comparison of Gas-Based Thermal Runaway Detection Methods 

Author & 
year 

Detection 
Technique 

Target 
Gas/Signal 

Key Findings Advantages Limitations 

Fernandes et 
al. (2018) 

FTIR + GC-MS 
gas analysis 

CO₂, CO, 
hydrocarbons, 
vent gases 

Gas evolution begins before 
catastrophic thermal escalation 
during overcharge abuse 

High chemical 
specificity 

Complex 
instrumentation 

Song et al. 
(2025) 

Gas sensor-
based warning 
framework 

H₂, CO, VOCs 

Gas sensing provides rapid TR 
warning capability and strong 
sensitivity to early electrochemical 
degradation 

Fast response 
and practical 
integration 

Sensor cross-
sensitivity 

Pu et al. 
(2024) 

Electronic nose 
+ ML 
algorithms 

VOC mixtures 

MLP, SVM, and ELM models 
improved TR identification 
accuracy; gas sensing detected 
failure earlier than 
voltage/temperature monitoring 

Early-stage 
warning 
capability 

Environmental 
sensitivity 

Wang et al. 
(2022) 

Vent gas 
explosion 
characterization 

Combustible 
vent gases 

Explosion severity strongly 
depended on vent gas composition 
and battery chemistry 

Important for 
ESS safety 
assessment 

Requires 
controlled safety 
testing 

Choi et al. 
(2025) 

Pack-level vent 
gas monitoring 

VOC 
concentration 
and vent gases 

Vent gas monitoring enabled early 
detection in 7.5 kWh module and 
74 kWh pack experiments 

Practical 
large-scale 
applicability 

Complex pack-
level gas flow 
behavior 

 
 

IV.       ARTIFICIAL INTELLIGENCE AND PROGNOSTIC SAFETY FRAMEWORKS 
A. Machine Learning-Based Fault Diagnosis 
Machine learning has emerged as one of the most important enabling technologies for modern battery prognostics and health 
management. Tran and Fowler (2020) reviewed lithium-ion battery fault diagnostic algorithms and categorized existing approaches 
into model-based, signal-based, and knowledge-based frameworks. 
Li et al. (2023) comprehensively reviewed machine-learning-assisted battery thermal management systems and discussed the 
application of artificial neural networks, convolutional neural networks, long short-term memory networks, and reinforcement 
learning algorithms for battery thermal safety management. 
Machine-learning approaches are particularly attractive because they can capture highly nonlinear relationships among battery 
operating variables without requiring fully detailed electrochemical models. 
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B. Deep Learning-Based Thermal Runaway Prediction 
Deep learning approaches have demonstrated strong capability for modeling complex temporal and spatial battery behavior. Chen et 
al. (2024) proposed a data-driven thermal runaway warning framework for retired lithium-ion batteries using Bi-LSTM networks, 
attention mechanisms, and ensemble learning. 
Cheng et al. (2025) developed an LSTM-TCN hybrid framework for charging-network-based thermal runaway warning using 
residual-based monitoring techniques. 
Athanasopoulos et al. (2025) investigated thermal runaway detection using multimodal thermal and optical imaging combined with 
convolutional neural networks and vision transformers. 

 
C. Hybrid AI–Physics Frameworks 
Purely data-driven models often suffer from limited interpretability and reduced generalization capability under unseen operating 
conditions. Chen et al. (2024) proposed a hybrid AI–physics thermal runaway warning framework combining K-means anomaly 
detection with electrochemical thermal modeling. Their approach achieved improved prediction accuracy while reducing false 
alarms. 
Zhang et al. (2020) developed computational safety-regime models capable of identifying critical operating regions associated with 
internal short-circuit-triggered thermal runaway. 
Hybrid AI–physics approaches are increasingly regarded as one of the most promising directions for future battery prognostics 
because they combine the predictive capability of machine learning with the physical consistency of electrochemical models. 
 
D. Physics-Informed Deep Learning and Digital Twins 
Recent advances in digital twin technology have significantly expanded the scope of intelligent battery safety management. Jeong et 
al. (2024) proposed a multiphysics-informed DeepONet framework capable of predicting internal battery temperature distributions 
at substantially lower computational cost than conventional finite-element simulations. 
Digital twins enable real-time synchronization between physical battery systems and virtual computational models, thereby 
supporting predictive safety assessment, anomaly detection, and adaptive control. 
Wei et al. (2021) emphasized the importance of embedded multidimensional sensing systems for enabling future digital twin-based 
battery architectures. 
 
E. Transfer Learning and Data-Efficient Prognostics 
One of the major limitations associated with machine-learning-based battery safety research is the scarcity of high-quality thermal 
runaway datasets. Masalkovaitė et al. (2024) addressed this challenge using transfer learning approaches combined with the Battery 
Failure Databank. Their framework predicted thermal runaway heat-release variability using limited calorimetry measurements and 
simplified experimental features. Few-shot learning and transfer learning approaches are expected to become increasingly important 
because thermal runaway events are inherently difficult and expensive to reproduce experimentally. 
 
F. State-of-Safety Prognostic Frameworks 
Conventional battery safety systems generally rely on binary threshold-based protection strategies. However, recent research has 
shifted toward continuous prognostic safety assessment. Gu et al. (2025) proposed a multidimensional state-of-safety framework 
incorporating strain, temperature, voltage, capacity, and power indicators into a unified safety metric. Their framework 
demonstrated significantly extended warning horizons compared with conventional threshold-based approaches. 
The transition from passive protection toward prognostic safety assessment represents a major paradigm shift in modern battery 
management system design. 
 

Table 3: AI and Machine Learning Approaches for Thermal Runaway Prognostics 
Author & year AI/ML Technique Input Features Major Contribution Key Advantage 

Tran and Fowler 
(2020) 

Fault diagnostic 
algorithm taxonomy 

Voltage, current, thermal 
data 

Classified model-based, signal-
based, and knowledge-based 
diagnosis methods 

Structured framework for 
intelligent diagnostics 
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Li et al. (2023) ANN, CNN, LSTM, 
DRL 

Battery thermal and 
operational parameters 

Reviewed ML-assisted BTMS 
and intelligent thermal 
management 

Broad AI integration for 
battery safety 

Chen et al. 
(2024) 

Bi-LSTM + attention 
+ ensemble learning Battery operational data Developed data-driven TR 

warning for retired batteries 
Addressed limited-data 
conditions 

Cheng et al. 
(2025) 

LSTM-TCN hybrid 
model 

Charging-network 
operational data 

Residual-based TR warning 
during charging 

Suitable for fleet-scale 
charging safety 

Athanasopoulos 
et al. (2025) 

CNN + Vision 
Transformer Thermal and optical images Multimodal TR detection using 

deep learning 
Advanced image-based 
diagnostics 

Chen et al. 
(2024) 

Hybrid AI–physics 
framework 

Thermal/electrochemical 
data 

Combined K-means anomaly 
detection with physics modeling Reduced false alarms 

Jeong et al. 
(2024) 

Physics-informed 
DeepONet 

Virtual multiphysics 
thermal data 

Predicted internal temperature 
fields with much lower 
computational cost than FEM 

Strong digital twin potential 

Masalkovaitė et 
al. (2024) 

Transfer learning + 
few-shot learning 

Battery Failure Databank + 
calorimetry data 

Predicted TR heat-release 
variability with limited data Data-efficient prognostics 

Gu et al. (2025) State-of-Safety 
(SOS) framework 

Strain, voltage, temperature, 
power, capacity 

Introduced multidimensional 
safety metric with extended 
warning horizon 

Continuous prognostic 
safety assessment 

Zhao et al. 
(2024) 

ML prognostic 
review framework 

Multi-source battery 
datasets 

Reviewed supervised, 
reinforcement, self-supervised, 
and physics-informed learning 
approaches 

Comprehensive future-
oriented AI roadmap 

 
V.       SMART BATTERY SAFETY ECOSYSTEMS 

A. Smart Batteries and Intelligent Battery Management Systems: 
Future battery systems are increasingly expected to incorporate embedded intelligence, distributed sensing, adaptive control, and 
autonomous safety management capability. Wei et al. (2021) proposed advanced smart battery architectures integrating embedded 
multidimensional sensing systems capable of monitoring electrochemical, thermal, and mechanical states simultaneously. 
Hu et al. (2024) reviewed thermal runaway warning technologies and emphasized the growing importance of intelligent battery 
management systems capable of integrating sensing, diagnostics, and prognostics into unified safety frameworks. 
 
B. IoT and Cloud-Based Battery Monitoring: 
IoT-enabled battery monitoring systems are becoming increasingly important for electric vehicles and energy storage systems. 
Krishna et al. (2024) proposed an IoT-based battery monitoring system for electric vehicles capable of remote battery-state 
monitoring. Wang et al. (2023) later developed an NB-IoT–ZigBee battery monitoring framework integrating distributed sensing 
with cloud communication. Chen et al. (2024) further proposed a cloud–network–edge–end online battery monitoring architecture 
for intelligent battery maintenance and fault diagnosis. 
 
C. Thermal Runaway Suppression and Mitigation 
In addition to early-warning technologies, thermal runaway suppression and propagation mitigation strategies are essential for large-
scale battery systems. Choi et al. (2025) investigated thermal runaway suppression in large-format lithium-ion battery systems using 
direct water injection and carbon dioxide cooling approaches. 
Mahdy et al. (2025) evaluated thermal runaway propagation behavior under different heating conditions and demonstrated that 
heating location significantly affects propagation severity. 
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VI.       CHALLENGES AND FUTURE RESEARCH DIRECTIONS 
Despite substantial progress in thermal runaway detection and prognostic safety management, several important challenges remain. 
1) One major challenge involves the scarcity of high-quality thermal runaway datasets required for machine-learning model 

training. Thermal runaway events are expensive and hazardous to reproduce experimentally, limiting the availability of robust 
datasets. 

2) Another critical challenge involves the reliability and robustness of sensing systems under real-world operating conditions. Gas 
sensors, embedded sensors, and strain-monitoring systems may experience drift, environmental interference, or degradation 
during long-term operation. 

3) The interpretability and generalization capability of machine-learning models also remain important concerns. Although deep 
learning frameworks can achieve high prediction accuracy, purely data-driven approaches often lack physical interpretability. 

4) Future battery safety systems are expected to increasingly incorporate hybrid AI–physics frameworks, uncertainty-aware 
prognostics, transfer learning, and digital twin architectures. Physics-informed machine learning, embedded multidimensional 
sensing, and state-of-safety methodologies are expected to play a major role in next-generation intelligent battery management 
systems. 

5) The integration of cloud computing, edge intelligence, IoT communication, and autonomous safety control may ultimately 
enable self-adaptive battery safety ecosystems capable of predicting hazardous conditions long before catastrophic failure 
occurs. 
 

VII. CONCLUSIONS 
The main conclusions of this extensive review are as listed below:  
1) Thermal runaway remains one of the most critical safety challenges associated with lithium-ion battery systems. Conventional 

threshold-based protection strategies are increasingly insufficient for modern high-energy battery applications because they 
frequently provide limited warning time before catastrophic failure. 

2) Recent advances in sensing technologies, machine learning, hybrid AI–physics frameworks, and digital twin architectures have 
significantly improved the capability for early thermal runaway detection and prognostic safety assessment. 

3) Gas sensing, swelling diagnostics, embedded sensing, and multimodal sensor fusion have demonstrated strong potential for 
improving early-warning reliability. Simultaneously, machine-learning and deep-learning frameworks are transforming battery 
safety diagnostics by enabling predictive and adaptive safety management. 

4) Future battery safety systems are expected to progressively transition toward intelligent, autonomous, and prognostic safety 
ecosystems integrating embedded multidimensional sensing, physics-informed artificial intelligence, digital twins, and cloud-
edge battery management frameworks. 

5) The continued development of reliable, interpretable, and scalable prognostic safety systems will be essential for ensuring the 
safe large-scale deployment of electric vehicles and next-generation energy storage technologies. 
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