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Abstract: Cloud-based data storage service has drawn increasing interest from both academic and industry in recent years due to
their efficient and low-cost management. Since it provides services in an open network, it is urgent for service providers to make
use of secure data storage and sharing mechanism to ensure data confidentiality and service user privacy.
The most widely used method is encryption to protect sensitive data from being compromised. However, simply encrypting data
(e.g., via AES) cannot fully address the practical need for data management. Besides, effective access control over download
requests also needs to be considered so that Economic Denial of Sustainability (EDoS) attacks cannot be launched to hinder
users from enjoying service.
In this project, we consider dual access control, in the context of cloud-based storage, in the sense that we design a control
mechanism over both data access and download requests without loss of security and efficiency. Two dual access control systems
are designed in this paper, each for a distinctly designed setting. The security and experimental analysis for the systems are also
presented.
Keywords: security, AES, EDoS, Cloud-based data sharing, access control, cloud storage service, Intel SGX, attribute-based
encryption

I.  INTRODUCTION
In recent decades, cloud-based storage service has attracted considerable attention from both academia and industries. It may be
widely used in many Internet-based commercial applications (e.g., Apple iCould) due to its long-list benefits including access
flexibility and free of local data management. The increasing number of individuals and companies nowadays prefer to outsource
their data to the remote cloud in such a way that they may reduce the cost of upgrading their local data management
facilities/devices. However, the worry of security breaches over outsourced data may be one of the main obstacles hindering Internet
users from widely using cloud-based storage services.
In many practical applications, outsourced data may need to be further shared with others. For example, a Dropbox user Alice may
share photos with her friends. Without using data encryption, prior to sharing the photos, Alice needs to generate a sharing link and
further share the link with friends. Although guaranteeing some level of access control over unauthorized users (e.g., those who are
not Alice’s friends), the sharing link may be visible within the Dropbox administration level (e.g., an administrator could reach the
link). Since the cloud (which is deployed in an open network) is not fully trusted, it is generally recommended to encrypt the data
prior to being uploaded to the cloud to ensure data security and privacy. One of the corresponding solutions is to directly employ an
encryption technique (e.g., AES) on the outsourced data before uploading to the cloud, so that only a specified cloud user (with a
valid decryption key) can gain access to the data via valid decryption.
To prevent shared photos from being accessed by the “insiders” of the system, a straightforward way is to designate the group of
authorised data users before encrypting the data. In some cases, Alice may have no idea about whom the photo receivers/users will
be. It is possible that Alice only has knowledge of attributes w.r.t. photo receivers. In this case, traditional public key encryption
(e.g., Paillier Encryption), which requires the encryptor to know who the data receiver is in advance, cannot be leveraged. Providing
a policy-based encryption mechanism over the outsourced photos is therefore desirable, so Alice uses the mechanism to define an
access policy over the encrypted photos to guarantee only a group of authorised users can access the photos.
In a cloud-based storage service, a common attack is well-known as a resource-exhaustion attack. Since a (public) cloud may not
have any control over download requests (namely, a service user may send unlimited numbers of download requests to a cloud
server), a malicious service user may launch the denial-of-service (DoS)/distributed denial-of-service (DDoS) attacks to consume
the resource of cloud storage service server so that the cloud service could not be able to respond honest users’ service requests. As
a result, in the “pay-as-you-go” model, economic aspects could be disrupted due to higher resource usage. The costs of cloud service
users will rise dramatically as the attacks scale up. This has been known as the Economic Denial of Sustainability (EDoS) attack
[32], [33], which targets the cloud adopter’s economic resources.
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Apart from economic loss, the unlimited download itself could open a window for network attackers to observe the encrypted
download data that may lead to some potential information leakage (e.g., file size). Therefore, effective control over download
requests for outsourced (encrypted) data is also needed.

In this paper, we propose a new mechanism, dubbed dual access control, to tackle the above aforementioned two problems. To
secure data in cloud-based storage service, attribute-based encryption (ABE) [9] is one of the promising candidates that enables the
confidentiality of outsourced data as well as fine-grained control over the outsourced data. In particular, Ciphertext-Policy ABE
(CP-ABE) [5] provides an effective way of data encryption such that access policies, defining the access privilege of potential data
receivers, can be specified over encrypted data. Note that we consider the use of CP-ABE in our mechanism in this paper.
Nevertheless, simply employing the CP-ABE technique is not sufficient to design an elegant mechanism guaranteeing the control of
both data access and download request.

A strawman solution to the control of download requests is to leverage dummy ciphertexts to verify the data receiver’s decryption
rights. It, concretely, requires the data owner, say, Alice, to upload multiple “testing” ciphertexts along with the “real” encryption of
data to the cloud, where the “testing” ciphertexts are the encryptions of dummy messages under the same access policy as that of the
“real” data. After re-receiving a download request from a user, say, Bob, the cloud asks Bob to randomly decrypt one of the
“testing” ciphertexts. If a correct result/decryption is returned (i.e. indicating Bob is with valid decryption rights), Bob is authorized
Alice to access the "real” data, so that the cloud allows Bob to download the corresponding ciphertext.

Nevertheless, several disadvantages of the above approach may be identified as follows. First of all, the data owner, Alice, is
required to encrypt a number of dummy ciphertexts under the same policy as the “real” ciphertext. This may yield a considerable
computational overhead for Alice, which may bring inconvenience in practice, for exam- ple, Alice just wants to upload one photo
to iCloud from her cellphone but needs to prepare more than one cypher-text. Second, all ciphertexts, including dummy ones, are
uploaded to the cloud at the same time. This inevitably imposes an extra cost on network bandwidth (as well as prolonging data
uploading time), which may not be applicable to some service users whose cellular network is under a pay-as-you-go plan or
equipped with the old generation of broadband cellular network technology (e.g., 3G). Third, a data receiver/user, Bob, has to
additionally decrypt a random-chosen “testing” ciphertext from the cloud, as a test of his valid download request. As a result, Bob
has to “pay” double (decryption price) for access to the “real” data, which again may not be scalable in a resource-constrained
setting. Therefore, this paper raises the following question:

“Does there exist a cloud-based mechanism supporting dual access control (over both fine-grained data access and download
request) without loss of security and efficiency?”

Il. RELATED WORK

To apply fine-grained policy-based control over encrypted data, ABE [9], [29] has been introduced in the literature. Concretely,
ABE has two main research branches: one is CP-ABE, and the other is KP-ABE which refers to key- policy ABE. This paper
mainly deals with the former. In a CP-ABE, a decryption key is associated with an attribute set and ciphertext is embedded with the
access policy. This feature makes CP-ABE quite suitable for secure cloud data sharing (compared to KP-ABE). Note this is so
because KP-ABE requires a decryption key to be associated with the access policy which yields heavy storage costs for cloud users.
Since the introduction of seminal CP-ABE [9], many works have been proposed to employ CP-ABE in various applications, e.g.,
accountable, and traceable CP-ABE [22], [23], [24], [25], multi-authority [10], [17], outsourced CP-ABE [15], [16], [21], and
extendable variants [34].

Although being able to support fine-grained data access, CP-ABE, acting as a single solution, is far from practical and effective to
hold against EDoS attacks [11] which is the case of DDoS in the cloud setting [11], [39]. Several counter-measures to the attack
[12], [33] have been proposed in the literature. But Xue et al. [38] stated that the previous works could not fully defend against the
EDoS attack at the algorithmic (or protocol) level, and they further proposed a solution to secure cloud data sharing from the attack.
However, [38] suffers from two disadvantages. First, the data owner is required to generate a set of challenge ciphertexts in order to
resist the attack, which enhances its computational burden. Second, a data user is required to decrypt one of the challenge
ciphertexts as a test, which costs plenty of expensive operations (e.g., pairing). Here the computational complexity of both parties is
inevitably increased and meanwhile, high network bandwidth is required for the delivery of ciphertexts. The considerable
computational power of the cloud is not fully considered in [38]. In this paper, we will present a new solution that requires less
computation and communication costs to stand till in front of the EdoS attack. Recently, Antonis Michalas [20] proposed a data-
sharing protocol that combines symmetric searchable encryption and ABE, which allows users to directly search over encrypted
data. To implement the functionality of key revocation in ABE, the protocol utilizes SGX to host a revocation authority.
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Bakas and Michalas [3] later extended the protocol [20] and proposed a hybrid encryption scheme that reduces the problem of
multi-user data sharing to that of a single user. In particular, the symmetric key used for data encryption is stored in an SGX
enclave, which is encrypted with an ABE scheme. Similar to [20], it deals with the revocation problem in the context of ABE by
employing the SGX enclave. In this work, we employ SGX to enable the control of the download request (such that the
DDoS/EDoS attacks can be prevented). In this sense, our purpose and our technique of ours are different from that of the protocols
in [3], [20].

I1l. PROBLEM STATEMENT

Nowadays Cloud storage is understood as a promising resolution for providing convenient, universal, and on-demand access to
bigger amounts of knowledge shared on the net. In the existing system, they introduced a two-factor security protection mechanism
for information to keep within the cloud. The system is predicated on Identity-Based cryptography (IBE) mechanism. The sender
needs solely the identity of the receiver to send associate encrypted information. The sender sends cypher text through the cloud to
the receiver then the receiver will transfer the cypher text at any time. The existing system accommodates a two-factor encryption
protection technique. Encrypted information keep in the cloud, receiver accessed encrypted information and convert it into
decrypted information which points to it'll need 2 things: very first thing, the user's secret key that is sent by the sender through a
secure channel (e.g., email). The second issue, a user desires a distinctive personal security device to attach to the pc like USB. The
system user needed a security device then it'll request the security device to the protection device establishment (SDI) suppose the
device is stolen or loss then the user report back to SDI, subsequently establishing revoked personal security device of the user and
affording a brand new distinctive or personal security device to the user.

IV. THE PROPOSED SYSTEMS
A. System Overview
We employ the use of a hybrid system to protect the data, which combines the efficiency of a symmetric-key system with the
convenience of a public-key system. In particular, the proposed dual access control systems are both in Key/Data Encapsulation
Mechanism (KEM/DEM) setting [31]. The message is encrypted by an efficient symmetric-key encryption scheme, while the
inefficient public-key scheme (i.e., the CP-ABE) is used only to encrypt/decrypt a short key value.
To achieve the security requirements of anonymous data sharing, confidentiality of shared data and access control on shared data,
we employ the CP-ABE technique as the basic building block. Specifically, we present the construction based on the CP-ABE
scheme in [36] due to its efficiency and elegant construction. To achieve the security requirements of anonymous download request
and access control on download request, we design an effective mechanism that the cloud can judge whether a data user is
authorized or not without revealing any sensitive information (including the identity of the data user, the plaintext of the outsourced
data) to it. In the first system, the cloud needs the help of the authority during the judgement on the download request (sent by a data
user). As a result, the authority needs to be always online. However, in some other cases in practice, the authority may not be always
online. This leads to the second (enhanced) system where the authority can be offline after the parameter initialization procedure. In
particular, we employ the SGX technique to replace the role of the authority during the access control on download request
procedure.
We now explain the rationale behind our proposed systems. In order to provide strong security and privacy guarantees for shared
data on the cloud (that could defend the EDoS attack), a cloud-based data sharing system should support dual access control as
described in Section 1. We start from the CP-ABE system proposed in [36], and adapt it to the KEM/DEM setting. However, simply
employing the CP-ABE construction from [36] in the KEM/DEM setting is not sufficient to provide dual access control. New
technique needs to be introduced such that the control of both data access and download request can be guaranteed. Different from
the strawman solution described in Section 1, we introduce a new approach to avoid using the “testing” ciphertext in the strawman
solution. Specifically, we allow the data owner to generate a download request, which contains a randomized form of the secret key
held by the data owner. The download request retains the “decryption capability” of the secret key such that it can be used to test
whether the underlying data owner is capable to decrypt the shared ciphertext(s). Since the above-mentioned component contained
in the download request is randomized, it cannot be utilized to infer the owner of the secret key. That is, the download request
enables the cloud to check whether the data owner of the download request is authorized without leaking the identity of the
underlying data owner (i.e., the download request is anonymous). To further prevent leaking secret information to the cloud, the
verification of download requests needs the help of the authority or the enclave of Intel SGX.
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Our first system is designed for the case where the verification of a download request involves the help of the authority, while the
second system is designed for the case where the enclave of Intel SGX is involved during the verification of the download request
procedure. We note that our technique described above is general in the sense that it can be applied to most of the current CP-ABE
constructions based on bilinear maps.

B. The enhanced System

In the basic construction, the authority must be always online. It is desirable that the cloud can check the download request by itself.
In this subsection, to address this issue, we present an enhanced system. The procedures for Data User Registration, Shared File
Generation and Outsourcing, Download Request Generation, and Access Shared Data are the same as those of the basic system, the
remaining algorithms are modified as follows.

1) Parameter Initialization
This procedure is almost the same with that of the basic system, excepting for the following additional steps (that follows the last

-

step of the basic system):ist=— The cloud equipped with SGX processors creates an enclave

e The authority prepares a SGX program C for realizing the following functionality: Upon receiving an input h, compute E1’ =
(h)s" and output E1”, where s’ is the internal secret inside an enclave.

e The authority establishes a secure channel with the enclave, and securely loads the code of program C and the master secret
parameter a to the enclave, using for instance AES-GCM for confidentiality and integrity protection [26] (In particular, the
authority uses a randomly generated secret key to encrypt the code and the data, and employs the secure channel to share the
secret key with the enclave).

e The enclave keeps an as its internal secret (i.e., setsa = s).

In order to verify the software running in the enclave on the cloud side, the authority uses remote attestation [2] to check the

integrity of the code (i.e., the program C) and static data (i.e., the master secret parameter a) loaded into the enclave [26] (please

refer to Subsection 2.6 for more details about remote attestation).

2) Access Control on Download Request

The procedure is almost the same as that of the basic system, excepting for replacing the first step with the following steps:

o The cloud sends a call request to the enclave with C2 (of C T ) as input.

e Upon receiving the call request with C2, the enclave runs program C with C2 as input (i.e., calculates E1' = (C2 )a ) and returns
E1' to the cloud.

e The cloud computes E1 = e(E1’, L'2) = e(g, g).

Side-channel resilience. Although the security of SGX is evolving, it is still susceptible to a number of side-channel attacks [6],

[14], [30], [37]- One defence against these side-channel attacks is to ensure that the enclave program is data-oblivious. That is, the

program will not include control flow branches or memory access patterns that depend on the values of sensitive data [7], [13].

Another approach is to employ the technique of ORAM [27]. For the enhanced system, the only enclave operations that touch secret

data are decryption operations (for loading the data via AES- GCM) and the specific function (that computes E1’ = (h)s’ and output

E1’). In our implementation of AES-GCM, we utilize the SGX SDK cryptographic library, therefore, it is resilient to software-

based side channels (which is similar to [7]). For the function, we implemented it in a way that achieves the property of data-

oblivious (i.e., control flow branches or memory access patterns will not depend on the sensitive data). Therefore, the enhanced

system is secure against side-channel attacks.

V. SECURITY ANALYSIS
In this section, we present the security analyses of the two proposed systems on how they achieve the security requirements.

A. Security of the basic system

Security against honest-but-curious cloud

For simplicity, we denote by I'1, I'2 the CP-ABE scheme in [36] and the basic system in Subsection 4.2, respectively.
Lemma 1. [36] If the decisional g-Parallel BDHE assumption holds, I'1 is IND-CPA secure.

Lemma 2. If I'1 is IND-CPA secure, I'2 is IND-CPA secure.
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Proof. To prove the security of ['2, we suppose there exists a PPT adversary A2 with a challenge access policy (M * , px ) (M x is an
| x n matrix) that has a non-negligible advantage in breaking I'2. We build a PPT simulator algorithm A1 that has a non-negligible
advantage in breaking I'l.

Init: Al gets the challenge access policy (M*,p*) from A2 and sends the received (M # , p* ) to the I'1 challenger.

Setup: Al receives the public parameters pk = (g, ga, hl, ..., hU, e(g, g)a) from the I'1 challenger. It sends pk to A2.

Phase 1: For the secret key query from A2 with an attribute set S (with a restriction that S does not satisfy (M * , p* )), Al sends it
to the I'1 challenger and obtains a secret key SKS’ = (K',L’,{Kx' }x€S). Al then sets L1 = K',L2 = L', {L3,x = KX’ }x€S) and returns
SK = (L1,L2,{L3,x}x€S)) to A2.

Challenge: A2 declares two equal-length messages (m0,m1) and sends them to A1. Al chooses two random symmetric key S KO ,
S K1, sends them to the I'l challenger and obtains a challenge ciphertext C T * = (C *, C 'x, {Cx*,1, Cx*,2 }x€[l] ). Al selects a
random bit bAl € {0, 1}, and runs SE.Enc(M, SKbAL1 ) to obtain.

Guess: A2 outputs a guess b € {0, 1} and sends it to Al. Al sends the received b to the I'l challenger.

Note that the distributions of the public parameters, chal- lenge ciphertext and decryption keys in the above game are the same as
that of the real system, if A2 can break I'2 with a non-negligible advantage, A1 can break I'1 with the same advantage.

Lemma 3. If the decisional g-Parallel BDHE assumption holds, the cloud cannot identify the owner of any newly uploaded file.
Proof. From Lemma 1 and Lemma 2, we have that I'2 is IND-CPA secure. Hence, the shared file(CT,CT) does not contain any
information that can be used to make inferences about the owner of the file. We conclude that the cloud cannot obtain any useful
information to know the owner.

Lemma 4. If the decisional g-Parallel BDHE assumption holds, the cloud cannot obtain the plaintext of the encrypted data stored
on it.

Proof. According to the Shared File Generation and Outsourcing phase, we know that the encrypted data (CT,CT) is generated
based on a hybrid system of the symmetric-key encryption scheme SE and the CP-ABE scheme I'l [36]. From Lemma 1 and
Lemma 2, we have that the basic system in Subsection 4.2 I'2 is IND-CPA secure. Due to the security property of I'2, it follows
from the security result of hybrid encryption system [8] that the encrypted data (C T, C T ) can only be decrypted with valid secret
keys. Since the cloud cannot obtain such secret keys, it cannot decrypt the file.

Lemma 5. If the decisional g-Parallel BDHE assumption holds, the cloud cannot identify the sender of any download request.
Proof. From Lemma 1 and Lemma 2, we have that the basic system in Subsection 4.2 is IND-CPA secure. Hence, for any download
request DReq = (‘download’, (L'1,L"2,{L'3,x} VX€ES,S)), it does not leak any information that can be used to make inference about its
sender. We con- clude that the cloud cannot obtain any useful information to identify the sender.

Theorem 1. The basic system in Subsection 4.2 is secure against honest-but-curious cloud.

Proof. It follows directly from Lemma 3, Lemma 4, and Lemma 5.

B. Security against malicious data user

Lemma 6. If the decisional g-Parallel BDHE assumption holds, any unauthorized data user cannot download the shared file(s).
Proof. In order to download a shared file (CT ,CT) (where CT = (C1, C2, {D1,i, D2,i}€[l], (M, p))) from the cloud, a download
request sent by any data user has to pass the check on the cloud side. Specifically, for a download request DReq = (‘download’,
(L"1,L2,{L'3,x}V¥x€S,S)), it passes the check on the cloud side if the following two conditions are satisfied: (1) (M, p) is satisfied
by S; and (2) the equation E1 = E2 holds, where E1 = e((C2)a, L'2), E2 = [li€l (e(D1,i, L2 )e(D2,i, L'3,p(i) ))wi (as described in
Section 4). Since the authority is fully trusted, we have that E1 = e((C2)a, L'2) = e(g, g)savr. Suppose there exists an adversary (i.e.,
unauthorized data user) that can con- struct a download request such that the equation E2 = e(g,g)avsr (i.e., E2 = E1) holds during
the procedure Access Control on Download Request. That is, the adversary can construct a download request that satisfies the above
conditions (1) and (2). It implies that the adversary can construct a download request that is derived from a valid secret key. It
implies that the adversary can construct such valid secret key, which breaks the IND-CPA security of the basic system in Subsection
4.2. However, from Lemma 1 and Lemma 2, we have that the basic system in Subsection 4.2 is IND-CPA secure.

Lemma 7. If the decisional g-Parallel BDHE assumption holds, any unauthorized data user cannot decrypt the shared file even if
the data user obtains the file.

Proof. It follows directly from Lemma 2.

Theorem 2. The basic system in Subsection 4.2 is secure against malicious data user.

Proof. It follows directly from Lemma 6 and Lemma 7. 5.2 Security of the enhanced system

Security against honest-but-curious cloud
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-

Theorem 3. The enhanced system in Subsection 4.2 is secure against honest-but-curious cloud.se!
Proof. The proof of this theorem is the same with that of Theorem 1.

Security against malicious data user

Let I''1, I'"2 be the CP-ABE scheme in [36] and the enhanced system in Subsection 4.3, respectively.

Lemma 8. If I''1 is IND-CPA secure, "2 is IND-CPA secure.

Proof. Since the procedures Data User Registration, Shared File Generation and Outsourcing of I'"2 are the same as those of the
basic system, the proof of this lemma is the same with that of Lemma 2.

Lemma 9. Any unauthorized data user cannot download the shared file(s).

Proof. Similar to the basic system, in order to download a shared file (CT , CT ) (where CT = (C1, C2, {D1,i, D2,i}i€[l], (M, p)))
from the cloud, a download request sent by any data user has to pass the check on the cloud side. Specifically, for a download
request DReq = ("download’, (L'1,L'2,{L’'3,x}V¥X€S,S)), it can pass the check on the cloud side if the following two conditions are
satisfied: (1) (M,p) is satisfied by S; and (2) the equation E1 = E2 holds, where E1 = e¢((C2)a,L"2), E2 = [li€l (e(D1,i, L2 )e(D2,i,
L'3,p(i) ))wi (as described in Section 4). Due to the isolation functionality of SGX, the code and data (i.e., C and a) inside the
enclave-protected memory cannot be modified by any process external to the enclave. Hence, E1' always equals (C2)a and E1
always equals e(g, g)svr. Suppose there exists an unauthorized adversary that can construct a download request such that the
equation E2 = e(g,g)avsr (i.e., E2 = E1) holds during the procedure Access Control on Download Request, i.e., the above conditions
(1) and (2) are satisfied. It implies that the adversary can construct a download request that is derived from a valid secret key. Since
the adversary is unauthorized, it implies that the adversary can construct such a valid secret key, which breaks the IND-CPA
security of the enhanced system in Subsection 4.3. However, from Lemma 1 and Lemma 8, we have that the enhanced system in
Subsection 4.3 is IND-CPA secure.

Lemma 10. Any unauthorized data user cannot decrypt the shared file even if the data user obtains the file.

Proof. It follows directly from Lemma 8.

Theorem 4. The enhanced system in Subsection 4.3 is secure against malicious data users.

Proof. It follows directly from Lemma 9 and Lemma 10.

VI. CONCLUSION AND FUTURE WORK

We addressed an interesting and long-lasting problem in cloud-based data sharing and presented two dual access control systems.
The proposed systems are resistant to DDoS/EDoS attacks. We state that the technique used to achieve the feature of control on
download requests is “transplantable” to other CP-ABE constructions. Our experimental results show that the proposed systems do
not impose any significant computational and communication overhead (compared to its underlying CP-ABE building block).

In our enhanced system, we employ the fact that the secret information loaded into the enclave cannot be extracted. However, recent
work shows that enclaves may leak some amounts of its secret(s) to a malicious host through memory access patterns [37] or other
related side-channel attacks [14], [30]. The model of transparent enclave execution is hence introduced in [35]. Constructing a dual
access control system for cloud data sharing from a transparent enclave is an interesting problem. In our future work, we will
consider the corresponding solution to the problem.
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