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Abstract— This Network intrusion detection is an important security task because modern networks face denial-of-service
attacks, probing, unauthorized access attempts, and other malicious activities. Traditional signature-based intrusion detection
systems work well for known attacks, but they are weak whenthe attack pattern is new or slightly changed.Anomaly-based
intrusiondetection tries to learn the difference between normal and abnormal traffic, so it is useful for detecting suspicious
network behavior. However, anomaly-based systems also face problems such as false alarms, imbalanced datasets, and difficulty
in real-world evaluation (Garcia-Teodoro et al., 2009). This paper presents a lightweight Al-based intrusion detection system
using a one-dimensional convolutional neural network and SMOTE balancing on the NSL-KDD dataset. The proposed work
uses simple preprocessing, one-hot encoding, min-max normalization, SMOTE oversampling, and binary classification of
network traffic as normal or attack. The model is compared with Random Forest and a multilayer perceptron baseline. The
experiment used 25,192 NSL-KDD training records and 22,544 testing records.The 1D-CNN achieved75.94%accuracy,91.52%
precision,63.63%recall,and 75.06% F1-scoreon KDDTest+. The result shows that a small deep learning model can detect attacks
with high precision, but recall still needs improvementfor difficult and novel attack records.

Keywords— Intrusion Detection System, Deep Learning, 1D-CNN, SMOTE, NSL-KDD, Network Security Introduction
Source—ProposedworkflowbasedonanomalylDSstages,NSL-KDDpreprocessing,andSMOTEbalancingdiscussedinlDS  research
(Garcia-Teodoro et al., 2009; Niyaz et al., 2016; Chawla et al., 2002).

I. INTRODUCTION

An Intrusion Detection System is used to monitor computer systems or network traffic and identify suspicious activity. Early
intrusion detection research explained that abnormal patterns in audit or network data can indicate attacks, misuse, or policy
violations (Denning, 1987). Network-based intrusion detection is important because attacks may occur through traffic flows before
they are visible to the end user. Signature-based systems match known attack patterns, while anomaly-based systems learn a model
of normal behavior and raise alerts when traffic differs from that model (Garcia-Teodoro et al., 2009). Machine learning and deep
learning are widely used in IDS research because they can learn from packet-level, flow-level, and connection-level features.
However, many IDS papers overstate results by using easy testing setups, repeated records, or old datasets without discussing
limitations. Sommer and Paxson warned that machine-learning-based NIDS research must handle thesemantic gap, traffic diversity,
lack of realistic training data, and high cost of errors (Sommer & Paxson, 2010). The NSL-KDD dataset isselected in
thisworkbecause itisa corrected version of KDD Cup99 andremoves many redundantrecordsthat biasedearlier IDS experiments
(Tavallaee et al., 2009). The main goal of this paper is to design an easy and lightweight Al- based IDSusing a1D-CNN model and
SMOTEDbalancing.The contributionofthispaperisthreefold.First, itprovidesa simple preprocessing pipeline for NSL-KDD traffic
records. Second, it applies SMOTE only on the training data to reduce class imbalance. Third, it compares the lightweight 1D-CNN
with Random Forest and MLP baselines using accuracy, precision, recall, F1-score, and confusion matrix.
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Il. LITERATURE REVIEW

Anomaly detection has been studied for many years as a method for identifying suspicious network activity. Lazarevic et al.
compared several anomaly detection methods and explained that IDS evaluation should consider detection rate and false alarm rate,
becauseboth missed attacksand falsealertsaffectthe usefulnessofasystem (Lazarevicetal.,2003).Garcia-Teodoro etal. divided
anomaly-based IDS methods into statistical, knowledge-based, and machine-learning-based techniques. They also explained that
false positives are a major issue in anomaly-based detection because unusual but legitimate activity may be flagged as malicious
(Garcia-Teodoro et al., 2009).Tsai et al. reviewed machine learning IDS studies and found that single classifiers, hybrid classifiers,
and ensemble classifiers were all used for intrusion detection, but dataset choice and experimental setupstronglyaffected
reportedperformance(Tsaietal.,2009). TheNSL-KDDdataset wasproposedtoreducetheredundancy problem of KDD Cup 99 and to
make IDS evaluation more meaningful. It contains 41 features per connection and includes normal, DoS, Probe, R2L, and U2R
traffic categories(Tavallaee et al., 2009).Niyaz et al. used a deep learning approach based on self-taught learning and sparse
autoencoders on NSL-KDD. Their work showed that deep learning can learn useful feature representations for NIDS, but the paper
also highlights the need for proper preprocessing and fair testing on separate trainingand test data (Niyaz et al., 2016). SMOTE is
useful when the dataset has class imbalance because it creates synthetic minority samplesbyinterpolation rather than simply
duplicating existing records.Thishelpsthe classifier pay more attention tominority classes during training (Chawlaetal.,2002).Deep
learningmodelssuch asrecurrentneuralnetworks,autoencoders,CNNs,and hybrid CNN-LSTM models have been used for IDS and
traffic classification. Yin et al. used RNNs for intrusion detection,while Shone et al. used deep autoencoders for network intrusion
detection (Yin et al., 2017; Shone et al., 2018).

One-dimensional CNNs are suitable for structured network traffic features because they can learn local patterns across ordered
feature vectors with fewer parameters than large image-based CNNs. Wang et al. used 1D-CNNs for encrypted traffic classification,
showing that convolution can also be useful outside image processing (Wang et al., 2017).Recent IDS dataset research also shows
that no single dataset is perfect. UNSW-NB15 and CICIDS2017 were created to provide more modern traffic scenarios, but NSL-
KDD is still useful for simple academic experiments because it is small, well-known, and easy to reproduce (Moustafa & Slay,
2015; Sharafaldin et al., 2018; Ring et al., 2019).

1. PROPOSED METHODOLOGY

The proposed IDSfollowsasimple flow:dataset loading,preprocessing,balancing, deep learningclassification, andevaluation. Each
traffic record is treated as one connection-level sample. The binary label is created by marking “normal” as 0 and every attack label
as 1. The NSL-KDD dataset contains numeric, binary, and categorical features. The categorical features areprotocol type, service,
and flag. These fields are converted using one-hot encoding. AIll numeric values are scaledusing min-
maxnormalizationsothattheneuralnetworkcantrainmoresmoothly.Niyazetal.alsousedencodingandnormalizationbefore applying deep
learning on NSL-KDD (Niyaz et al., 2016). SMOTE is applied after preprocessing and only on the training data. It is not applied to
test data. This avoids data leakage. The model is trained on balanced training data.

TABLE1.DATASETDISTRIBUTIONUSEDINTHISPAPER
DatasetFile NormalRecords AttackRecords TotalRecords Source

KDDTrain+20%subset 13,449 11,743 25,192 ComputedfromNSL-KDD
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AfterSMOTEtraining set 13,449 13,449 26,898 Currentpreprocessingoutput
KDDTest+ 9,711 12,833 22,544 ComputedfromNSL-KDD

Source:CompiledfromexperimentusingNSL-KDDpublicfiles;datasetdesignisbasedonTavallaeeetal.(2009).
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Figure2.LightweightlD-CNNModel Architecture

Source:Proposedmodeldesign,inspiredbylD-CNNtrafficlearninganddeepl DSresearch(Wangetal.,2017;Niyazetal., 2016).

V. MODEL DESIGN

The input has 119 features after one-hot encoding and scaling. The feature vector is reshaped into a one-dimensional sequence
before passing into convolution layers. The first convolution layer learns small local feature patterns. The second convolution layer
learns higher-level combinations of these patterns. Pooling reduces the feature size and makes the model lighter. A dense layer then
maps learned features to the final output class. The final output predicts whether a traffic record is normal or attack. The model uses
Adamoptimizer, cross-entropyloss, andvalidation-basedcheckpointing. A RandomForest andanMLP are
alsotrainedforcomparison.RandomForestisastrongbaselinebecauseitcombinesmanydecisiontreesandisrobustfor tabular data
(Breiman, 2001).
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Figure3.Implementationcode
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V. EXPERIMENTAL RESULTS AND DISCUSSIONS
The proposed model was evaluated on the KDDTest+ set. Accuracy alone is not enough for IDS evaluation because a modelcan
show high accuracy while missing many attacks. Therefore, precision, recall, F1-score, and confusion matrix are also reported.
Lazarevic et al. emphasized that detection rate and false alarm rate are important for IDS evaluation (Lazarevic et al., 2003).

TABLE2.MODELPERFORMANCEONKDDTEST+

RandomForest+ 77.12% 96.71% 61.91% 75.49% 270 4,888
SMOTE

MLP+ SMOTE 77.88% 96.40% 63.52% 76.58% 304 4,682

1D-CNN+SMOTE 75.94% 91.52% 63.63% 75.06% 757 4,668

Source:CompiledfromExperimentonNSL-KDDKDDTrain+20%andKDDTest+.

The 1D-CNN obtainedhighprecision, meaning that many recordspredicted as attackswere truly attacks. Thisisuseful because a low-
quality IDS that raises too many false alarms can become difficult to use in practice. However, the recall is lower than desired
because the model missed 4,668 attack records. This means the model is conservative and still needs improvement for difficult
attacks. The MLP baseline performed slightly better than the 1D-CNN in this experiment. This does not make the 1D-CNN useless.
It shows that for tabular IDS data, a small CNN must be tuned carefully. A deeper CNN, better feature order, multiclass training, or
CNN-LSTM design may improve recall. Lopez-Martin et al. showed that combining CNN and recurrent layers can help model both
spatial and temporal traffic behavior (Lopez-Martin et al., 2017). The present research results also show why honest evaluation is
necessary. Some papers report very high accuracy when training and testing are done on thesame split or when redundant records
remain in the data. McHugh criticized earlier DARPA-style IDS evaluations because evaluation design can strongly influence
reported performance (McHugh, 2000).
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Figure3.ConfusionMatrixof1D-CNNonKDDTest+
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Theconfusionmatrix shows 8,954 true normalpredictions and 8,165 true attack predictions. It also shows 757 false alarms and 4,668
missed attacks. The missed attacks are the biggest weakness of the current model. In IDS deployment, false negatives are dangerous
because undetected attacks may continue without warning.

VI. SECURITY AND PRACTICAL DISCUSSION

However, the model should not be treated as a production-ready IDS. Sommer and Paxson explained that real network traffic is
highly diverse, and a model trained on an old benchmark may not directly work in a live network (Sommer & Paxson, 2010). Class
imbalance is another important issue. U2R and R2L attacks are usually much fewer than DoS and Probe attacks in NSL-KDD.
SMOTE reduces imbalance during training, but it does not fully solve the problem of novel attacks and difficult test samples.
Cevallos et al. also noted that modern IDS work must consider dynamic environments, resource limits, and dataset
imbalance,especially in 10T contexts (Cevallos et al., 2023).Future work can improve it by using multiclass classification, feature
selection, cross-dataset testing with UNSW-NB15 or CICIDS2017, and better recall-focused tuning.

VII. CONCLUSIONS

This paper presented an Al-based intrusion detection system using 1D-CNN and SMOTE on the NSL-KDD dataset. The work
followed a simple and reproducible pipeline: preprocessing, one-hot encoding, normalization, SMOTE balancing, 1D-CNN training,
and testing on KDDTest+. The experiment showed that the proposed 1D-CNN achieved 75.94% accuracy, 91.52% precision,
63.63% recall, and 75.06% F1-score. The result is honest for a small model trained on the 20% NSL-KDD training subset. Future
work should test a CNN-LSTM model, tune thresholds using validation data, perform multiclass classification, and compare NSL-
KDD results with modern datasets such as UNSW-NB15 and CICIDS2017. The work can also be extended by adding feature
selection, explainable Al, and real-time alert generation.
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