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Abstract: In recent years a lot of data is being generated every second. So much data is produced that our conventional data 
management tool is not enough for this. The data is growing day by day because of more uses of the internet as well as more 
users of the smartphone, social media networks, Health care, etc. So, because of this, we made a term known as Big Data. So, 
from above we can understand that big data is a collection of a very large amount of data as well as complex data. Data is 
generally stored in three forms are structured, unstructured, semi-structured data. To answer these questions, we will perform a 
small rule which is called a “systematic Literature review (SLR)” [1]. According to this rule, we will collect, categorize, analyze 
and give the conclusion from the top research papers, review papers, books, conferences, etc. The main contribution of this work 
lies in the comparative study of big data security and privacy. We will try to find the issues of privacy and security in big data but 
still, we require some more research in this field. 
Keywords: Big data, privacy, security, Hadoop framework, Volume, Velocity, Variety, Veracity, Vocabulary, Vagueness, 
Viability, Value, Database. 

 
I. INTRODUCTION 

The term big data is now generally used everywhere in our daily life. Big data is a collection of huge data in volume as well as more 
complex data which is growing exponentially with time. The data is so big that our conventional data management tools are not 
sufficient for this humongous data. Like in social media 500+terabytes of new data are given to the database of social media every 
day. This is just an example of social media. If we took all the data of health care, insurance, office data, etc then you can’t imagine 
how big is big data. The data is generally stored in three forms: a) Structured: Structured data is any type of data that can be stored, 
retrieved, processed in a fixed form. b) Unstructured: Unstructured data is information that is not organized in a pre-defined manner 
or does not have a pre-defined data model. c) Semi-structured: Semi-structured data is information that doesn’t consist of Structured 
data (relational database) but still has some structure in it. 

 
Figure 1: Structured, Semi-structured, Unstructured 

 

 
Figure 2: “Big data life cycle stages of the big data life cycle, i.e., data generation, storage, and processing is shown” [4]. 

 
This paper will mainly focus on big data security and privacy and we will try to find some issues and try to work on the solution for 
these issues. 
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II. BIG DATA CHARACTERISTICS: THE 8V'S 
So above we discussed big data and some different types of data in which they are stored. Now here we will discuss the 
characteristics of big data. As characteristics of big data are not is not completely defined as some are saying there are 5V’s, some 
10V’s, and many more. But here we will take in general therefore 8V’s. So, the 8V’s are as follows: - 
1) Volume: From the word itself we can understand that volume is the amount of data needed to be processed at a given time. This 

is the basic definition of volume but according to big data volume will have some size limit therefore if the volume is extremely 
big like petabytes, terabytes, exabytes, etc then we consider it as big data. 

 
Table 1: Estimated data generated 

 
 

2) Velocity: This is related to the speed of the data going in and the speed of the converted data exiting the compute, just like 
Volume. Telemetry that must be evaluated in real-stime for a self-driving automobile is an example of a high-velocity need. 

3) Variety: As we know that big data deals with any data format – structured, semi-structured, unstructured, or even more complex 
structured data. So, storing and processing unformatted data through Relational Database Management System (RDBMS) is not 
so easy. Unstructured data, on the other hand, gives more important insights into the information that structured data seldom 
delivers. Furthermore, a variety of data implies a range of data sources. As a result, this big data feature also gives information 
about the data sources. 

4) Veracity: As we know that not all the data that come for the processing is valuable. So, unless we do not clean the data 
correctly, it is not advisable to store or process complete data. As the data volume is humongous, so from here another “V” 
comes which is veracity. This characteristic also helps to determine whether the data is coming from a legit source or not and 
whether it is a right fit for the analytic model as well as this will save our precious time for not processing invaluable data. 

5) Value: This is the most important “V” from all of them. Big data is most likely being pursued its business worth. This is maybe 
the most important aspect of big data. Because other big data features have no relevance until you gain business insights from 
them. 

6) Visualization: There is no use in evaluating anything unless it is expressed or shown in a meaningful way. As a result, large 
data must be displayed using a proper tool that serves different parameters to assist data scientists or analysts in better 
understanding it. Plotting billions, millions of data points is a difficult operation. Therefore, it associates with other 
methodologies such as employing tree maps, network diagrams, cone trees, and so on. 

7) Vulnerability: This is also an important “V” on which we should think about it. As most of the big data resources are open 
source, there is a possibility that hackers can attack them. h) Variability: In the context of big data, variability may relate to a 
number of distinct things. The number of discrepancies in the data is one. In order for any useful analytics to take place, they 
must be discovered using anomaly and outlier detection tools. Big data is also changeable due to the plethora of data 
dimensions arising from a variety of distinct data kinds and sources. Variability may also relate to the inconsistency with which 
large amounts of data are fed into your database. 

 
 

III. DIFFERENCE BETWEEN DATA PRIVACY AND DATA SECURITY IN BIG DATA. 
A. Data Privacy 
privacy refers to an individual's right to be free from interference and prying eyes, or the right to be left alone. In many 
industrialized nations, it is protected by the constitution, making it a fundamental human right and one of the key concepts of human 
dignity, an idea on which most people can agree. 
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B. Data Security 
Data security is totally focused on protecting personal data from any unauthorized third-party access or some unwanted attacks and 
exploitation of data. Data security methods practices are as follows 
1) Activity monitoring 
2) Breach response 
3) Encryption 
4) Network security 
Above are some practices are taken to secure our data. 

 
Figure 3: Difference between Privacy and Security [4]. 

 

 
Figure 4: “Big data security and privacy” [5]. 

 
IV. ISSUES AND CHALLENGES IN BIG DATA SECURITY AND PRIVACY 

We know that big data is an emerging field but we still require a lot of research and development as well as advancement in this 
field. As data is increasing day by day, we also need to be concern more about the privacy and security of our data. So here we have 
read, reviewed, researched some issues from different sources, and note down some important issues which we will be explaining 
below. 

 
Figure 5: “Taxonomy of Top Big Data Challenges” [3]. 
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Figure 6: “Big data for security and privacy approaches” [6]. 

 
1) Nowadays, real-time security monitoring is on boom. But here is a big challenge or issue in this. When the real-time security 

monitoring devices make an alert on the basis of some situation then that alert is transferred to the security devices. So, in these 
alerts some alerts can be not useful and may lead to “false positives and due to human incapability to successfully deal with 
such a huge amount of them at such a speed, results in them being clicked away or ignored” [3]. 

2) In today’s world internet banking, cryptocurrency and other online modes of transaction happen in a huge amount every second. 
So, in this data and transaction logs are stored in “multi-tiered storage media manually moving the data between tiers gives the 
its manager direct control over exactly what data is moved and when. However, as the size of the data set has been and 
continues to be, growing exponentially, scalability and availability have necessitated auto-tiring for big data storage 
management. Auto-tiring solutions do not keep track of where the data is stored, which poses new challenges to secure data 
storage” [3].  

3)  “Granular auditing and access control which is provided by databases like NoSQL or Hadoop Distributed File System 
necessitate a very robust process of authentication and compulsory access control” [5]. 

4) There should be efficient handling of the big data stream. Some specific scenarios are “stock exchange would require analysis 
of data in the form of stream. Fast and optimized solutions should be developed to make inference on big data a stream.” [7]. 

  
Figure 7: Categorization of security and privacy [5]. 

 
V. SECURITY AND PRIVACY IN BIG DATA: A SOLUTION. 

The general solution or the procedure in security and privacy in big data is: 

 
Figure 8: “Current system of Data Encryption” [2]. 

 
The above figure tells us about the general data encryption process but now a group of researchers has proposed a new system of 
data encryption that is more efficient as well as more secure than our conventional data encryption process. 
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Figure 9: Proposed System of Data Encryption [2] 

 
“Access control technology: Due to the huge no of users and complex authority in the big data environment, new technology must 
be adopted to realize the controlled sharing of data. The Role based access control (RBAC) is widely used access control mode” [3]. 
We should also try to enhance us encryption process as that is the weakest part and favourite part for hackers. Most of the hackers 
try to find some loophole in the encryption process and try to leak some data. So here we can use Homomorphic Encryption 
Schemes (HES). Usage of Hybrid clouds Hybrid cloud is a cloud computing environment that utilizes a blend of on-premises, 
private cloud, and third-party, public cloud services with the organization between the two platforms [4]. 

 
Figure 10: “Security and Privacy issues and attacks along with solutions in Big data” [5]. 

 
We can also use Data Anonymization / Deidentification technique. This technique is really good. In these techniques, the private 
and sensitive data is preserved which is used when big data is published to third parties. “Normally a record in a dataset consists of 3 
types of attributes: 
 Key attributes are those attribute that uniquely identifies each individual. e.g., ID, Name, address, phone number. They are 

always removed before release. 
 Quasi-Identifiers (QI) are those sets of attributes that can be linked with other datasets which are publicly available to identify 

an individual’s private data. It can be used for linking anonymized datasets with other datasets. e.g., Age, sex, zip code, city, 
etc. 

 
Figure 11: Types of QI attributes [11]. 

 
Sensitive attributes contain some sensitive information that an individual wants to hide from others. e.g., income, salary, disease,  
medical records, etc” [3]. 
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Figure 12: “Classification framework of the data modification approaches” [11]. 

 
There are three privacy-preserving methods of data anonymization that helps to prevent attacks on the privacy of the published data. 
The three methods are as follows: - 
1) K-anonymity: When attributes are suppressed or generalized until each row is identical with at least k-1 other rows then that 

method is called a k-anonymity. It prevents definite database linkages and also guarantees that the data released is accurate. But 
it has some limitations: 
 It does not hide individual identity. Unable to protect against attacks based on background knowledge. 
 K-anonymity cannot be applied to high dimensional data” [3]. 
 

2) L-diversity: By decreasing the granularity of a data representation, l-diversity is a type of group-based anonymization that is 
used to maintain privacy in data sets. 

3) T-closeness: This technique protects against homogeneity and background knowledge assaults while maintaining privacy. “The 
difference between the distribution of a sensitive property in the same class and the distribution of the attribute in the entire 
table is referred to as t-closeness when it is less than a certain threshold. If all equivalence classes in a table have t-closeness, 
the table is said to have t-closeness” [3]. 

 
Figure 13: A summary of data anonymization approaches [11]. 

 

 
Figure 14: “Big data architecture and testing area new paradigms for privacy conformance testing to the four areas of the ETL 

(Extract, Transform, and Load) processes are shown here” [4]. 
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Figure 15: “Top companies Big Data Security Solution Applications and their Key Features” [3]. 

 
VI. CONCLUSION 

Big data has proved himself that this can be the best way to analyze humongous and complex data. In big data, our topmost priority 
will be the privacy and security of our data as there will be many sensitive data which is really important to get encrypted. In this 
paper, we have discussed and analyzed various papers, books, and other important resources and we have found the important 
issues, challenges, and solutions in big data. This is really a good field but still, a lot of research is required for the advancement and 
increasing the efficiency in big data. 
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