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Abstract: The unauthorized access risk and growing multimedia applications demand secure video transmission over open
networks. A hybrid multikey cryptographic technique for secure video transmission without explicit key exchange is presented in
this paper. The video is divided into chunks of predetermined size, and each chunk has a unique encryption key that is
dynamically created through an ECC-like recurrence-based model. To secure the key-generation parameters, a video identifier
(VID), which is derived from the original video, is encrypted using RSA. At the receiver, corresponding keys are created using
the decrypted VID and the MAC address that is specific to the device. The confidentiality of each chunk is guaranteed through
AES encryption. MSE and PSNR are employed to conduct the experiments and the results show that the encrypted video does
not disclose any visual information and the decrypted video has very good visual quality, thus proving the proposed scheme’s
effectiveness and security.
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L. INTRODUCTION

The videos sent over open and distributed networks have become essential in modern applications like online education, video
conferencing, surveillance systems, and multimedia streaming. However, the increasing volume of video data and its transmission
through unsecured channels make sensitive content vulnerable to eavesdropping, unauthorized access, and data tampering.
Traditional video encryption methods often rely on a single static key or simple key exchange processes, which creates significant
security risks if the key falls into the wrong hands. Additionally, securely managing and distributing encryption keys is challenging,
especially in large-scale and diverse network environments. To tackle these limitations, multikey cryptographic methods have been
proposed as an effective way to make video more secure. This paper presents a hybrid multikey cryptography method for secure
video transmission. It divides the video into fixed-size parts, encrypting each part with a key that is generated dynamically. The
proposed system uses a key generation model inspired by ECC, which creates unique keys based on video content and device-
specific parameters. This approach eliminates the need for direct key exchange. A video identifier (VID) from the original video is
secured using RSA, while AES-based encryption is applied to individual video chunks to protect confidentiality. On the receiver's
side, the same keys are generated independently using the decrypted VID and MAC address, allowing for secure and reliable video
reconstruction. Experimental results from standard quality metric evaluation indicate that the proposed method can effectively
protect video data while maintaining high visual quality after decryption.

1. LITERATURE REVIEW
Multimedia applications on open networks have turned secure video transmission into a focused research area. Traditional
cryptographic algorithms like DES, AES, and RSA were the main methods used initially for encrypting video data. AES is a
symmetric encryption technique that delivers good performance and strong security. However, its reliance on a single static key is a
risk because it can lead to key compromise. RSA allows for secure key distribution, but it consumes a lot of power when applied to
large video files. As a result, several hybrid encryption schemes have been proposed. These combine the confidentiality of
symmetric encryption with the key protection of asymmetric encryption to find a balance between security and efficiency.
It has been explored that multikey and dynamic key generation techniques to improve security for multimedia encryption. Different
parts of the video use different keys. This approach limits the impact if one key is compromised. Some studies use chaotic maps or
pseudo-random sequences for key generation, while others choose elliptic curve cryptography (ECC) for its strong security features
and small key sizes. ECC-based methods are especially attractive for communication systems that need high security. They resist
cryptographic attacks while maintaining low computational complexity. However, many existing schemes still depend on explicit
key exchange or centralized key distribution, which can increase security risks.
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The studies show the need to remove key exchange overhead in any secure video transmission system. Content-dependent key
generation methods can create encryption keys based on characteristics of the video or other device-specific factors. These methods
allow the receiver to regenerate the encryption keys independently, without needing to send keys directly. This improves security
and scalability. This research builds on these ideas to develop a hybrid multikey cryptography technique. It will combine RSA for
video identifier protection with an ECC-inspired model that generates keys based on recurrence for dynamic per-chunk encryption.
This approach will provide a more secure, efficient, and high-quality video transmission.
1. PROBLEM STATEMENT

Secure transmission of video data over open networks is a major challenge. This is due to the high sensitivity and large size of
multimedia content. Most existing video encryption techniques use a single static encryption key or require explicit key exchange.
These methods significantly raise the risk of security breaches if the key is compromised and add extra key management work.
While asymmetric cryptography offers secure key distribution, it is not efficient for large video streams. On the other hand,
symmetric encryption by itself does not provide strong protection against unauthorized key access. Moreover, many multikey
encryption methods rely on centralized key servers or frequent key exchanges. This reliance limits scalability and increases
vulnerability to attacks. Therefore, we need a secure, efficient, and scalable video encryption method that can dynamically create
multiple encryption keys without needing explicit key exchange, ensures access control at the device level, and maintains video
quality after decryption.

V. PROPOSED METHODOLOGY
The proposed system uses a hybrid multikey cryptography technique for secure video transmission. It generates multiple encryption
keys on the fly and applies them to different video segments without explicitly exchanging keys. The method combines asymmetric
and symmetric cryptographic mechanisms with a key generation model inspired by ECC. This approach improves security while
keeping efficiency. The entire process includes video preprocessing, dynamic multikey generation, encryption at the sender side,
and independent key regeneration and decryption at the receiver side.

A. System Overview

In the proposed approach shown in figure 1, the input video is first divided into fixed-size chunks. This allows for encryption of
each segment. A video identifier (VID) comes from the initial portion of the video content and acts as a seed for generating dynamic
keys. The VID is encrypted using RSA to protect the key-generation details during transmission. For each video chunk, a unique
encryption key is created using an ECC-inspired recurrence relation that takes into account the VID, chunk index, and receiver-
specific MAC address. These keys are not stored or sent; instead, they are regenerated independently on the receiver's side using the
same parameters. This method removes the need for explicit key exchange.
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Fig. 1 Multikey Cryptography flow diagram Fig. 2 Flow diagram of proposed Key Generation technique
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B. ECC-Inspired Multikey Generation Model
The multikey generation mechanism is inspired by elliptic curve cryptographic principles and operates over a large prime finite field.
Let x denote the chunk index, VID represent the video identifier derived from the original video, and Rmac denote the receiver’s
MAC address converted into an integer form. The encryption keys are generated using the following recurrence relations as shown
in figure 2:
For the first video chunk:
Key, = x° + (VID - x) + Rmac(modP)

For subsequent chunks:

Key; = x>+ (Key;_, - x) + Rmac(modP)

where P is a large prime modulus defining the finite field. This recurrence ensures that each video chunk is encrypted with a distinct
key, and the compromise of one key does not affect the security of other chunks.

C. Video Encryption Process

At the sender's side, the video file is split into fixed-size chunks. The VID is taken from the first chunk and encrypted with the
receiver’s RSA public key. Using the ECC-inspired recurrence model, a unique key is created for each video chunk. These keys are
then processed with a cryptographic hash function to create fixed-length symmetric keys suitable for AES encryption. Each video
chunk is encrypted independently using AES encryption. The encrypted chunks, along with the encrypted VID and necessary
metadata, are sent to the receiver. This hybrid encryption method combines the efficiency of symmetric encryption with the secure
parameter protection of asymmetric cryptography.

D. Video Decryption Process

At the receiver side, the system first parses the encrypted payload to extract the encrypted VID and video chunks. The receiver uses
its RSA private key to recover the VID. With the decrypted VID, the local MAC address, and the known chunk indices, the system
regenerates the same multikey sequence using the ECC-inspired recurrence equations. Each regenerated key decrypts its
corresponding video chunk. Since the system regenerates the keys independently and does not transmit them, it ensures secure
decryption without key exchange. Finally, the decrypted chunks are reassembled to reconstruct the original video.

V. RESULTS AND ANALYSIS
This section shows the results of using the proposed Multikey Cryptography Technique for Secure Video Transmission. This
technique combines ECC-based dynamic key generation, AES chunk-level encryption, RSA metadata protection, and a Client-
Server communication framework. RSA keys are created to protect metadata. Authenticated users start the secure transmission
session using the user interface. The system monitors every stage of encryption and communication to ensure a smooth workflow.
During operation, the Server encrypts each video chunk using ECC-derived AES keys. The Client checks the metadata, regenerates
the keys, and decrypts the chunks before reconstructing the final video. Status indicators like “Encrypted,” “Decrypted,” and
“Playback Ready” confirm correct execution and help monitor the system’s behavior. The results show that the proposed multikey
cryptography model maintains video quality, provides strong security, and works reliably across various test samples.

ogo

Fig. 3 RSA Key Generation Output Fig. 4 User Registration Interface
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Fig. 5 Login Interface —Initial Login Page Fig. 6 Login Interface -Logged-In Dashboard

The figure 3 shows the successful generation of RSA public and private keys for the registered user. The private key is stored
securely on the client side, while the public key protects the video identifier (VID) during transmission. Figure 4 illustrates the user
registration and authentication process. It ensures that only authorized users with valid credentials and registered MAC addresses
can access the secure video transmission system. Figure 5 presents the signup form, where new users must enter their email,
password, and MAC address to create an account. It shows the interface with user details entered, demonstrating how credentials are
provided before registration. This interface ensures that only verified and authorized users can access the secure video transmission
system. It forms the first layer of authentication and device-based security binding. Figure 6 shows the interface after a successful
login. The user is redirected to the main workspace. This two-step interface demonstrates the system’s controlled access mechanism,
providing a secure entry point before any cryptographic operations are performed.

Fig. 7 Server Terminal (Server started) Fig. 8 Client Terminal (Connected to Server)

Fig. 9 Encryption Confirmation (Server side) Fig. 10 Decryption Confirmation (Client side)
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Fig. 11 Decrypted Video Displayed on Dashboard Fig. 12 Decrypted Video Playback on Ul

Figure 7 shows the Server program running in a command prompt window and actively listening for client connections. It performs
video chunking, ECC-based key generation, AES encryption, and RSA metadata protection. The terminal confirms that the Server is
initialized and ready for secure communication. Figure 8 shows the Client program connected to the Server and ready for secure
communication. The Client uploads videos, receives encrypted chunks and RSA-secured metadata, verifies integrity, regenerates
AES keys using ECC, and decrypts the video chunks. The terminal confirms the connection is successful and the workflow is ready.
Figure 9 shows the Server completing the encryption of the uploaded video. Each chunk is encrypted using ECC-derived AES keys,
and its metadata is secured using RSA. The terminal output confirms that all encryption steps finished successfully and the Server is
ready to transmit the encrypted data to the Client. Figure 10 shows the Client completing the decryption of all received video chunks.
The Client regenerates AES keys locally using ECC and decrypts each chunk correctly. The terminal confirms successful decryption
and proper reconstruction, which validates the reliability of the multikey decryption process. Figures 11 and 12 show the final stage
of secure video transmission. Figure 11 displays the decrypted video listed on the Client dashboard after successful reconstruction,
while Figure 12 shows the video playing in the Client Ul. These screenshots confirm successful decryption and full recovery of the
original video without quality loss. The performance of the proposed multikey cryptography technique was evaluated using Mean
Squared Error (MSE) and Peak Signal-to-Noise Ratio (PSNR) metrics, as shown in table 1. For encrypted video data, the MSE
values were significantly high, while the PSNR values were low. This indicates strong visual distortion and effective concealment of
video content. It confirms that the encryption process successfully prevents unauthorized visual interpretation. In contrast, the
decrypted video showed very low MSE values and high PSNR values, demonstrating that the original video content is accurately
reconstructed on the receiver side. The results show that the ECC-inspired multikey generation and AES-based encryption and
decryption process achieve strong security without compromising video quality.
TABLE 1
MSE and PSNR Values for Encrypted and Decrypted Video Frames

Sample Video MSE (Original vs PSNR Average MSE Average PSNR
No. No. Encrypted) (Encrypted) (Decrypted) (Decrypted)
Sample 1 | Video 8 11619.9570 7.4788 dB 0.083335 58.922523 dB
Sample 2 | Video 5 16775.0898 5.8842 dB 0.083330 58.922794 dB
Sample 3 | Video 3 18691.1426 5.4144 dB 0.083339 58.922306 dB
Sample 4 | Video 9 18598.2930 5.4361 dB 0.083339 58.922331 dB
Sample 5 | Video 11 13340.9834 6.8789 dB 0.083324 58.923092 dB
VI. CONCLUSION AND FUTURE SCOPE

This paper presents a hybrid multikey cryptography technique for secure video transmission. It removes the need for explicit key
exchange while ensuring strong confidentiality and high reconstruction quality. The video is divided into fixed-size chunks, and
each chunk is encrypted using dynamically generated keys from an ECC-inspired recurrence-based model. This system reduces the
risk of a single key being compromised. Using RSA to protect video identifiers and AES for chunk-level encryption strikes a good
balance between security and efficiency. Experimental results based on PSNR and MSE metrics show that the encrypted video has
noticeable visual distortion, while the decrypted video gets close to lossless reconstruction. This validates the correctness and
effectiveness of the proposed method.
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As future work, the proposed framework can be expanded to support real-time video streaming and adjustable chunk sizing to
improve performance in different network conditions. The system can also be made more efficient for limited-resource
environments, such as mobile and 10T devices, by using lightweight cryptographic methods. Additionally, formal security analysis
and testing against complex cryptographic attacks can be examined to enhance the strength of the proposed multikey cryptography
scheme.
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