IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 13 Issue: IV Month of publication: April 2025

DOIl: https://doi.org/10.22214/ijraset.2025.69816

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue IV Apr 2025- Available at www.ijraset.com

A Research on Secure and Scalable Voting System
Management Application using Python, Django
and React

Prof. Aman Singh', Riya Bagde®
MCA Computer Application JD College of Engineering and Management, Khandala, Borgaon Phata, Kalmeshwar Road, Nagpur,
India-441501

Abstract: This paper introduces a secure and scalable Voting System Management Application built usingmodernweb
technologies—Django(Python)forbackendprocessingandReact.js for frontend interactivity. With the increasing necessityofdigital
solutionsforgovernance,traditionalelectoralsystemsfacenumerouschallengessuchasmanual workload, susceptibility to fraud, and
slow result processing. This proposed system ensures high performance, transparency,anddatasecurity.Keyfeaturesincluderole-
basedauthentication,dynamicvotinginterface,real-time

resultdisplay,andvotereligibilityverification. Thesystemdesignemphasizesmodularity,usability,andcompliance with secure software
design principles.

Keywords: E-Voting, Django, React, Secure Authentication, Web Application, Electoral Transparency, REST API, SQLite,
Democratic Governance

I. INTRODUCTION
Thedigitaltransformationingovernanceisreshapinghowdemocraciesoperate.Voting,afoundationalaspectofdemocracy,istraditionallym
anagedthroughpaperballotsorElectronicVVotingMachines(EVMs),bothofwhich require manual processing and physical verification.
Thispaperdiscussesthedevelopmentofamodern  Voting System Management Application that mitigates the traditional
limitationsbyleveragingDjango'ssecurebackend capabilities and React's user-friendly Ul.
Indemocraticnations,electiontransparencyandsystemintegrityareparamount.Hence,thisprojectaimstobuilda  scalable, secure, and
accessible solution for remote and institution-level elections, reducing dependency on physical infrastructure.

Il. LITERATURE REVIEW AND RELATED WORK
Manyresearchstudiesandpilotprojectshaveattemptedtodigitalizethevotingprocess.Blockchainbasedvoting,biometricauthentication,and
hybridsystemshavebeenexplored.However,mostofthesesystemseitherlackreal- world deployment or are not scalable for educational
and organizational institutions.
Thisprojecttakesinspirationfromexistingweb-basedsystemsandbuildsonthemusingRESTful APlarchitecture, stateless authentication,
and real-time data aggregation through frontend/backend separation of concerns.

I1l. SYSTEM DESIGN AND ARCHITECTURE
Theapplicationisdesignedusingathree-tierarchitecture:
1) PresentationLayer—BuiltusingReact.js,itoffersintuitive,dynamicandresponsiveinterfacesforvotersand admins.
2) LogicLayer-Djangoservesasthemiddlelayer,exposingAPIs,handlingvalidations,andmanagingvotinglogic.
3) Datalayer—SQL.itestoresuserrecords,votes,andmetadata. AlldatabasetransactionsareACID-compliant and audit-ready.

IV. MODULE-WISE FUNCTIONAL OVERVIEW
1) Voter Registration: Userssignupusingauniqueemailandphonenumber.Uponemailverification,admin verifies voter eligibility
before granting access.
2) Admin Dashboard: Providesinterfacetomanageconstituencies,users,start/stopelections,nominate candidates, and view results.
3) Voting Mechanism: Authenticatedvotersviewonlyeligibleelections.Oncecast,avotecannotbechanged and is encrypted/stored.
4) Result Analysis Module:Adminscanviewresultsinreal-timeusingpercentages,.
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V. TECHNOLOGY STACK
1) Frontend: React.js, TailwindCSS
2) Backend:Django4.x,DjangoRESTFramework
3) Database: SQLite
4) Authentication: JWT (JSON Web Tokens)
5) Deployment:Nginx,Gunicorn,UbuntuServer
6) Version Control: Git, GitHub
7) API Interaction: Axios, Postman

VI. SECURITY PRACTICES
Securityisimplementedusingthefollowingmechanisms:
1) AllpasswordsarehashedusingDjango’sdefaulthashingmechanism.
2) JWT-basedtokenauthenticationensuresstatelessaccess control.
3) HTTPSisenforcedfordatatransmission.
4) CSRF tokens for all critical endpoints.
5) Role-based authorization is implemented for voters and administrators.
6) Eachvoteactionis loggedwithatimestampwithoutcompromisingvoteranonymity.

VII.RESULTS AND DISCUSSION
Thedevelopedsystemwastestedinaneducationalsettingwithover20registeredusers. Results show edseamless voting experience,
immediate result computation, and error-free data storage. The system successfully prevented duplicate voting and rejected
unverified users. Admins were able to manage elections without external dependencies, validating the system’s efficiency.

VIII.  CONCLUSION
This project demonstrates how modern web development tools can be used to create an efficient, secure, and
scalablevotingsystem. TheDjangoandReactarchitectureensuresbothperformanceandflexibility. Withfurther enhancement, such as
biometric verification and block chain integration.

IX. FUTURE SCOPE
Thesystemcanbeextendedtosupport:
1) Blockchain-based vote immutability
2) SMS/emailnotificationsforvotingalerts
3) Multi-language support
4) Real-timemonitoringdashboardsforobservers
5) Facial recognition for secure login

X. SYSTEM ARCHITECTURE DIAGRAM
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XI. VOTING PROCESS FLOW DIAGRAM
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