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Abstract: Several administrations, including programming, gathering, and coordinating equipment assets, are included in Cloud
Computing (CC) and made available to service users online. The advantages of Cloud Computing are flexibility, competence,
and high unwavering quality. Numerous organizations are already exchanging data to the Cloud, and as a result, this data needs
to be protected against unauthorized assaults, service rejection, and other threats. Information is deemed secure if classification,
accessibility, and uprightness are all available. The challenges and problems related to Cloud Computing security are illustrated
in this paper. Additionally, research on security protocols for Cloud-based settings is carried out.
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L. INTRODUCTION
Cloud is simply a set of servers and data centers in a variety of regions, on-demand services are provided to the user with these data
centers and servers via the internet. On the user's computer, the Cloud service is not assembled[1]. The user can and should register
for these services to receive access to them. The main advantage of Cloud Computing is that it does not make it compulsory for the
user to be physically available in the same place as other hardware devices. As shown in figure 1, the Cloud allows access and
storage the data from any place, at any minute without any thought of storage space, hardware, or software. Each of the above
services is provided at a low cost to subscribers[2]. The Clouds are broadly classified as Private, Public, and Hybrid Clouds.
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Figure. 1. Types of Cloud& Services Provided [3]

A. Benefits of Cloud Computing

CC offers a number of benefits, some of which are[3][4][5]:

1) Cost Savings: When launching new projects, having quick access to the company's data after it has been stored in the Cloud
will save time and money.

2) Flexibility: In comparison to using the Cloud, hosting on a local server gives organizations less flexibility. Moreover, a cloud-
based solution could quickly accommodate more bandwidth demand instead of requiring a costly (and challenging) upgrade to
your IT infrastructure. This extra freedom and flexibility may significantly boost the organization's overall efficiency.

3) Mobility: Cloud Computing enables mobile access to corporate data through smartphones and other devices. Businesses can
offer information via the Cloud that is conveniently accessible to mobile sales staff, independent contractors, or remote workers
for a better work-life balance.
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Collaboration: Cloud Computing facilitates effortless collaboration. Coworkers can view and share information quickly and
securely on a cloud-based platform.

Disaster Recovery: One of the factors that affect a company’s success is control. However, there will always be operational
problems that are beyond your organization’s control, and in the current market, even a little bit of unnecessary downtime can
have a negative impact. Downtime results in lost productivity, revenue, and brand reputation for the service. CC greatly helps in
recovering from such situations.

Centralized Data Security: When organizations employ cloud computing, data backups are kept centrally in the cloud
providers' data centers, negating the need for individual users or teams to maintain their backups locally or remotely. This
lessens the possibility of data loss if one backup fails or is damaged due to a disaster. The data can be recovered from a backup
copy stored in the cloud storage of the cloud service provider, which is updated when new data is added.

Limitations of Cloud Computing.

Some of the limitations of Clouds are[6]:

1)

2)

3)

Internet Connectivity: All data, including pictures, audio, and video, are saved in the cloud in cloud computing and accessed
online. If the internet connection is unreliable, it cannot be accessed. There isn't any other way to access cloud-based data.
Limited Control: Control is one of the factors that influence a company’s success. However, there will always be operational
challenges that are out of your organization’s control, and in the current market, even a small amount of unnecessary downtime
can have a negative effect. Downtime results in lost productivity, revenue, and brand reputation for the service. CC greatly
helps in recovering from such situations.

Cloud Security and Data: The majority of Cloud service providers apply necessary security standards and trade certifications to
maintain the security of the Cloud environment. However, storing crucial data and files in a virtual data center may put the
organization in danger.

Typical dangers include:

1)

2)

3)

4)

5)

Data leakage, account or service hijacking, and data loss or theft
Unsafe Interfaces and APIs

Attacks that disrupt services

Technological flaws, particularly in communal settings

1. LITERATURE REVIEW
Singh et al. have proposed an algorithm; a hybrid of RSA and SHA1 which aids the creation of new security solutions for
different types of threats. The major point in the proposed work is data security, and the authors strived to achieve this scoring
opportunity with the hybrid algorithm[1].
Bahnaswami et al. evaluate and develop the Application Specific Integrated Circuit (ASIC) of some of the most common
security algorithms in loT applications. They use the ASIC approach in the implementations, which are analyzed using the
UMC 130nm CMOS technology. This comparative review examines various aspects that are primary constraints of loT
applications, such as power consumption, probability, throughput, area, and attack immunity. The algorithms used in this work
are AES, 3DES, Twofish, and RSA[15].
Cordova et al. assess and contrast the performance of the RSA, Blowfish, and AES (Rijndael) algorithms. According to
findings, the Blowfish has a higher time efficiency ratio under different data loads and memory size as compared to AES and
RSA[16].
Bhandari et al. explored different aspects of cryptography during communication and its use in Cloud Computing to increase
the security of encrypted text or data on Cloud servers while greatly minimizing the resources, memory, and time required for
encryption and decryption.[17]
Islam and Riyas discussed the various benefits and major security challenges of Cloud Computing, in addition to discussing the
various cryptographic encryption algorithms as major solutions to security challenges. Besides this, in this paper, the efficiency
of each algorithm in Cloud Computing has been compared. The authors concluded that the homomorphic algorithm is the best
solution for securing sensitive data in a Cloud computing environment. Homomorphic algorithms offer higher security than
other algorithms like RSA, DES, and AES since they can operate on encrypted data[18].
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Abdullah has provided a summary of the AES algorithm, detailed several of its essential components in depth, and provided
examples of prior research on it in comparison to competing algorithms like DES, 3DES, Blowfish, and others. According to
research findings, AES has a considerably greater capacity for security than other algorithms like DES, 3DES, and so forth[19].
Khan and Tuteja have reviewed various Cloud security issues and cryptographic algorithms that could be employed to
strengthen Cloud security. Using cryptographic techniques to improve Cloud security from various Cloud users' perspectives,
this research study proposes a work strategy to allay data privacy worries. The researchers presented a mechanism that uses
multilevel encryption and decryption to enhance the security of Cloud Storage[20].

Mushtak et al. analyzed the security aspects and procedures of various popular symmetric encryption algorithms, such as Data
Encryption Standard (DES), Triple Data Encryption Standard (3DES), Blowfish, Advanced Encryption Standard (AES), and
Hybrid Cubes Encryption Algorithm (HiSea). The performance of these algorithms was evaluated and compared using criteria
such as throughput, key size, avalanche impact, memory, correlation assessment, and entropy. The researchers aimed to identify
a suitable encryption method that would best meet the requirements of customers. Based on the findings, it was concluded that
an effective approach to enhancing overall encryption security would involve the development of a hybrid encryption algorithm
that combines multiple encryption methods, considering all relevant criteria.[21].

Vennela et al. analyzed that the Blowfish algorithm performed better than other algorithms when encrypting text files and
movies, whereas AES performed better than other algorithms when encrypting images. Based on this analysis, authors have
created an effective interface for using the right methods to encrypt various file formats. Authorized users have access to this
interface, which allows them to upload and download files from the Cloud. Finally, these findings demonstrate that the
performance of the algorithms changes depending on the type of file being encrypted, with Blowfish and AES performing best
for text and video files, respectively[22].

Bhardwaj et al. studied symmetric and asymmetric algorithms with a focus on symmetric ones to determine which one, from a
security standpoint, should be used for Cloud-based applications and services that demand data and link encryption. As the
authors looked at symmetric algorithms for various key encryption and encoding techniques, they discovered that AES was a
good contender and that MD5 was quicker when encoding[23]

Semwal and Sharma in this study compared numerous cryptographic encryption algorithms in terms of their key characteristics,
and their performance costs are then discussed concerning a few critical criteria. The algorithms used include DES, 3DES,
IDEA, CAST128, AES, Blowfish, RSA, ABE, and ECC[24].

Abdulsalam and Hedabou reviewed multiple publications in the literature to assess the effectiveness of suggested models in
addressing Cloud security issues and their ability to prevent future breaches. The study utilized the STRIDE technique to
examine the security risks of Cloud computing from the user's perspective. In addition, the research analyzed ineffective
methods found in the literature and provided recommendations for establishing a secure and adaptable Cloud environment.[25].
Farsi et al. conducted a comprehensive and critical assessment of the existing literature concerning security threats, Cloud
computing models, and security techniques. The researchers aimed to identify the limitations of current research in the field of
Cloud computing. The study specifically evaluated various data security methods, including encryption and other approaches
used to enhance security in the Cloud.[26].

Zuliffqar et al. discussed some applications for Cloud computing. This study demonstrates that integrating this technology into
a company after addressing data security concerns can result in significant adjustments[27]. Here, the authors have covered
some crucial Cloud data security challenges, computers, problem-solving methods, and advantages and disadvantages of Cloud
computing. This study demonstrates that CC offers the ability to employ resources from a resource pool, which aids in the
reduction of E-Waste. Future research will need to assess several Cloud-related issues, including security, privacy,
effectiveness, property, economics, and other non-technical concerns. As a result, research teams encounter several challenges
and must research both technology and non-technical problem answers. The security issues have to be thoroughly investigated.
Albugmi et al. outlined three main security concerns and emphasized the hazards and threats to cloud-based data security[28].
Virtualization is studied to assess the risks posed by the hypervisor. Similar issues caused by public clouds and multitenancy
have been considered. Data security, particularly its threats and potential solutions in cloud computing, was one of this essay's
key concerns. We've investigated the methods that work for encrypting data on the Cloud, along with data in various states. A
brief explanation of the block cipher, stream cipher, and hash function used to encrypt Cloud data, whether it is at rest or in
transit, was provided in the paper.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




16)

17)

18)

19)

20)

21)

International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 12 Issue VII July 2024- Available at www.ijraset.com

Wang et al provide a summary of large-data Cloud computing conceptions, traits, and sophisticated technologies[29]. Data
security concerns related to data quality and privacy controls are detailed. In the end, virtualization architecture and related
tactics are suggested to counter attacks and improve data security in big data Cloud computing.

Pansotra and Singh have concluded that there are numerous data security algorithms, including DES, AES, and Triple DES[30].
As opposed to RSA, Diffie-Hellman Key Exchange, and homomorphic equations, which employ two different keys for
encryption and decryption, these symmetric key methods use a single key for both encryption and decryption. These algorithms
need to improve their security because they are currently insecure.

Alemami et al. utilized a recent assessment of Cloud security risks, difficulties adopting Cloud services, and encryption
techniques in Cloud environments[31]. The study presented a summary of the methodologies and frameworks employed in
several previous investigations. The objective was to determine the most suitable security algorithm for safeguarding Cloud
data through a literature review on Cloud data security. The research compared encryption algorithms such as RSA, AES, DES,
Blowfish, and IDEA. The results indicate that IDEA, AES, Blowfish, and DES are symmetric algorithms, whereas RSA is an
asymmetric algorithm. AES, Blowfish, and DES were found to offer greater security compared to RSA and IDEA, with
Blowfish utilizing the least amount of memory. The AES method was identified as capable of encrypting large volumes of data.
Tyagi et al. concluded that while the RSA algorithm has some features, it is not a reliable system for protecting banking
information stored in the Cloud[32]. Similar to how twofish cannot be the best option for encryption because it is slower than
AES and there may be flaws with S-boxes as well. Since passwords are the primary key component in the banking business, it
will endeavor to discover another reliable method to safeguard Cloud data in the future. As a result, steps will be taken to
generate the most secure key utilizing password-based key derivation function, cryptographic algorithms

Maddineni and Ragi et al. concluded that it can be very difficult to identify security risks and mitigation strategies across a wide
range of Cloud computing services[33]. As part of the identifying process from research techniques with the help of (SLR and
Survey), the authors were able to identify a sufficient number of obstacles and potential solutions that can be applied both now
and in the future.

Hasan et al. have organized all the data privacy techniques for cloud computing data storage and presented them all in one
place[34]. The researchers also compare all the protection methods based on five criteria: (i) local proxy overhead, (ii) data
accuracy retention, (iii) level of data protection, (iv) transparency, and (v) operation support.

Table 1. Summary of Literature Review

S.N Author Technique used Focus On

1 Singh et al.[1] RSA, SHAL Data security with a hybrid algorithm

2. Bahanaswami et al.[15] AsIC Comparative review of hardware security algorithms

3 Cordova et al.[16] RSA, AES, Blowfish ;gomr;i)ta:rz:]t;ve analysis of the performance of selected security
4. Bhandari et al.[17] Use of cryptography concepts Improve the anonymity of encrypted and encrypted data

5 Islam and Riyas[18] Various cryptographic encryption algorithms Benefits and security challenges of Cloud Computing

6 Abdullah[19] AES Compete for algorithms like -DES, 3DES, Blowfish

7 Khan and Tuteja[20] Security issues Strengthen Cloud Security

8 Mushtak et al.[21] DES, AES, HiSea Use of appropriate encryption algorithm

9 Kaur and Kinger[22] DES, 3DES, AES, RSA, IDES Covered various symmetric and asymmetric algorithms

10 Bhardwaj et al. [23] Symmetric and Asymmetric algorithm Focus on symmetric algorithm

1 Semwal and Sharma[24] Revolution of IT by Cloud Computing Implementation of security for Cloud Computing

12 Abdul Salam and Hedabou [25] STRIDE Highlighted the security risks associated with the user

13 Farsi et al.[26] Encryption Security threats and limitations of present cloud computing
14 Zuliffgar et al. [27] Applications for CC Discussed applications for cloud computing

15. Wang et al. [29] Sophisticated technologies Focus on data quality and privacy control

16 Pansotra and Singh [30] Opposed RSA Focused on the improvement of an algorithm

17 Alemami et al. [31] Encryption Summary of methodologies

18 Tyagi et al.[32] Analysis of encryption algorithms More reliable keys will be searched

19 Maddineni and Ragi [33] RSL and Survey Identification of various obstacles
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1. SECURITY

The practices, tools, and personnel used to protect a company's digital assets are referred to as information technology (IT) security

[7]. Unauthorized users, sometimes referred to as threat actors, are prevented from stealing, utilizing, or disrupting these assets,

devices, and services by IT security. These risks could be internal or external, and they could have a purposeful or inadvertent origin

and character. The crucial components of security include:

1) Confidentiality: The secrecy of data and information is demonstrated by limiting access to them to those who are authorized.
The following are some of the most popular security precautions for maintaining confidentiality: Employees are granted
authorizations and access rights under the nature of their jobs. Data and information are classified according to their value
(measured as the influence that information exposure has on the organization), on multiple levels, ranging from public to top
secret. Information can be protected so that no one can reach it unnecessarily and leak it by using the technique of encryption
[5].

2) Integrity: Data and information integrity refer to the need to maintain their accuracy and completeness and to prevent any
unauthorized changes, whether unintentional or purposeful. Backups, access control, employee training, etc. as measures for
maintaining the data and information integrity. Hash functions of Cryptography are very important for ensuring that consumers
can trust their data to be accurate.

3) Availability: Information should be available to the intended audience. It ensures that users with permission can access the
system and data whenever it's essential.

V. CLOUD SECURITY

Cloud security is a method of cyber security provided for securing Cloud Computing systems[8]. It involves keeping data safe and

providing it security on online platforms. Cloud security which is also termed Cloud Computing security is a combination of

security measures that are framed to protect infrastructure, data, and applications based on the Cloud. These standards guarantee
user and device assertion, access control of resources and data, and also protection of privacy[9]. Some of the top security benefits
of Cloud Computing:

1) Lower Upfront Costs: One of the greatest advantages of using Cloud Computing is that there is no need to pay for hardware. It
helps to save a sufficient amount of money in the starting stage and is also helpful in upgrading security. Once Content Security
Police (CSPs) are hired security handling becomes easy. This in turn reduces costs and also the risks of hiring an internal
security team to safeguard the hardware.

2) Reduced Ongoing Operational and Administrative Expenses: With Cloud security, administrative and operational expenses can
also be reduced. This will be done by CSP as it will handle all the security needs and there is no need to hire a staff that will
provide manual security updates. Organizations can also enjoy greater security, as the expert staff of CSP will handle all kinds
of security issues.

3) Increased Reliability and Availability: Immediate access to data is always needed. Because pre-made data and apps are
accessible to authorized users, cloud security also ensures this. To enable prompt response to any potential security issues, a
dependable approach to accessing Cloud apps and information is constantly available.

V. CLOUD CRYPTOGRAPHY

A collection of methods known as Cloud cryptography is used to protect data that is handled and stored in Cloud Computing
environments. By utilizing encryption and secure key management methods, it offers data privacy, integrity, and secrecy.

To safeguard that only the person for whom it is intended should read it and exchange data in contact, cryptography can be
considered as a means of obscuring and storing classified info in a cryptic form. Using cryptography, authentication, and cautiously
allocating keys, security algorithms and competitors strive to minimize cyber threats. Therefore, encoding is the science of
protecting data and messages by transforming the user data that will be transmitted into a private, encrypted form and encrypting or
scrambling the plaintext using the user data. The figure illustrates the cryptography process steps. 2.

ENCRYPTION DYCRYPTION
ALGORITHM CIPHERTEXT ALGORITHM

Figure. 2. Steps of Cryptography
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A. Cryptography Algorithms

A mathematical procedure for transmitting data is described as an encryption algorithm. Information is encoded into cipher text
using an algorithm and a key, and to change the data back into its original form, a "key" is needed.

For technology to enable effective and secure identification, as well as integrity and encryption, algorithms are a fundamental
requirement. Cryptographic protocols and algorithms are used for fraud protection, restricting unauthorized access to public and
private telecommunications networks, and safeguarding user data.

1) Algorithms for Public-Key Security[10][4][11]

a) Rivest Shamir Adleman (RSA): RSA is a cryptographic algorithm that involves the use of both a private key and a public key.
Messages are encrypted using the publicly available key, while decryption of the encrypted messages can only be done using
the corresponding private key. Figure 3 shows the Psesodocode of this algorithm.

: Input Values: p and q
: Compute:
n=pxq
) = (p-1) (q-1)
: Select Integer values: e [(gcd (),e)-1;1 <e < ¢ (n)]
: Compute: d de mod ¢ (n) =1
C=Cg1mod (z)
: Encryption: M < n C =M (mod n)
: Decryption: CM = C(mod n)

© N AW N

Fig. 3. RSA[12]

b) Message-Digest algorithm (MD5): The encryption algorithm in dispute is very effective. It encodes a variable-length message
into an output that is fixed-length and 128 bits lengthy by using a hash function with a 128-bit hash value. Blocks of 512 bits
are used to fragment the input message. The message is then padded to make it divisible by in a bid to make the message's
length divisible by 512, padding is then appended. To encrypt the message in this circumstance, the sender uses the key to
encrypt a message. The message is encrypted, and the responder decrypts it using its private key. The steps of the MD5
algorithm are shown in figure 4.

. Bob
Alice
Insecure
Message Message
Channel l Calculated
Hash Hash | Digest
Function Function
: ) (No)
Digest Digest
Received (Yes CEHE
Keep

Fig. 4. MD5[13]
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c) Digital Signature Algorithm (DSA): Digital Signature Algorithm is a cryptographic algorithm that is used to create digital

signatures, stop message tampering and confirm who sent a digital communication. Two keys are needed for DSA to operate: a
sender's private key and a receiver's public key. The steps of the DSA algorithm are shown in figure 5.

Digital Signature Working

Private i . Hashing Equal /
Key Function

l

. Encypted
Data
> +
Digital
Signature

Hashing | -l Signature

Function Algorithm

> Verification |

> Hash

Fig. 5. DSA[13]

d) Elliptic Curve Digital Signature Algorithm (ECDSA): One of the more difficult public key cryptography encryption systems is

e)

2)

called the Elliptic Curve Digital Signature Algorithm, or ECDSA. Elliptic curve cryptography produces keys that are generally
smaller than those produced by digital signing techniques. Public key cryptography based on elliptic curves over finite fields'
algebraic structure is known as elliptic curve cryptography. To generate digital signatures and pseudo-random numbers, among
other things elliptic curve cryptography is used mostly. In a digital signature, a digital certificate and a public key pair are used
as a signature, which is a genuine technique, to confirm the identity of the receiver or sender.

[ ~ice ]
Private key (da) | YD ‘
W Public key: ﬁ
Qa=daxG -
Random nonce (k) i D)
£
Hello signed
“Hello” Hash checker
ﬁ signed message (r,s)
5
® I
Qa=daA.G=G+G+G...+G
G e Wpriv (da)

Fig. 6. ECDSA[13]

Error-correcting code (ECC): Error-correcting code memory is a kind of computer data storage. ECC memory employs an
error correction code (ECC) to identify and fix n-bit data corruption that develops in memory. Most computers employ ECC
memory in applications that cannot tolerate data corruption, such as industrial control software, crucial databases, and
infrastructure memory caches.

Attacks [14]

Just like any other computing environment, Clouds are also prone to several attacks. Some of these attacks are:

a)

Attack employing Distributed Denial of Service (DDoS): Competitors can interrupt services by targeting known vulnerabilities,
which involves adopting various methods of information systems and deluging a single node with messages, by using a
distributed denial of service attack to reduce server resources. The DDoS attack tools might be either elaborate or
uncomplicated. Agobot, Mstream, Trinoo, Extensible Markup Language (XML) based Denial of Service (X-DoS), and
Hypertext Transfer Protocol (HTTP) based Denial of Service (H-DoS) are examples with both complex and simple tools,
respectively.
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b) Side-channel Assaults: Through the start-up of a malicious virtual machine nearby the Cloud an attacker tries to compromise it.
Deploying a side-channel attack even when within striking distance of a target Cloud server

c) Attacks on Authentication: The use of hosted and virtual services authentication is a shortcoming that is disproportionately
impacted. It is possible to authenticate users in a variety of ways. If, for particular, the measures used to guarantee the
authentication process are depending on what they are aware of, embody, or are and the strategies adopted are frequently the
focus of attackers, then the circumstances are not optimum.

d) Cryptographic Man-in-the-Middle Attacks: When the attacker stands in the middle of two users, the attack is conducted.
Attackers can interrupt or impede the flow of communication at any time.

VI.  CONCLUSION
The Cloud Computing model of viewership is helping push the IT industry into a long-awaited era. Nowadays, it is a utility, such as
water, LPG, electricity, and wireless communications. The vital result of on-demand services is an attainable effect for many SMEs,
which pretty much exclusively reduces overall infrastructure costs. Cloud Computing is still evolving, primarily in terms of security.
Because history has repeatedly demonstrated that security should be prioritized.
This paper indicates how Cloud security issues should be addressed by analyzing the literature. This review reveals a significant
desire and momentum for the development of a safe Cloud and informational intentions for educational and commercial
environments. As this field matures, solid supporting means to meet the rigid requirements of Cloud environments should be
provided.
Data encryption mechanisms are the most popular to maintain the CIA. In the future, a hybrid model will be proposed to enhance
the security of Clouds.
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