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Abstract: This paper proposes a transfer learning-based anomaly detection framework coupled with adaptive learning for
predictive maintenance in Industrial Internet of Things (110T) systems. The proposed framework is designed and validated using
a small-scale prototype to demonstrate its feasibility and effectiveness. The proposed architecture addresses the computational
limitations of edge devices by employing a cloud-assisted/remote processing framework, where sensor data are streamed through
Apache Kafka for real-time analysis. A lightweight Conditional Autoencoder is used to detect anomalies from streaming sensor
data, making the framework suitable for resource-constrained industrial environments. To overcome the scarcity of machine-
specific training data, a global model is trained using data collected from machines belonging to the same machine category.
The trained global model is subsequently adapted to individual machines using transfer learning whenever machine-specific
data are available. The framework continuously monitors incoming sensor data for concept drift and performs adaptive
retraining when persistent drift is detected, enabling the model to learn changes in machine behavior caused by aging and wear.
The system processes incoming data through parallel anomaly detection and drift detection pipelines while storing labeled
operational data for future model adaptation and retraining. The proposed framework provides an adaptive and scalable
approach for real-time anomaly detection in Industrial 10T predictive maintenance systems. The experimental implementation is
carried out using a remote processing framework. The proposed architecture is cloud-ready and is intended to support cloud-
assisted deployment for large-scale Industrial 10T environments in future work.

L. INTRODUCTION
Real-time 110T applications often face computational constraints at edge devices, making the deployment of complex deep learning
models challenging. To address this limitation, the proposed framework adopts a cloud-assisted architecture in which sensor data
generated by industrial machines are published to an Apache Kafka message queue, while the cloud application continuously
consumes the streaming data for real-time anomaly detection. Industrial machines exhibit concept drift over time due to factors such
as wear, aging, and changing operating conditions. Conventional anomaly detection techniques generally assume a stationary data
distribution and therefore fail to adapt to these gradual changes, leading to degraded detection performance. To overcome this
challenge, the proposed framework continuously monitors the incoming sensor stream for concept drift. Drift detection is performed
using an online drift detection mechanism, where anomalous observations are excluded from the drift analysis to prevent false drift
detection. When persistent drift is observed for a predefined number of consecutive detections, the framework concludes that the
machine behavior has changed and initiates adaptive retraining using the newly collected normal operating data.
To achieve efficient real-time inference, the proposed system employs a lightweight yet effective Conditional Autoencoder for
anomaly detection. Since collecting sufficient machine-specific training data is difficult in industrial environments, the framework
first trains a global model using data from a particular machine category (for example, generators or motors) rather than relying on
data from a single machine. The trained global model is stored as a model artifact, while its associated metadata, including model
information and storage location, are maintained in a PostgreSQL-based metadata repository.
When a new machine is introduced, the corresponding global model is adapted using transfer learning with the available machine-
specific data, allowing the model to capture machine-specific characteristics while preserving the generalized knowledge learned
from the global model. If sufficient adaptation data are unavailable, the global model can be used directly for anomaly detection
without mandatory local retraining. Incoming sensor data are processed through two parallel pipelines: an anomaly detection
pipeline and a concept drift detection pipeline. The anomaly detection module labels incoming observations and stores them in the
database, creating a continuously growing repository of operational data that can be utilized for future adaptive retraining and
training of additional machine models. Consequently, the proposed framework also contributes toward mitigating the data scarcity
problem commonly encountered in industrial predictive maintenance applications.
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1. PROPOSED METHODOLOGY
A. Overview
The proposed framework presents an adaptive transfer learning-based anomaly detection system for predictive maintenance in
Industrial Internet of Things (lloT) environments. The framework is designed to support real-time anomaly detection of streaming
data, while addressing the computational limitations of edge devices, and also adapts to the changing behavior of industrial
machines over time. Instead of performing computationally intensive anomaly detection at the edge, the proposed system adopts a
cloud-assisted/remote processing architecture, which separates the data processing layer from the data collection layer, and in which
sensor data are continuously streamed to the cloud/remote server for processing.
The framework consists of two major layers: the Data Collection Layer and the Data Processing Layer. The data processing layer
comprises anomaly detection, concept drift detection, and adaptive model retraining. These components work together to detect
anomalies and report them in real time, while adapting to changes in the operating conditions of industrial machines.

Fig. 1. Overview of the proposed framework.

B. Data Collection Layer

In industries, a single machine can have multiple sensors, which continuously generate sensor measurements such as vibration,
acoustic, temperature, current, and decomposed signal features (IMF-1, IMF-2, and IMF-3). These measurements have to be
collected from the monitored machines and posted to the Kafka message queue in JSON format, along with the machine ID from
which the data were collected. The proposed framework employs Apache Kafka as the messaging layer to ensure reliable and
scalable transmission of sensor data. Each incoming sensor record is published to a Kafka topic, enabling asynchronous
communication between the data producer and the processing modules. This architecture decouples data acquisition from data
processing and supports continuous real-time monitoring without interrupting machine operation.

C. Data Processing Layer
The proposed data processing layer listens to the message queue topic for messages from the data collection layer. The data
processing layer can run somewhere in a remote server or cloud. The JSON string received from the message queue is passed

through the anomaly detection and adaptive retraining modules.
REAL-TIME ANOMALY & DRIFT DETECTION PIPELINE

ADWIN

A\ DRIFT DETECTED!
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Fig. 2. Architecture of the data processing layer.
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1) Anomaly Detection Module

a) Global Conditional Autoencoder Model: The anomaly detection module employs a lightweight Conditional Autoencoder to learn
the normal operating characteristics of industrial machines based on machine type. Owing to the limited availability of machine-
specific training data, a global model is initially trained using historical data collected from machines belonging to the same
machine category, such as generators or motors. This enables the model to capture generalized operational characteristics without
requiring extensive data from every individual machine.

The trained global model is stored as a model artifact, while the associated model information, including machine category and
model location, is stored separately in a PostgreSQL metadata repository. This separation enables efficient management and
retrieval of models during deployment.

b) Transfer Learning for Machine-Specific Adaptation: When the anomaly detection system receives data from a specific machine,
the corresponding global model is retrieved from the model repository. If sufficient machine-specific operational data are available,
transfer learning is performed to fine-tune the global model, allowing it to learn the unique operating characteristics of the target
machine while preserving the generalized knowledge acquired during global training.

In situations where sufficient local data are unavailable, the global model can be directly employed for anomaly detection without
mandatory machine-specific retraining. This approach reduces the dependency on large machine-specific datasets and enables rapid
deployment across multiple industrial assets.

c) Real-Time Anomaly Detection: The incoming sensor stream is continuously consumed from the Kafka topic and processed by the
anomaly detection module. Before inference, the sensor measurements are normalized using the corresponding feature scaler
associated with the trained model. The normalized features, together with the machine category information, are supplied to the
Conditional Autoencoder to reconstruct the input data.

The anomaly detection decision is based on the reconstruction error. Sensor observations with reconstruction errors exceeding the
predefined threshold are classified as anomalous, whereas the remaining observations are considered normal operating conditions.
Each processed observation, along with its anomaly label, is stored in the database for future analysis and adaptive model learning.

2) Drift Detection Module

Industrial machines experience gradual changes in operating behavior due to wear, aging, environmental conditions, and operational
variations. These changes may alter the statistical characteristics of sensor data over time, resulting in concept drift.

To address this challenge, the proposed framework continuously monitors the incoming sensor stream through an independent drift
detection pipeline operating in parallel with the anomaly detection process. Only normal operating observations are considered for
drift analysis, ensuring that abnormal events do not influence the detection of genuine behavioral changes.

When the drift detection module identifies persistent changes in the normal operating behavior for a predefined number of
consecutive observations, the framework concludes that the machine characteristics have evolved and initiates adaptive model
retraining.

a) Adaptive Model Retraining: To confirm whether it is actually concept drift or a small fluctuation, the proposed framework
receives the sensor data and uses ADWIN to detect data drift. The number of times the data drift must persist before it is concluded
to be concept drift is configurable. If the data drift exists for the predefined number of times, the framework confirms it as concept
drift. The existing machine model is then retrained to adapt to the updated operating conditions using the data stored in the database.
The retraining is performed only using the normal machine data from the database. This enables subsequent anomaly detection to
utilize the adapted model.

Adaptive model retraining in the proposed framework supports continuous improvement by retraining the model using labeled
sensor observations generated during anomaly detection. Consequently, the framework not only enables real-time anomaly detection
but also progressively improves its understanding of machine behavior throughout the operational lifecycle.

1. IMPLEMENTATION
The proposed framework is implemented using a modular architecture consisting of independent processing components for
database management, message streaming, anomaly detection, and web service integration. The implementation follows a producer—
consumer architecture where real-time sensor data are continuously processed for anomaly detection.
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A. Initialization

This part of the implementation trains the global model (Autoencoder) using training data from a CSV file, stores the model as an
.h5 file, and stores the metadata. The model metadata table stores information related to the trained global models, including the
machine type, model scope, model name, model location, threshold location, and model status. The entire framework is
implemented using multiple threads: one thread handles the database connection pool, one thread handles anomaly detection, and
another handles the adaptive training pipeline.

V. EXPERIMENTAL SETUP
In this phase of implementation, the system is not integrated with any direct loT sensor. Instead, a data simulation Python script is
used to generate data as a JSON string and post it to Kafka, as it would be from real-time sensor data. The generated data follows
the format of the “Smart Manufacturing 1oT-Cloud Monitoring Dataset” downloaded from Kaggle. This data is posted to the Kafka
topic “machine-data.”

O D localhost A c
: Jupyter RealTimeSensorCreation Last Checkpoint: 2 days ago A
File Edit View Run Kemel Settings Help Trusted
B+ XDO» = C » code v Jupyterlab (7 #  Python 3 (ipykernel) O =

proaucer.TIusny)
print("[ Ordered real-time stream completed")

/tmp/ipykernel 111755/2510620651.py:61: DeprecationWarning: datetime.datetime.utcnow() is deprecated and scheduled for removal in a future v
ersion. Use timezone-aware objects to represent datetimes in UTC: datetime.datetime.now(datetime.UTC).
current_time = datetime.utcnow()
2026-04-28710:01:55.148872 | MOl | ©
{
“timestamp": "2026-04-28T10:01:55.148872",
"machine_id": "MO1",
"machine_type": "Type A",
"vibration": 0.8373876475572749,
"acoustic": 0.6427946796235122,
"temperature”: 66.54007052200114,
“current”: 11.975858465786462,
"IMF_1": 0.12219771945910973,
"IMF_2": ©.06819743476285088,
"IMF_3": 0.006144042277690805,
"label": @

2026-04-28T10:01:56.076969 | MO2 | @

"timestamp": "2026-04-28T710:01:56.076969",
"machine_id": "M02",
"machine_type": "Type A",
"vibration": 0.8661481073234115,
“"acoustic": 0.57095877162560728,
"temperature”: 66.39620650877524,
“current”: 12.532514814832863,
"IMF_1": 0.12863123490895276,
"IMF_2": -0.0041382828842056185,
"IMF_3": -0.0507685380620524,
"label": @

2026-04-28710:01:56.896083 | MO3 | @
"timestamp": "2026-04-28T10:01:56.896083",
“machine_id": "Me3",

"machine_type": "Type A",

"vibration": ©.8379548833638849,
"acoustic": 0.6898121052919732,
"temperature”: 65.86773355687338,
"current": 12.15255872516392,

"IMF_1": 0.1962900788933352,

"IMF_2": -0.12498232042110535,

"IMF_3": ©.05846716466949829,

"label": @

2026-04-28710:01:58.094637 | MOl | ©
"timestamp": "2026-04-28T10:01:58.094637",

Fig. 3. Data simulation and streaming setup.

A. Database Management

The dataset consists of three machine instances: M01, M02, and MO03. To identify machines exhibiting similar operational
characteristics for transfer learning, clustering was performed using overlapping sensor data. The clustering results indicated that
MO1 and MO03 share similar behavior. Based on this observation, M01 was selected to train the global model, representing the
generalized behavior of the machine category. Subsequently, transfer learning was applied to develop a machine-specific model for
MO3, allowing the model to inherit the generalized knowledge learned from MO01 while adapting to the unique characteristics of
MO3. The effectiveness of transfer learning was evaluated using four experimental scenarios: (i) before transfer learning using only
MO3 data, (ii) before transfer learning using the combined MO1 and MO03 data, (iii) after transfer learning using only M03 data, and
(iv) after transfer learning using the combined M01 and MO3 data.
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V. RESULTS AND ANALYSIS

================ GlL0bal Model on MO3 ================

Accuracy : 0.9229166666666667
Precision 0.9142857142857143
Recall : 0.9333333333333333
F1 Score 0.9237113402061856
ROC AUC 0.9856423611111111
PR AUC 0.9862266192130593
Specificity 0.9125

FPR : 0.0875

FNR : 0.06666666666666667
MCC : 0.8460169506877884

Global Model on MO03 - Confusion Matrix

Actual

Predicted

Fig. 4. Performance before transfer learning.

sssssssssss==s== GlObal Model on MO1+MO3 ====s=z=ss===m==

Accuracy : 0.9322916666666666
Precision : 0.9243353783231084
Recall : 0.9416666666666667
F1 Score 0.932920536635707
ROC AUC : 0.9884331597222222
PR AUC : 0.9887861700920976
Specificity : 0.9229166666666667
FPR : 0.07708333333333334
FNR : 0.058333333333333334
MCC : 0.864735350956342

Global Model on M01+MO03 - Confusion Matrix

450
400
(=] 350
300
- 250
-200
- 150
-
- 100
-50

Predicted

Actual

Fig. 5. Performance before transfer learning (continued).
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ss=ssssss==s==== Local Transfer Model on M3 ss=ssss==sss====

Accuracy : 0.9208333333333333
Precision 1 0.904

Recall : 0.9416666666666667
F1 Score 1 0.9224489795918367
ROC AUC : 0.9805034722222222
PR AUC : 0.9814121100094416
Specificity : 0.9

FPR : 0.1

FNR : 0.058333333333333334
McC + 0.842398232790582

Local Transfer Model on MO03 - Confusion Matrix

225
200
175
-150
- 125
-100

=75

-
-50
=25

Predicted

Actual

Fig. 6. Performance after transfer learning.

================ Local Transfer Model on MO1+MO3 ================

Accuracy : 0.9354166666666667
Precision : 0.9230769230769231
Recall : 0.95

F1 Score : 0.9363449691991786
ROC AUC : 0.9847526041666667
PR AUC : 0.9857975835770336
Specificity : ©.9208333333333333
FPR : 0.07916666666666666
FNR : 0.05

MCC : 0.8712039763674341

Local Transfer Model on M01+MO03 - Confusion Matrix

450
400
- 250

200
Predicted

©

Actual

- 150

- 100

-50

Fig. 7. Performance after transfer learning (continued).

It uses a connection pool of reusable database connections to the PostgreSQL database. These connections are used to store model
metadata and streaming sensor data after labeling it using the anomaly detection module.

The implementation maintains two primary database tables. The model metadata table stores information related to the trained
global models, including the machine type, model scope, model name, model location, threshold location, and model status. During
anomaly detection, the application retrieves the corresponding model information from this metadata repository and loads the
appropriate model dynamically. The sensor_stream table stores the results of the anomaly detection module.

Real-Time Data Streaming: The implementation uses Apache Kafka as the streaming middleware. A Kafka consumer [content to be
completed].
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C. Comparison of Before and After Transfer Learning:

Transfer Learning Performance Comparison
1.000

mmm Before Transfer

0.975 1 After Transfer

0.950

0.925

0.900

Score

Accuracy Precision Recall F1 Score

0.875

0.850

0.825

0.800

Fig. 8. Comparison of results before and after transfer learning.

VI. CONCLUSION

Adaptive transfer-learning-based anomaly detection has been implemented, and various test cases were performed to evaluate the
generalization of the model. The model was better able to identify machine-specific anomalies after adaptive transfer learning. The
effectiveness of the proposed transfer learning approach was evaluated using machine-specific data. After applying transfer
learning, the model achieved an accuracy of 92.08%, precision of 90.40%, recall of 94.17%, and an F1-score of 92.24%. Among
these metrics, recall showed the most significant improvement, increasing from 88.3% to 94.1%. This demonstrates that the
adaptive transfer-learned model became more effective in identifying anomalies specific to a particular machine, while requiring
only a limited amount of machine-specific training data. Since predictive maintenance prioritizes detecting actual faults over
minimizing false alarms, the improved recall indicates that the proposed adaptive transfer learning approach enhances machine-
specific anomaly detection and reduces the likelihood of missing critical anomalies.

VII. FUTURE WORK

The proposed framework has certain limitations that can be addressed in future work. Although transfer learning has been
successfully implemented using the Conditional Autoencoder in the current framework, its applicability to more advanced deep
learning models has not been investigated. Future research can explore the integration of transfer learning with advanced anomaly
detection models and evaluate its effectiveness in comparison with the proposed approach.

Furthermore, the current implementation has been validated using an offline dataset in a remote processing environment. The
framework has not yet been evaluated using real-time streaming data from industrial machines. Therefore, future work will focus on
deploying the proposed framework in a real-time Industrial 10T environment and validating its performance under practical
operating conditions. In addition, the proposed architecture is designed to support cloud-assisted deployment, which will be
explored and evaluated in future implementations.
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