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Abstract: The rapid evolution of cyber threats demands ad- vanced intrusion detection systems capable of identifying sophis-
ticated attacks that exploit both network topology and temporal patterns. This paper proposes a novel hybrid deep learning
framework that synergistically combines graph neural networks (GNNs) for structural analysis and transformer models for tem-
poral sequence processing, augmented with XGBoost for robust classification. Our approach introduces three key
innovations: (1) a graph attention network that models host communications and protocol dependencies, (2) a temporal
transformer encoder that captures behavioral patterns across time windows, and (3) an uncertainty-based anomaly detection
mechanism for identi- fying zero-day threats. Evaluated on the CIC-1DS2023 dataset the most recent benchmark containing
contemporary attack vectors like 1oT-based DDoS and cloud exploitation patterns- our framework achieves 78.28% accuracy,
outperforming con- ventional CNN-LSTM baselines by 2.16%, while maintaining an F1-score of 0.7704. The system
successfully identifies 18,753 anomalous events with a precision of 89.7% using an optimized detection threshold of 0.3383.
Feature importance analysis reveals that protocol types (21.41%) and TCP flag patterns (30.28% combined) serve as the most
discriminative indicators for attack classification. Experimental results demonstrate that our hybrid approach reduces false
positives by 35% compared to standalone models while effectively detecting multi-stage attacks. The pro- posed architecture
offers significant practical advantages for real- world deployment, including interpretable feature engineering and computational
efficiency, making it particularly suitable for enterprise network environments.

Index Terms: Network intrusion detection, graph neural net- works, temporal transformers, anomaly detection, ensemble
learning, cybersecurity.

L. INTRODUCTION

The proliferation of interconnected systems and the advent of emerging technologies, such as 10T and cloud computing, have
dramatically expanded the attack surface for cybercrim- inals. Recent reports indicate a 67% annual increase in zero- day exploits,
with loT-based botnets and cloud infrastructure attacks surging by 82% and 91%, respectively [1]. These sophisticated threats
exploit both structural vulnerabilities in network topologies and temporal patterns in communication behaviors, rendering
conventional intrusion detection systems (IDS) increasingly obsolete. Traditional signature-based meth- ods and machine learning
approaches, which process net- work traffic as isolated events or static feature vectors, fail to capture the complex interplay
between evolving network relationships and multi-stage attack sequences [2]. This critical gap leaves modern infrastructures
vulnerable to advanced per- sistent threats (APTs) and polymorphic malware, underscoring the urgent need for detection frameworks
that holistically model spatial and temporal attack dynamics.

Recent advances in deep learning have enabled promising IDS solutions, yet fundamental limitations persist. Graph neu- ral
networks (GNNSs) excel at modeling structural relationships between hosts and services, achieving 12% higher precision in botnet
detection compared to convolutional networks [3]. Con- versely, transformer architectures have revolutionized temporal analysis,
reducing false negatives in sequential attack detection by 18% through self-attention mechanisms [4]. However, as shown in the
2023 MITRE ATT&CK evaluations [5], these approaches remain siloed: GNN-based methods [6] typically process static snapshots
of network graphs, while temporal models [7] analyze flow sequences without considering un- derlying topological contexts. This
dichotomy fundamentally misaligns with the nature of modern cyberattacks, where adversaries strategically combine lateral
movement (exploiting structural weaknesses) with time-distributed payload delivery (leveraging temporal blind spots). Furthermore,
existing so- lutions often neglect practical deployment constraints, with 73% of surveyed enterprise networks reporting insufficient
throughput for real-time deep learning inference [8].
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To address these challenges, we propose Hybrid-GTX- IDS, a novel intrusion detection framework that synergisti- cally integrates

spatial and temporal deep learning paradigms through three key innovations. First, our dynamic graph con- struction module

automatically infers node relationships from real-time traffic patterns using adaptive attention weights, overcoming the rigidity of

static graph representations in prior GNN approaches [9]. Second, a hierarchical transformer architecture concurrently processes

packet-level features and session-level behavioral trends, enabling detection of both rapid exploits (e.g., buffer overflows) and

slow-burn attacks (e.g., credential stuffing). Third, an uncertainty-aware XG- Boost ensemble combines spatial-temporal

embeddings with interpretable traffic statistics, providing security analysts with both high accuracy and actionable explanations. We

evaluate our framework on the CICIDS 2023 dataset, a comprehensive benchmark for intrusion detection. The results demonstrate

that our model achieves high accuracy, effectively detects anomalies, and provides interpretable insights into network traffic. By

combining spatial and temporal perspectives, our hybrid approach represents a significant advancement in net- work security,

offering scalable and adaptive solutions for modern IDS.

The primary contributions of this work include:

1) Integrated Spatial-Temporal Modeling: A GNN- transformer fusion architecture that jointly optimizes structural and sequential
feature learning, improving multi-stage attack detection by 15.2% over isolated approaches.

2) Adaptive Graph Learning: Dynamic edge weighting based on real-time traffic semantics, increasing detection of evolving
attack vectors by 18.3% compared to static graph methods.

3) Deployable Design: Hardware-aware model optimizations enabling real-time processing of 12,000 packets/second on
commercial off-the-shelf (COTS) hardware.

4) Comprehensive Benchmarking: The first extensive evalu- ation on the CIC-1DS2023 dataset, revealing encrypted traffic features
(28.7% importance) as critical indicators of modern attacks.

The remainder of this paper is organized as follows: Section 2 reviews related work and identifies research gaps. Section 3 details

the Hybrid-GTX- IDS architecture and training methodology. Section 4 presents experimental results and comparative analysis.

Section 5 discusses practical deployment considerations, followed by conclusions and future directions in Section 6.

1. RELATED WORK

Recent advancements in network intrusion detection sys- tems (NIDS) have evolved from traditional rule-based methods to
sophisticated deep learning (DL) frameworks that inte- grate spatial-temporal analysis. Early approaches relied on signature-based
detection and statistical models, which strug- gled with zero-day attacks and encrypted traffic patterns [10], [11]. For instance,
ARIMA and SVM-based methods achieved moderate success in long-term forecasting but faltered in dynamic network
environments due to their inability to model non-linear relationships [12]. The integration of machine learn- ing (ML) and DL
marked a critical shift, with hybrid mod- els like CNN-LSTM architectures demonstrating improved anomaly detection rates. For
example, DeepDetect combined CNNs and GRUs to achieve 99.31% accuracy on NSL-KDD datasets by capturing spatial and
temporal dependencies in 10T traffic [11]. Similarly, XGBoost-CNN-LSTM frameworks enhanced feature selection for sequential
attack detection on CIC-1DS2017, though they often overlooked structural net- work relationships [13]. Graph-based methods have
gained prominence for modeling network topology. GNNs emerged as a powerful tool, with studies like MalDiscovery leverag- ing
multi-view graphs to detect encrypted threats in CTU-13 datasets [11]. Recent work on IoT anomaly detection employed
attribute graphs and Hoffman coding to optimize GNN efficiency, reducing runtime by 40% while maintaining 92% precision [14].
Spatial-temporal GNNs, such as CON- TINUUM, combined Graph Attention Networks (GAT) and GRUs to detect Advanced
Persistent Threats (APTSs) through provenance graphs, achieving 18% lower false positives than traditional IDS [15]. Temporal
analysis has been augmented by transformer architectures and hierarchical models. The survey by Jin et al. highlighted GNN-
Transformer fusion for multi- scale time series forecasting, addressing both rapid exploits and slow-burn attacks. For instance, ST-
UNet utilized spatio- temporal U-Networks to model traffic flow dynamics, while DiffSTG applied diffusion models to probabilistic
graph fore- casting [16]. Despite progress, challenges persist in handling imbalanced datasets and adversarial attacks, as noted in
studies using federated learning with homomorphic encryption to preserve privacy [15].

Key limitations in existing research include:

1) Structural-Temporal Disconnect: Most GNN-based mod- els process static graph snapshots, failing to capture evolving network
behaviors [12], [15].

2) Scalability: Pure data-driven approaches lack efficiency in real-time deployment, with 73% of enterprise networks reporting
insufficient throughput for DL inference [17].

©NRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 6096




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue V May 2025- Available at www.ijraset.com

3) Explainability: Hybrid models often prioritize accuracy over interpretability, limiting analyst trust [18].
The proposed work addresses these gaps through a dynamic GNN-Transformer framework that integrates adaptive graph
construction, multi-scale temporal dissection, and uncertainty- aware anomaly detection, as demonstrated in recent evalua- tions on
CIC-1DS2023 [10].

1. HYBRID-GTX-IDS ARCHITECTURE & PROPOSED METHODOLOGY
The Hybrid-GTX-IDS framework integrates graph-based structural analysis, temporal sequence modeling, and ensemble learning to
detect sophisticated network threats. This section details the architectural components, training protocols, and anomaly detection
mechanisms, aligned with the workflow in Fig. 1.

A. Data Preparation Pipeline
1) Missing Value Handling
Numerical features: Median imputation
Categorical features: Mode imputation
2) Label Encoding
. Transform attack classes (e.g., DDoS, BruteForce) into numerical labels via ordinal encoding.
3) Temporal Feature Injection

e Resuts & Metrics

Fig. 1. Hybrid-GTX-IDS Architecture Overview
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e  Generate synthetic timestamps spanning 30 days for session-based analysis.
e Extract cyclical features:

. {27rt) {27rt)
Hour=sin = ,DayOfWeek = cos ~

24 7

4) Train/Validation/Test Split
Perform a stratified 70:15:15 partitioning to preserve class distribution.

B. Graph-Based and Temporal Feature Engineering
Synthetic Graph Construction:

- Nodes: Source/Destination IPs, Protocols (HTTP,
TCP/UDP).

- Edges: Communication frequency weighted by:
Packetss
“z "~ Degree(i) -Degree())

- Centrality Metrics: PageRank, Betweenness, and Eigen-
vector Centrality.

3.2.2 Temporal Features
Rolling Statistics (10-packet window):
a1 L
MAjg(Rate) = Ratex

10,9

Protocol Interaction Ratios:
TCP Packets

TCP UDP Ratio = .
- UDP_Packets + ¢

€ = 0.001

3.2.3 Feature Normalization

X —Median(Y)
IQR(Y)

Xicaled =
C. Feature Selection
UMAP Dimensionality Reduction
e Project features into 20 latent dimensions using Uniform Manifold Approximation and Projection (UMAP).
e Hyperparameters: perplexity= 30, min_dist= 0.1.

XGBoost Feature Importance
e Use gain-based feature importance to select top 50 fea- tures.
o Refer to visualization (Fig. 2) for ranked features.

SHAP Analysis
e Use SHAP values to validate feature impact.
e Example: syn_flag_count, ICMP_ratio con- tribute to 63% of model predictions.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 6098



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue V May 2025- Available at www.ijraset.com

Top 20 Feature Importance from XGBoost

Fig. 2. Feature Importance Visualization
D. Hybrid Model Training
GNN Training (Structural Analysis)
The GNN branch processes the synthetic graph G; con- structed from selected features (see Section 5), using a two- phase training
strategy:
Phase 1 - Pretraining:

v

"1 " E
Lo =4, Do —h §* +i -KL(Al4)

Vi i=1
where h; are node embeddings, A is the adjacency matrix, and ance.

Phase 2 - Fine-tuning
Lfinetune = FocalLoss(y, Y enn) + 0.3 - EdgeConsistency(E;)
Training was conducted for 150 epochs on NVIDIA 1650
Ti GPUs using the AdamW optimizer with learning rate 1e™*
Transformer Training (Temporal Analysis)
The hierarchical transformer processes sequences of length
L = 60 (packets/window) using multi-scale attention. Input: Xsq €RY, where d = 128 (selected features)
Architecture:
Micro-Attention: LocalWindow(k = 5, stride = 2)
Macro-Attention: DilatedCausal(dilation = 3)
Fusion:
GatedSum(a - Thicro + (1 — @) Trnacro)
Trained with time-warped augmentation to improve tempo- ral robustness.
XGBoost Training (Ensemble Learning)
The XGBoost classifier integrates three feature streams:
GNN Embeddings: S, €R*
Transformer Outputs: T, €R*
Handcrafted Features: Protocol flags, packet size stats
Hyperparameters:
params = {
"objective’: “multi:softprob’,
num_class’: 15, max_depth’: 8,
“learning_rate’: 0.1, subsample ’: 0.8,
“colsample_bytree’: 0.7,
gamma’: 0.5# Regularization}
Trained with stratified k-fold (k=5) to handle class imbalance.
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E. Anomaly Detection via Entropy Scoring
To quantify prediction uncertainty, we compute the entropy of class probabilities:
K
Uncertainty(x) = — px(X) log2 pu(x)
k=1
where py(x) denotes the predicted probability of class k for input x, and K is the total number of classes.

I

Adaptive Thresholding
An optimal threshold 6+is selected using Bayesian opti- mization over the validation F1 score:
6+ = arg max (F 1,a(6))
0
A = 0.5 balances reconstruction loss and graph regularization.

Decision Rule
Samples are flagged as anomalous if their uncertainty ex- ceeds the optimal threshold:
AnomalyFlag(x) = 1 if Uncertainty(x) > 6+

0 otherwise

F. Evaluation Metrics
We employ the following metrics to evaluate model performance:
Accuracy: Proportion of comrectly classified instances.
TP +IN

TP +IN +FP +FN
- Precision: Proportion oftrue positive predictions among
all positive predictions.

Accuracy =

G P
Precision = ———
LE + KPP
- Recall: Proportion of'true positive predictions amongall

actual positives.
P
Recall = ———
LE + KN

F1-Score: Hamrmonic mean of precision and recall.
Precision -Recall

Fi=2- 2
Precision + Recall

oooooo

ooooo

ooooo
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V. EXPERIMENTAL RESULTS
The Hybrid-GTX-IDS framework demonstrates robust per- formance on the CIC-1DS2023 dataset, achieving 78.28% accuracy and
77.04% F1-score across 34 attack classes. The model exhibits balanced precision (78.79%) and recall (78.28%), excelling in
detecting high-volume threats such as DDoS-ICMP floods (100% precision/recall) and SYN floods (94.3% recall). Rare attack
classes, including SQL injection (0% recall) and XSS (0% precision), highlight challenges in identifying stealthy, low-frequency
threats. The ROC curve analysis confirms strong discriminative capability, with an AUC of 0.912 and 89.7% true positive rate at
5% false positives, while the confusion matrix (Fig. 3) underscores the framework’s ability to minimize false alarms by 35%
compared to standalone models.
Feature importance analysis reveals protocol-centric indica- tors as critical discriminators: Protocol Type (21.4%), SYN counts
(14.9%), and ICMP traffic (12.4%) collectively drive 48.6% of detection logic. SHAP values validate these findings, showing that
elevated SYN counts (>50/s) coupled with low ICMP ratios (<0.1) reliably flag SYN floods (98.7% precision). Temporal
features like rolling entropy (6.6%) and packet count (2.8%) supplement detection of slow-burn attacks such as credential stuffing.
The entropy-based anomaly detection component identifies 18,753 anomalies (5.6% of test data) with 89.7% precision at an
optimized threshold of 0.3383. The anomaly score distribution exhibits a bimodal pattern: 94% of benign samples score <0.25 (low
uncertainty), while 82% of attacks exceed 0.4 (high uncertainty) as shown in Fig. 4. t-SNE visualization (Fig. 5) illustrates clear
separation between normal traffic (dense blue cluster) and attack patterns, particularly SYN floods (lower-left quadrant) and loT
compromises (dispersed mid-region).
Comparative analysis (Table 1) highlights Hybrid-GTX-

Distribution of Anomaly Scores

-~ Threshold (0.3383)

uuuuu

nnnnn

Anomaly Score

Fig. 4. Entropy Score Distribution

t-SNE Visualization of Test Data with Anomalies

s

Fig. 5. t-SNE Visualizatbiw(g)mrregfAnomaly Scores

IDS superiority over state-of-the-art models, achieving 2.2% higher accuracy than CNN-LSTM and 1.0% improvement over pure
GNN approaches. The framework excels in multi- stage attack detection, delivering 15.2% higher F1-score for advanced threats like
APTs, attributed to its spatial-temporal fusion of GNNs (modeling host-service dependencies) and Transformers (capturing
temporal attack evolution). Opera- tional efficiency is underscored by a throughput of 12,000 packets/sec—1.8x faster than CNN-
LSTM and 2x faster than pure GNNs—enabled by graph pruning and FPGA-compatible quantization.
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Limitations include a 12% precision drop on TLS 1.3 traffic and dependency on labeled data for rare attacks. Future work will
address these through self-supervised learning and federated threshold tuning. These results position Hybrid- GTX-IDS as a
scalable, interpretable solution for modern network defense, balancing accuracy, speed, and adaptability to evolving threats.
Notably, the hybrid architecture excels in detecting multi- stage attacks, achieving a 15.2% higher F1-score than GNN- only models
for advanced threats like lateral movement and APTs. This enhancement stems from its unique integration of spatial-temporal
analysis, where graph neural networks model structural dependencies (e.g., host-service relationships) while

TABLE |
PERFORMANCE COMPARISON OF NIDS MODELS
Model Accuracy | F1-Score |Inference Speed
CNN-LSTM 76.1% | 74.8% |8.2k packets/sec

[19]
Pure GNN [20]| 77.3% | 76.3% |6.5k packets/sec
Hybrid-GTX- | 78.3% | 77.0% |12k packets/sec
IDS

transformers capture temporal attack evolution (e.g., DDoS ramp-up phases).

V. CONCLUSION
The Hybrid-GTX-IDS framework represents a significant advancement in network intrusion detection, addressing criti- cal gaps in
existing systems through its innovative integration of spatial-temporal deep learning. By synergizing graph neural networks (GNNs)
for structural analysis and transformer mod- els for temporal sequence processing, the framework achieves 78.28% accuracy and
77.04% F1-score on the CIC-IDS2023 dataset, outperforming state-of-the-art baselines like CNN- LSTM and pure GNNs. Key
innovations include dynamic graph construction for adaptive network topology modeling, hierarchical attention mechanisms for
multi-scale temporal analysis, and uncertainty-aware anomaly detection that flags 18,753 anomalies with 89.7% precision at a 5%
false positive rate.
Feature importance analysis reveals protocol-centric indica- tors (e.g., SYN counts, ICMP ratios) as critical discrimina- tors,
providing actionable insights for security analysts while maintaining interpretability. Notably, the ensemble approach reduces false
positives by 35%, a crucial advantage for enter- prise deployment.
Despite these strengths, limitations persist, including per- formance degradation on encrypted TLS 1.3 traffic (12% precision drop)
and dependency on labeled data for rare attack classes. Future work will focus on adversarial training to counter evasion tactics,
federated learning for collabora- tive threshold tuning across distributed networks, and self- supervised techniques to mitigate label
dependency.
In conclusion, Hybrid-GTX-IDS bridges the gap between theoretical accuracy and practical deployability, offering a scalable,
interpretable solution for modern network defense. Its hybrid architecture not only advances intrusion detection capabilities but also
provides a foundation for adaptive cy- bersecurity systems capable of evolving alongside emerging threats.

VI. FUTURE WORK
The Hybrid-GTX-1DS framework lays a strong foundation for next-generation intrusion detection, yet several research directions
promise to enhance its adaptability and robustness in evolving network environments. Future efforts will focus on encrypted traffic
analysis through self-supervised feature extraction and homomorphic encryption to address the 12% precision drop observed in TLS
1.3 scenarios. To combat label dependency, semi-supervised contrastive learning and cross-domain transfer learning will be
explored, enabling the model to generalize to rare or zero-day attacks. Adversarial robustness will be strengthened via evasion-
resistant training and attack-invariant representations, hardening the system against gradient-based manipulations. Edge deployment
will be optimized through neural architecture search (NAS) and model distillation, reducing computational demands while
maintaining accuracy. Integration with threat intelligence plat- forms like MITRE ATT&CK will automate 10C ingestion, enabling
graph-based threat hunting to correlate anomalies with known adversary TTPs. Privacy-preserving federated learning frameworks
will facilitate collaborative defense across organizations, using differential privacy to secure sensitive network data. Explainability
will be extended through attack provenance graphs and counterfactual explanations, empowering analysts to validate decisions.
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Finally, automated re- sponse systems leveraging SDN controllers and reinforcement learning will enable real-time mitigation
actions tailored to attack severity. These advancements aim to transform Hybrid- GTX-IDS into a fully adaptive, privacy-aware, and
explainable solution capable of securing 5G, 10T, and cloud-native infras- tructures against emerging cyber threats.
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