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Abstract: The Machine Learning (ML) models in cybersecurity systems is growing rapidly in areas such as intrusion detection,
malware classification, and phishing URL detection. ML systems, however, are exceptionally susceptible to adversarial attacks.
These attacks consist of applying carefully engineered perturbations to the input data, which forces an ML system to misclassify
the input data and leads to serious violations of security. This paper proposes a hybrid defense framework to improve the ML
model’s robustness against adversarial attack. The approach uses a combination of adversarial training, feature squeezing, input
reconstruction with autoencoders, and ensemble decision fusion. The experimentation employs benchmarking cybersecurity
datasets (such as NSL-KDD, CICIDS2017, and Malimg) and models (e.g., SVM, Random Forest, CNN and DNN). Attack
algorithms such as FGSM, PGD, DeepFool, and Carlini-Wagner are used. A significant improvement in robustness with
accuracy recovery estimated to be between 15-30% improvement with the baseline and hybrid framework. This framework aims
to offer a robust framework for constructing secure and resilient software systems that are driven by Al in the cybersecurity
applications context.
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L. INTRODUCTION

Machine Learning (ML) and Deep Learning (DL) are now critical parts of cybersecurity use cases including, but not limited to,
intrusion detection, malware classification, phishing detection, and spam filtering. The ability to learn complex patterns through
large datasets with fast and accurate threat detection has enabled ML models to surpass traditional rule-based systems. Still, despite
their success, these models are extremely vulnerable to adversarial attacks. This type of attack comprises carefully designed inputs
with minimal perturbations which make the examples appear normal to humans. In the cybersecurity context, these adversarial
attacks can easily evade malware classifiers, intrude intrusion detection systems, and direct phishing detectors, all of which can lead
to disastrous security failures. Traditional ML systems emphasize the ability to create increased classification accuracy over clean
datasets, but do not offer adversarial robustness. Initial defense methods such as, defensive distillation, and gradient masking
provided a temporary improvement in defense schemes, but were ultimately broken from stronger adversarial attacks like Projected
Gradient Descent (PGD) and Carlini-Wagner (CW). Therefore, there is an increasing demand for trustworthy defense prescriptions
that can also maintain the accuracy and robustness of ML-based cybersecurity identifiers.

This research presents a hybrid defense framework that combines adversarial training, feature squeezing, and input reconstruction
approaches to enhance resilience against adversarial attacks. We evaluate the framework on benchmark cybersecurity datasets
including NSL-KDD, CICIDS2017, and Malimg. To evaluate system robustness, we utilized attack algorithms, including FGSM,
PGD, DeepFool, and CW to test these attacks on our system. The aim of this research is to present a secure, dependable, and
adversarial attack resilient machine learning model for real-world cybersecurity applications.

1. LITERATURE SURVEY

In recent years, there has been increased research efforts to improve the deployment efficiency of large language models (LLMs),
particularly in resource-constrained scenarios. Ahtasam (2025) [1] proposed DOL-LLM, a framework that integrates domain
adaptation with quantization, pruning, and knowledge distillation for enhanced inference speed. Other works, like Junaid (2025) [3]
and lIdowu (2024) [4], focused on scalable distillation methods that have been targeted at real-time use or edge-device applications,
demonstrating that accurate task-specific performance of LLMs can be maintained when compressed. Gu et al. (2023) [6] proposed
MiniLLM, a latency-aware model framework aimed towards the increasingly salient effort to create lightweight and deployable
LLMs.
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Of these methods, quantization has demonstrated particular success for reducing the computational demand of LLMs. Liu et al.
(2023) [5] proposed LLM-QAT, a data-free quantization aware training approach which was able to achieve reasonable compression
rates without recourse to original training data. Shen et al. (2023) [13] provided Q-BERT, a method that employed Hessian-based
techniques for ultra-low precision quantization, while Zafrir et al. (2023) [11] and Bhandare et al. (2023) [12] documented success
with 8-bit quantization of transformer-based models. Kim and Lee (2023) [10] reviewed post-training quantization approaches and
confirmed that compression was possible without engaging in full re-training, an outcome desirable in deployment scenarios.

The pairing of quantization with knowledge distillation has also provided promising results. Bhardwaj et al. (2024) [2] suggested
improvements in quantized distillation through increasing signal propagation that aided with model convergence and robustness.
Tan et al. (2023) [9] introduced GKD as a general distillation method which could be easily adapted to many different LLM
architectures. Yang et al. (2024) [8] and Xu et al. (2024) [7] also provided surveys and best practices on distillation and delineated
important research directions for the field. Taken together, these works indicate a similar direction: to create scalable, efficient, and
real-time performance in modern LLMs depends on the combination of quantization, pruning, and distillation that is suited for the
target deployment setting.

1. PROPOSED SYSTEM
The proposed system aims to enhance the robustness of machine learning models deployed in cybersecurity applications by
implementing a hybrid adversarial defense mechanism. The system integrates adversarial attack simulation, adversarial training,
feature squeezing, input reconstruction using autoencoders, and ensemble-based decision fusion. Unlike traditional intrusion
detection or malware classification models that only operate on clean data, this framework continuously learns from adversarial
inputs and updates itself to remain secure against evolving cyber threats.

A. Architecture
The architecture of the proposed system consists of five major components: dataset preprocessing, baseline ML/DL model training,
adversarial attack generation, hybrid defense module, and evaluation module.
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Fig. 1. Architecture Diagram of the proposed system

1) Data Collection and Preprocessing: Cybersecurity datasets such as NSL-KDD, CICIDS2017, and Malimg are collected. These
contain network traffic records and malware binaries. The data is cleaned, normalized, encoded, and split into training and
testing sets. Malware binaries are converted into 2D grayscale images for CNN-based models.

2) Baseline Model Training: Machine Learning (SVM, Random Forest) and Deep Learning models (CNN, DNN) are trained on
clean data to establish baseline accuracy and detection performance.

3) Adversarial Attack Module: Attack algorithms like FGSM, PGD, DeepFool, and Carlini-Wagner generate adversarial samples
that look normal but intentionally mislead the model.

4) Hybrid Defense Module: This module combines:

Adversarial Training (Robust Learning)

Feature Squeezing (Bit-depth reduction & smoothing)

Autoencoder-Based Input Reconstruction

Ensemble Decision Fusion (Majority voting from multiple models)

The system updates models periodically as new adversarial samples are detected.

5) Deployment & Continuous Learning: The defense-enhanced model is deployed for real-time threat detection. New adversarial
patterns detected from network traffic are used to retrain or fine-tune the model periodically.
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B. Adversarial Attack Generation
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Fig 2. Adversarial Attack Workflow Diagram

Adversarial attacks are intentionally crafted inputs that contain small, often imperceptible perturbations to deceive machine
learning models into making incorrect predictions. In this work, adversarial data is generated using four widely recognized attack
algorithms to simulate realistic threats in cybersecurity environments such as malware classification and intrusion detection.
The first method used is the Fast Gradient Sign Method (FGSM), which generates adversarial samples by taking a single step in
the direction of the gradient of the loss function. The adversarial sample is computed as
6 = € -sign(V,L(O,x,y)) 1)

where econtrols the perturbation strength. Although simple and computationally efficient, this method is less effective against
robust models.
To produce stronger adversarial examples, the Projected Gradient Descent (PGD) method is employed. PGD extends FGSM by
applying multiple iterative perturbations and ensuring that the final adversarial sample stays within a defined bound around the
original input. Each iteration updates the sample as

Xep1 = Mg ) (xe + @ - sign(V,.L(6,x,,¥))) (2)
where Tlrepresents the projection into the permissible epsilon-ball region. PGD is widely considered one of the most powerful
first-order attacks.
The third attack implemented is DeepFool, which aims to find the minimal perturbation that pushes an input across the decision
boundary. This is done by approximating the classifier as a linear function near the input and iteratively updating the input toward
the closest decision boundary. DeepFool is effective in producing low-distortion adversarial examples.
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Finally, the Carlini and Wagner (CW) Attack is utilized, which formulates adversarial generation as an optimization problem that
minimizes perturbation while ensuring misclassification. It minimizes a cost function of the form:

min || § I3+ c - f(x + ), @)
where f(x + §)enforces misclassification and cbalances attack strength with distortion. CW is one of the strongest attacks and
can bypass many traditional defenses. These adversarial samples preserve the actual nature of data (e.g., malware remains
executable, network traffic stays functional) but cause misclassification, making them ideal for evaluating system robustness.

C. Hybrid Defense Mechanism

To defend against adversarial threats and enhance the robustness of models against adversarial attacks, we present a hybrid
defense mechanism that employs several complementary defenses. With our defense mechanism, we primarily defend against a
wide variety of attacks while causing a minimal drop in classification accuracy on clean data.
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Fig 3. Hybrid Defense Model Representation

The first defense strategy is Adversarial Training, where we retrain models on a mixture of clean and adversarial examples. This
process exposes the model to perturbated data while being trained, and thus, it learns to generalize better, and become more robust
against adversarial attacks. The second layer of defense is Feature Squeezing. Feature squeezing is an approach that reduces the
impact adversarial perturbations have on models by limiting the input complexity.
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In particular, we will demonstrate improvements by reducing the bit depth of input data (for example, changing 8-bit images into
4-bit- images) and by using smoothing filters such as median blurring. Features that adversarial attacks rely on are reduced, since
these transformations reduce the high frequency noise in the images that attacks leverage. The third layer includes autoencoder
based input reconstruction. Autoencoders are trained to compress input data to a latent representation of the data and reconstruct
the data from it. When passing through an autoencoder, adversarial samples will lose a large portion of the perturbation, and a
much cleaner input will be passed to the classifier.

Ultimately, an Ensemble Defense Strategy is then implemented, in which predictions from the different models (SVM, Random
Forest, CNN, and DNN) are combined through majority voting or probability averaging. This decreases the reliance on one model
and significantly increases the reliability of decision-making since adversarial examples designed to fool one model may not fool
all the models simultaneously.

V. IMPLEMENTATION AND RESULTS
The proposed hybrid adversarial defense framework was built using Python on a workstation with an Intel i7 processor, 16 GB
RAM, and an NVIDIA RTX GPU. The implementation environment includes TensorFlow 2.15, Keras, Scikit-learn, and PyTorch
for training and evaluating deep learning models. The overall process involves data preprocessing, model training, simulating
adversarial attacks, integrating hybrid defense, and analyzing performance.

A. Implementation Details

The system starts by loading benchmark datasets: NSL-KDD, CICIDS2017, and Malimg, which each represent different
cybersecurity areas. Data preprocessing includes normalization, categorical encoding, and transforming images for Malimg. After
preprocessing, baseline models like SVM, Random Forest (RF), Convolutional Neural Network (CNN), and Deep Neural
Network (DNN) are trained on clean datasets to set reference accuracy levels.

Once the baseline is set, adversarial samples are created using FGSM, PGD, DeepFool, and CW attack algorithms. These samples
are fed into the trained models to examine the drop in accuracy and robustness. The hybrid defense module is then activated. This
module includes adversarial retraining, feature squeezing, autoencoder-based reconstruction, and ensemble classification. This
design allows the system to handle new adversarial patterns effectively.

The architecture connects all modules through a pipeline as shown in Fig. 3. The ensemble layer combines predictions from
multiple models to produce the final decision, which reduces the impact of targeted model-specific attacks. Ongoing retraining
keeps the model updated with new attack vectors.

B. Experimental Results

The experiments were performed to assess the impact of adversarial attacks on the model performance as well as the improvement
achieved via the proposed hybrid defense. These evaluations were carried out under three different conditions:

e Normal (clean) data

e Adversarial attack data

e Defended data (post-defense) as shown in Fig 4.

Model Accuracy Comparison under Different
Conditions
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Fig 4. Model Accuracy Comparison under Different Conditions
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The results clearly highlight that all models incur a significant loss in accuracy under adversarial perturbations. Among these, the
sharpest decline is suffered by CNN, which loses about 34% of its performance due to PGD and CW attacks. But after the hybrid
defense pipeline is used, the CNN model can restore almost 28% of the lost accuracy, proving the efficiency of the proposed
defenses. Similarly, classical ML models such as SVM and Random Forest benefited a lot with the integration of defense.
Specifically, SVM improves from 65.8% (under attack) to 84.1%, whereas Random Forest achieves an improvement from 68.2% to
86.5% after defense. This consistent improvement in all models further confirms that the proposed hybrid defense strategy does not
have any architecture dependence and can generalize well to different types of classifiers.

C. Performance Discussion

The performance analysis verifies that the hybrid defense mechanism strengthens model robustness while maintaining
computational efficiency. Feature squeezing and autoencoder reconstruction effectively remove high-frequency adversarial noise
without requiring full retraining, and thus provide lightweight defense operations suitable for real-time deployment. While
adversarial training does introduce extra overhead in computation, it largely enhances long-term resilience by allowing models to
learn from perturbed examples.

The ensemble mechanism further enhances reliability by aggregating outputs from multiple classifiers, making the final prediction
less susceptible to attacks targeting individual models. This approach provides a stable decision boundary even under strong white-
box attacks like PGD and CW.

Overall, it achieves 25-30% improvement in robustness on average, which is fairly significant, given the strength of the adversarial
attacks mounted. Multiple complementary defenses prove far more effective than relying on a single strategy. These findings
reinforce the conclusion that adversarial robustness in cybersecurity applications needs to be assured through layered defense
mechanisms and continuous adaptation to new attack patterns.

V. CONCLUSION
In this work, a hybrid adversarial defense framework was proposed to enhance the robustness of machine learning models used in
cybersecurity applications. This work showed that traditional ML and DL models like SVM, Random Forest, CNN, and DNN have
high accuracy on clean datasets but suffer significant performance degradation when exposed to adversarial attacks including
FGSM, PGD, DeepFool, and CW. Against this vulnerability, a multi-layered defense strategy incorporating adversarial training,
feature squeezing, autoencoder-based reconstruction, and ensemble fusion was introduced.
Experimental evaluation with benchmark cybersecurity datasets like NSL-KDD, CICIDS2017, and Malimg has established the
efficacy of the proposed system. The hybrid defense significantly enhances the classification accuracy under adversarial conditions
and reduces false positives and false negatives among the evaluated models. From the models evaluated, deep learning architectures
like CNN and DNN exhibit the highest robustness gain after employing the defense mechanisms. The ensemble further stabilizes the
model predictions by reducing the chances of misclassification specific to an attack.
These results confirm that a combination of lightweight defense techniques provides a practical and scalable solution toward
enhancing the security of ML-based cybersecurity systems. The proposed framework proves to be more resilient against a large
spectrum of adversarial attacks and can support real-time deployments within dynamic cyber environments.
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