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Abstract: Al Facial Recognition Smart Locker Security System with Multi-Level Authentication is an intelligent Al-based
security platform designed to provide secure, reliable, and keyless access control for lockers and restricted areas through multi-
factor authentication techniques. In today's digital era, traditional locker systems that rely on physical keys, passwords, or RFID
cards are vulnerable to theft, duplication, unauthorized access, and security breaches. This project addresses these limitations by
offering a real-time, intelligent, and multi-level authentication mechanism using Artificial Intelligence and Machine Learning
techniques.

The system analyzes user authentication inputs such as facial features, behavioural patterns, voice commands, and One-Time
Password (OTP) verification to accurately identify authorized users and prevent unauthorized access. It integrates modern
technologies including Artificial Intelligence, Computer Vision, Machine Learning algorithms, biometric authentication
methods, email-based OTP services, and database management systems to ensure security, efficiency, scalability, and real-time
monitoring.

By combining facial recognition intelligence with multi-level authentication and intruder detection mechanisms, the Al Facial
Recognition Smart Locker Security System aims to provide a secure, intelligent, and scalable access control solution suitable for
banks, offices, smart vaults, and other restricted environments.

L. INTRODUCTION

Security plays a vital role in protecting valuable assets and personal information. However, one of the major challenges faced by
traditional locker systems is the lack of secure and intelligent authentication mechanisms. Conventional systems that rely on
physical keys, passwords, or RFID cards are vulnerable to theft, duplication, hacking, and unauthorized access.To overcome this
problem, the Al Facial Recognition Smart Locker Security System with Multi-Level Authentication is developed as an Al-powered
security platform that provides real-time and secure locker access using advanced authentication techniques. The system leverages
Computer Vision and Machine Learning to identify authorized users through facial recognition and deliver secure access
control.Based on this, the system incorporates additional security mechanisms such as Behaviour Authentication, Voice
Authentication, OTP Verification, and PIN Backup to provide multi-level protection and prevent unauthorized access. The
integration of Artificial Intelligence and Machine Learning techniques ensures improved security, real-time monitoring, and
enhanced authentication accuracy.

1. EXISTING SYSTEM

The existing locker security systems primarily rely on physical keys, passwords, and RFID cards for authentication. “These
approaches provide a basic level of security; however, they are not sufficient to meet the growing need for secure and intelligent
access control. PIPhysical keys can be lost or duplicated, passwords can be shared or hacked, and RFID cards can be stolen or
cloned. Similarly, traditional systems lack intelligent monitoring and are unable to verify the identity of users
accurately™Moreover, these conventional systems suffer from several limitations, including the absence of multi-level
authentication, real-time monitoring, and intruder detection mechanisms. Most existing systems do not incorporate advanced
technologies such as facial recognition, behaviour analysis, voice authentication, or OTP verification to ensure secure access. [FAs a
result, they fail to provide reliable protection and are unable to effectively prevent unauthorized access to lockers and restricted
areas.
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A. Challenges

The major challenges identified in the existing locker security systems highlight the limitations of traditional authentication methods

and the need for a more secure and intelligent access control solution.

e Lack of Multi-Level Authentication: Most existing locker systems rely on a single authentication method such as physical keys,
passwords, or RFID cards. If these credentials are lost, duplicated, or stolen, unauthorized users can easily gain access. ' The
absence of multiple verification layers significantly reduces the overall security of the system.

« Limited Security and User Verification: Traditional systems do not accurately verify the identity of the user. ®'They lack
advanced technologies such as facial recognition, behaviour analysis, and voice authentication, making it difficult to distinguish
between authorized and unauthorized individuals. ®This limitation increases the risk of security breaches and unauthorized
access.

e No Real-Time Monitoring and Alerts: Existing systems do not provide real-time monitoring or instant notifications during
suspicious activities. ™YIn case of unauthorized access attempts, there is no mechanism to immediately inform the owner or
capture evidence of the intrusion. P!This reduces the effectiveness of security management and incident response.

e Lack of Intruder Detection Mechanisms: Conventional locker systems do not include intelligent intruder detection features.
2 They fail to capture images of unauthorized users, generate alerts, or perform additional verification procedures such as OTP
authentication. "®As a result, security incidents often remain unnoticed and unrecorded.

e Data Management and Scalability Limitations: Most existing systems do not efficiently manage user authentication records,
security logs, and biometric information. ™!They lack intelligent data processing and scalable security mechanisms required for
modern access control systems. Consequently, these systems cannot adapt to increasing security requirements and fail to
provide reliable and efficient protection.

1. PROPOSED SYSTEM
The proposed system, Al Facial Recognition Smart Locker Security System with Multi-Level Authentication, is an Al-based
security platform designed to provide secure and intelligent access control for lockers and restricted areas. It uses ad™*vanced
authentication methods to identify authorized users and prevent unauthorized access. ®IThe system includes features such as Facial
Recognition, Behaviour Authentication, Voice Authentication, OTP \erification, and Email Alerts. It integrates technologies like
Artificial Intelligence, Machine Learning, Computer Vision, and Speech Recognition to ensure secure authentication and real-time
monitoring. Overall, the system provides a secure, reliable, and scalable solution for modern smart locker security applications.
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V. ALGORITHM

The system uses Artificial Intelligence, Machine Learning, and Computer Vision techniques to process biometric inputs and

perform secure user authentication. These algorithms help in recognizing patterns, making authentication decisions, and improving

the accuracy of verification over time. B'The system continuously processes authentication data and enhances its performance. By
combining different authentication methods, it ensures better security and reliable access control. @Overall, algorithms play a key
role in making the smart locker system intelligent and efficient.

1) Decision ProcessThe decision process involves analyzing biometric inputs and identifying meaningful patterns from the
authentication data. Based on this analysis, the system grants or denies access to the locker. It helps in verifying user identity
and providing secure authentication. This process forms the foundation for intelligent access control.

2) Error FunctionThe error function is used to evaluate how accurate the system's authentication results are. It compares the
captured biometric data with stored information to identify mismatches. Based on this evaluation, the system measures
performance and accuracy. ™ This helps in improving the quality of authentication over time.

3) Optimization ProcessThe optimization process focuses on improving the model's performance by adjusting its internal
parameters. It reduces errors by continuously updating recognition models based on feedback. This iterative process ensures
better accuracy with each authentication attempt. As a result, the system becomes more reliable and efficient.

4) Supervised LearningSupervised learning uses labeled biometric data to train the model for authentication and classification
tasks. The system learns from known examples and improves its accuracy over time. It is useful for structured tasks where
input-output relationships are defined. This method helps in delivering precise authentication results.

5) Unsupervised LearningUnsupervised learning works with unlabeled data to identify hidden patterns and relationships. It groups
similar authentication data and discovers meaningful structures. This approach is useful for pattern analysis and anomaly
detection. It enhances the system's ability to identify unusual activities.

6) Semi-Supervised LearningSemi-supervised learning combines both labeled and unlabeled data for training. It improves learning
efficiency when labeled biometric data is limited. The system uses a small amount of known data to guide the analysis of larger
datasets. This method balances accuracy and flexibility in authentication.

V. TECHNIQUE

The system uses various modern techniques to ensure secure authentication, intelligent user verification, and smooth communication

between components. These techniques help in processing biometric inputs, generating authentication results, and managing

security data effectively. They also improve system performance and reliability. By combining multiple techniques, the system
delivers accurate and real-time authentication. Overall, these techniques play a crucial role in enhancing the functionality of the
smart locker security system.

1) Facial RecognitionFacial Recognition is used to identify and verify users in a human-like manner. It analyzes facial images to
identify facial features and compare them with stored biometric data. This helps the system provide secure and accurate
authentication.

2) Multi-Level AuthenticationThe multi-level authentication technique provides additional security based on facial verification,
behavioural analysis, voice verification, and OTP authentication. It analyzes multiple authentication factors to verify user
identity. This helps users access the locker securely and prevents unauthorized access.

3) Email IntegrationEmail integration connects the frontend interface with email services and verification modules. It enables
smooth data exchange and real-time processing of authentication requests. Through email services, the system sends OTP codes
and security alerts efficiently.

4) Database ManagementDatabase management is used to store and organize user information, biometric data, and security logs in
a structured format. It ensures data consistency, security, and easy retrieval of information. The system uses a database for
scalability and reliability.

VI. METHODOLOGY
The methodology of the proposed system follows a structured process to ensure secure and intelligent authentication. Initially, users
provide authentication inputs such as facial images, behavioural patterns, or voice inputs through the system interface. These inputs
are captured in real time for verification.
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Once the data is collected, it moves to the processing stage, where Artificial Intelligence, Machine Learning, and Computer Vision
techniques are applied to analyze the biometric inputs. In this phase, the system extracts important features and prepares the data for

authentication.
After processing, the information is sent to the verification module. ! The system compares the captured data with stored biometric

information and generates authentication results to grant or deny access to the locker.
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VII. CONCLUSION
SmartLocker Al provides a secure and intelligent authentication system using facial recognition, voice verification, behavioural
biometrics, and email OTP. The system enhances security, reduces unauthorized access, and offers efficient user authentication.
Overall, it delivers a reliable and modern smart locker security solution.
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