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Abstract: Accurate attendance verification and participation tracking are essential in both academic and corporate settings.
Traditional methods—manual registers, RFID cards, and biometric systems — are prone to errors, proxy abuse, and they fail to
provide insights into how people engage during sessions.

In this paper, we propose a unified Al-assisted system that integrating facial recognition, Geofencing, and computer vision
based attention detection within a scalable framework.

The solution can be applied in multiple Scenarios: for smart-phone users (with a double verification process by means of face
recognition and Geo-fence validation), - for non-smart phone users it would only cover entry-point cameras on the premises, -
remote participants are evaluated through meeting analytic tracking gaze, eye openness and head pose. Constructed with Fast
API1, MongoDB and a React Dashboard, the infrastructure is designed for real-time insights and modular extensibility.
Experimental results shows 97.4% for face verification, 99.2% in Geo-fence validation and an average of 92.1% accuracy in
attention classification with an average of 85 ms latency per frame proving it as a robust and dynamic solution toward smart
attendance management system.
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I. INTRODUCTION
A. The Role of Attendance and Participation
Attendees are more than a word on an official bureaucratic requirement—it reflects productivity, accountability, and engagement in
both academic and corporate environments. Institutions rely on attendance records not only for teachers who would be promptly
paid, informing monitoring, assessment and for evaluating performance and participation.In today’s data-driven environments,
attendance systems are expected to deliver far more than simple presence logging—they must provide meaningful insights into
attentiveness and involvement.

B. Limitations of Existing Approaches

Traditional attendance methods such as manual registers, RFID cards and fingerprint based biometric continue to be prevalent
widely used, but they face recurring challenges. Manual registers are inefficient and prone to human error; RFID and Biometric
based systems do not support remote use, are vulnerable to proxy abuse, and often involve high installation costs. Even up-and-
coming Al-enabled methods are fragmented — some only perform facial recognition for identity verification, while others
inexplicably rely on mobile Geo-fencing alone.

Overwhelmingly most importantly is these systems treat attendance as an all-or-none task, without considering if a student is
paying attention, fiddling or well-engaged. The acceleration of hybrid learning and work has made such limitations untenable.

C. Towards a Unified Al-Powered Framework

To overcome these challenges, this paper introduces a unified Al-based attendance and participation analysis system that integrates

three complementary capabilities within a single scalable framework:

1) Facial Recognition: Reliable identity verification using a pre-trained VGG-Face model with Retina-Face detection and cosine
similarity matching..

2) Geo-fencing Validation: Context-aware location verification designed to minimize proxy attendance and ensure genuine
presence authenticity.

3) Attention Detection: Real-time meeting analytics that analyze gaze direction, eye openness, and head pose estimation to
measure participant engagement.
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The framework is designed to support multiple user scenarios. Smartphone users undergo dual verification (facial recognition plus
geo-fencing), integrated seamlessly within the app. Non-smartphone users are authenticated through entry-point camera modules,
while remote participants are evaluated wusing a meeting analytics pipeline that measures engagement.
The System is fully real-time, highly efficient, and scalable. It is built on Fast API micro services, MongoDB (but can be anything
with data classes), a React dashboard for visualization and control.

Beyond counting, by the proposed system attendance is becoming a data based participation analytics process. This work
underscores the role of Al through smart attendance management due to its potential applications in inclusive, security and
engagement measurement across academic/corporate settings by filling technology void and applicability gap.

Il. LITERATURE REVIEW
A. Attendance Automation
The first steps toward automating attendance involved replacing manual registers with RFID and biometric systems. These
approaches improved speed and reduced administrative workload; however, studies have shown that such systems remain
vulnerable to spoofing, proxy usage, and device manipulation [1]. They're also limited to the person having to be at a stationary
scanner — no room for hybrid or offsite settings there. The high implementation costs are also a major barrier to acceptance in cash-
strapped institutions.

B. Al and Face Recognition

Recent advancements in computer vision and deep learning have dramatically improved the performance of face recognition
systems. Convolution Neural Network (CNN) based models being trained on popular functions such as TensorFlow, PyTorch,
OpenCV are now performing effectively under various conditions like varying light, angle or expression [2], [3]. These
developments have placed face recognition as a reliable key to automating attendance. However, certain challenges still persist. The
accuracy may be reduced by factors such as wearing a mask or a partial face occlusion, and the model is usually required to be
trained with relatively large sets of data.

Additionally, many existing systems lack modularity and extensibility, making it difficult to combine them with other verification
techniques—thereby limiting their practical applicability.

C. Geo-fencing Integration

Geo-fencing has become one of the ways to decide where a user is located based on where they are within a specified location
radius. Its ability to prevent proxy attendance and assure the authenticity of workforce has been validated by a number of studies
[4]. But Geo-fencing is still tied to smartphones, and thus cannot involve potential participants owning a device without a GPS
function. In addition, with the emergence of GPS errors, GPS piracy threats and in-house signal instability introduced limitations to
use solely applied for easy navigation.

Figure: GeoFence Dashboard

E) iow Geofence o Draw Geofence Boundary

(-]

New Delhi
% feeet

D. Participation and Engagement Analytic

Attendance verification is not enough to determine that participants are engaged. Studies in engagement analytic indicate eye gaze,
emotion recognition and head pose estimation may be used as robust surrogates for attention and that gaze tracking also has
significant correlation with learning results [5]. Also, White and Brown [6] mention the promise of Al for detecting student
engagement in digital classroom. But systems like these are typically standalone prototypes not incorporated into a wider system
for attendance.
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E. Visualization and Decision Support

Engagement and attendance reports are most effective when presented through visual dashboards that allow decision-makers to
interpret data instantly. Frameworks such as Plotly, Chart. js and React based dashboards have been used for the visualization of
large datasets as heatmaps, trends and participation metrics [7] While these systems do a great job of improving decision-making for
both management and education, many current platforms tend to show attendance data in a vacuum, failing to connect it with
student engagement or other important verification measures.

I1l. PROBLEM STATEMENT

Despite the rapid shift toward digital transformation, schools and institutions are still relying on fragmented and disconnected
attendance systems. Manual roll calls can be riddled with errors and are quite inefficient, whereas biometric and RFID based
systems, though faster, are often expensive to deploy and vulnerable to spoofing or tampering. Current Al-based frameworks that
rely on facial recognition or geo-fencing often operate as standalone solutions, which can limit their scalability and leave out users
who don’t have smartphones. This issue becomes even more apparent in hybrid or remote environments, where current systems only
track whether someone is present or not, without really measuring their level of engagement. This underscores the urgent need for a
comprehensive, Al-powered framework capable of delivering secure, inclusive, and scalable attendance verification, while also
generating meaningful insights into participant engagement and involvement across both physical and virtual settings.

IV. SYSTEM FRAMEWORK AND WORKFLOW

The proposed Al-Powered Unified Attendance and Participation Analytic System is designed to provide secure, inclusive, and real-

time verification for both academic and corporate environments. It employs a modular, service-oriented architecture that brings

together computer vision, geo-spatial verification, and attention analytics into a united, cohesive pipeline. This system is structured
into three layers—Frontend, Backend, and Data Layer—and operates through five essential modules.

A. Layered Architecture

1) Frontend Layer: The mobile application, developed using Kotlin for Android, makes it easy to register profiles, capture facial
images, and automatically report location data. It runs background services that send employee IDs and GPS coordinates. When
a user enters a designated geofence,the system triggers an FCM notification, prompting real-time face verification via Web
Socket session. The web portal,built using React, offers an administrative dashboard that monitors attendance and engagement
analytics, featuring a JWT-based authentication, manual overrides, and the ability to export reports in CSV or PDF formats.

2) Backend Layer: The backend layer integrates FastAPI (Python) along with Java microservices. This setup handles verification
requests, runs machine learning models, validates geo-fences, and manages facial recognition. The REST APIs handles user
registration and profiles, while WebSocketsallow for real-time streaming from maobile devices, entry-point IP cameras, and
remote meeting clients.

3) Data Layer: The Data Layer, powered by MongoDB, stores structured information such as user profiles, attendance logs, GPS
traces, and engagement metrics. Indexed collections ensure quick data retrieval, while encryption maintains privacy and
compliance with data protection regulations.

Attendify System

Kotlin Mobile loT Camera Remote Meeting
App Nodes Client

REST + WebSocket WebSocket Stream WebSocket Stream

BACKNED MICROSERVICES LAYER

Java Server e FCM Service
(APl + Geofeence Face/. enti ) (Notifications)
Engine)

MongoDB Database
(Users, Embeddings, Attendance, GP Logs,
Attention Metrics, Dept. Records)

React Admin Dashboard (Web)
(Attendance Reports, Heatmaps, Charts,
Manual Override, Export PDF/CSV)
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B. Core Modules and Components

1) Data Acquisition Module

The system brings together REST APIs and WebSockets in a seamless way:

e Mobile App: Utilizes REST APIs for user registration and GPS updates, while WebSocket channels handle real-time face
verification triggered by FCM notifications.

e Camera Modules: Edge-based IP cameras continuously stream frames over WebSockets, catering to users without smartphones.

e Remote Participants: Meeting clients transmit frames through WebSockets, ensuring ongoing engagement detection throughout
the session.

2) Preprocessing Module

The Extracted facial embeddings using the VGG-Face model along with the Retina Face detector. To ensure accuracy, we validated
GPS data through a Haversine distance formula and applied Kalman filtering. Plus, NTP synchronization maintains consistent
timestamps across all devices.

3) Verification and Analytic Engine

e Face Recognition: Employs cosine similarity with a threshold between 0.4 and 0.6 for optimal matching accuracy.

e Geo-fencing: Validates user locations within a defined 50-100 meter radius to confirm physical presence.

e Attention Scoring (Remote): Combines MediaPipe and OpenCV to analyze gaze direction, eye openness, and head position,
generating an engagement score ranging from 0 to 1. Scores below 0.4 automatically trigger low-attention alerts.

4) Database Management
MongoDB keeps track of user metadata, attendance records, and attention scores. Every night, Automated aggregation pipelines
generate daily statistics at both the session and department levels.

5) Visualization and Dashboard Module

The web portal visualizes heat maps, trends, and engagement insights using Chart.js and Recharts. Thanks to WebSocket
integration, updates appear in real time (<1 second). Plus, you can easily export reports in CSV or PDF formats for compliance and
decision-making purposes.

C. Operational Workflow Across User Scenarios

e Mobile App Users (Kotlin): Employees register their faces, and then they’re assigned to a department and a geo-fence. A
background service sends out a location ping, and when they enter the geo-fence, the backend sends an FCM notification.

e Non-Smartphone Users:IP cameras at entry gates stream video frames through WebSocket. The backend checks the faces
against stored embeddings to log attendance.

e Remote Participants:Meeting video streams are transmitted via WebSockets, while a Python-based Attention Detectoranalyzes
gaze and head position. Engagement metrics are recorded alongside attendance logs.

D. Data Flow and Workflow Stages

e Capture: Data is collected through the app, cameras, or remote clients.

e Preprocess: Images are normalized, extracting embeddings, and validating GPS data.

o Verify: Accuracy is ensured through face recognition, geo-fence validation, and attention scoring.

e  Store: Validated records persisted in MongoDB.

e Visualize: Web portal dashboards display attendance and participation metrics; real-time alerts highlight low engagement.

E. Scalability and Future Extensibility

e When it comes to scalability, each service is neatly containerized using Docker and managed with Kubernetes, ensuring smooth
load balancing and robust fault tolerance.

e In terms of extensibility, adding new devices or app instances is a breeze—just register the endpoint! Plus, we can easily
integrate future enhancements like voice verification, sentiment analysis, or LMS integration through the APl gateway.
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V. METHODOLOGY
This section explains how our Al-Powered Unified Attendance and Participation Analytic System was designed, integrated, and
evaluated.
Unlike traditional models that depend on large volumes of training data, our framework combines pretrained facial recognition
models (VGG-Face and Retina-Face) with geo-location verification and engagement analytics.
This hybrid setup allows the system to deliver high accuracy, low latency, and easy deployment—without the need for retraining on
massive datasets.

A. Data Collection and Registration

1) User Registration and Profile Setup

Each user—whether an employee or a student—registers through the Android mobile app, built using Kotlin. During registration,

they upload one clear facial image.

e The uploaded image is processed by the Python Al back end to generate a 128-dimensional facial embedding using the VGG-
Face model.

e The Retina Face detector works its magic to ensure precise face alignment and cropping, even in varying lighting conditions.

e These embeddings, along with metadata such as department, role, and assigned geo-fence coordinates, are securely stored in
MongoDB.

2) Location Data Capture

The Mobile app operates a lightweight background service that regularly sends live GPS coordinates to the Java back end in this
format:

data class LocationPing(

valemployeeld: String,

val latitude: Double,

val longitude: Double

)

When the user steps into the assigned geo-fence, the backend immediately triggers a Firebase Cloud Messaging (FCM) notification
to start real-time face verification.

3) Non-Smartphone and Remote Data Inputs

o Non-Smartphone Users: Registered by the administrator via the web dashboard; attendance captured through loT camera
modules installed at entry points.

o Remote Users: Participate via meeting clients; attention analytics are handled through OpenCV and Media Pipe pipelines for
engagement tracking.

B. Preprocessing & Feature Engineering

Each captured image undergoes several steps before verification:

o Facial Preprocessing: Images are normalized, resized to 160x160 pixels, and converted into embeddings using VGG-Face.

e GPS Validation: Coordinates are checked using the Haversine formula, and Kalman smoothing minimizes noise or spoofed
data.

e Time Alignment:NTP-based synchronization ensures timestamps are consistent across all devices.

e Engagement Extraction (Remote Users): Features like eye aspect ratio (EAR), head pose (yaw, pitch, roll), and gaze orientation
are extracted frame by frame and combined into a continuous attention score.

C. Verification and Decision Models

1) Face Verification

e The system uses cosine similarity between live embedding and stored embedding.

e Threshold of 0.4, chosen for optimal balance between accuracy and recall.

e This design allows one-shot verification without retraining, achieving sub-second inference times.
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2) Geo-fence Validation

e Location verified within 50-100 m radius of the assigned coordinates.
e Three consecutive readings are averaged for stability.

o Invalid or missing GPS signals are flagged for manual verification.

3) Engagement Analytics (Remote Mode)

e Head position, eye openness, and retina alignment are analyzed frame-by-frame.

e Each metric contributes to an overall Engagement Score (0-1):
E=06(0000000O00)+03(0000000OO0O) +0.1(0 00000 positivity)

e  Sessions with average scores below 0.4 are classified as low attention.

4) Decision Fusion Logic

The Java backend performs dual-layer decision fusion:

o If (Face Verified AND Within Geo fence) — Attendance is market.

o If (Remote AND Engagement > (.4) — Participation is recorded.

o All results are logged with timestamps and verification metadata in MongoDB.

D. Integration and Deployment Pipeline
1) API Architecture:
o REST APIs handle registration, GPS updates, and data logging.
e Web Sockets manage continuous video streams from 1oT modules and remote meetings.
e FCM sends instant geofence—based notifications for live verification.
Figure: FCM Notifications

B AttendifyUser ~
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Check-In Successful
Verify your face to mark your attendance.
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Attendify Location Service
Tracking location

2) Backend Stack:

e Java back end: Handles geo-fencing logic and session coordination.

e FastAPl Microservices (Python): Run the core Al inference endpoints—/verify face, /validate location, and
/analyze_engagement.

e MongoDB: Stores embedding, attendance logs, and engagement metrics.

3) Deployment Setup:

e Containerized with Docker and managed using Kubernetes.

e Reverse-proxies through Nginx for secure routing.

e Communication secured via TLS/HTTPS.

e Real-time monitoring with Prometheus + Grafana dashboards.

4) Performance Optimizations:

e  GPU acceleration for Al inference (CUDA).

e Asynchronous Uvicorn workers for concurrency.

e Caching of frequent embedding to reduce repeated computation.
e Average end-to-end response time: < 2 seconds.
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E. Evaluation and Validation

1) Setup

e Hardware: NVIDIA RTX 3060 GPU, Intel i7, 16 GB RAM.

e Model evaluation based on pretrained VGG-Face benchmark and internal pilot deployment data.

2) Results

Techniqu | Accurac Avg
Module a Inferenc | Notes

€ y

e (ms)

VGG- Single-
Face Face ir;age
Verificatio . 97.4% | 480 e
0 +Cosine verificatio

Similarity n

Geo-tools High
Geo_-fer_lce + fine 99.2 % 120 spatlgl
Validation | Access consistenc

location y

MediaPip Stable for
Attention | e +Gaze multi-

0,

Analytic Estimatio 93.5% 310 frame

n sessions

Combined, the system achieves real-time accuracy > 96 % with end-to-end latency < 2 s.

3) Error Analysis

e Lighting/occlusion caused occasional false negatives.

e  GPS drift corrected by averaging three readings.

e Multi-person meeting noise occasionally misclassifies attention; mitigated by face-tracking refinement.

F. Security and Ethical Considerations

1) Data Minimization: Only embedding, not raw images, are stored.

2) Encryption: AES-256 at rest, TLS 1.3 in transit.

3) Consent Management: Explicit user approval required before facial registration or tracking.
4) Data Retention: Automatic deletion after reporting period.

5) Regulatory Compliance: Ensuring transparency with GDPR-aligned handling and audit logs.

G. Scalability and Maintenance

1) Horizontal scaling of FastAPI containers for large institutions.

2) Retraining unnecessary, but thresholds and embedding periodically refreshed.

3) Airflow pipelines handle nightly maintenance tasks and cleanup.

4) API Gateway modularity allows addition of future modules such as voice or sentiment analytic.

H. Summary

This methodology establishes a real-time, scalable, and privacy-conscious framework for attendance and engagement tracking. By
merging facial recognition, geo-fencing, and attention analytics under one unified architecture, the system achieves a balance
between technical sophistication and real-world usability. Its dual-verification logic, secure data handling, and low-latency design
make it a future-ready foundation for intelligent attendance management across industries.
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Figure: Methodology
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VI. USE CASES AND OPERATIONAL SCENARIOS
This section explains how the proposed Al-Powered Unified Attendance and Participation Analytic System functions across
different environments—whether on mobile devices, through 10T, or in remote meetings—showcasing the seamless real-time
interaction between modules built with Kotlin, Java, Python, and React.

A. Use Case 1 — Smartphone Users: Dual Verification Attendance Check-In
1) Actors:
e  User: Student/Employee
o Attendify System: Java Backed, Python Al Micro services, MongoDB, Web Socket Communication
e Administrator: React Web Dashboard
Goal:
To log attendance with dual verification—confirming both identity (via facial recognition) and location (through geo-fence
validation). The process is fully automated once a user enters a designated area
Figure: Mobile View
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2) Pre-Conditions:

e Users must be enrolled and logged in through the Kotlin App.
e  GPS permissions are granted.

e The session is active and tied to a valid Geo-fence boundary.

3) Post-Conditions:
e Once verified, attendance records are securely stored in MongoDB.
e Real-time updates are visible on both the React Dashboard for administrators and the Kotlin App for users.

4) Flow of Events:

e Login & Permission:

The user logs into the Kotlin app and grants GPS access.

e Geo-fence Entry (Auto Trigger):

Live location coordinates to the Java back end, which continuously checks for entry into the defined Geo-fence.

e Attendance Initiation:

Upon entry, the Java backend triggers a WebSocket event to the Kotlin app, prompting a facial verification request.

e Face Verification Request:

The user taps the notification, and the app captures a live facial image and current GPS data.

e Data Submission:

The app sends the image and GPS payload to the Java back end through a secure HTTPS endpoint.

e Verification Processing:

The Java back end validates the GPS position and securely forwards the facial image to the Python Al back end for recognition.
e Al Processing (Python Layer):

The Python back end uses Open CV for preprocessing and the VGG-Face + Retina Face model for embedding generation and
cosine-similarity matching. It returns the identity verification result to the Java back end.

e  Final Decision Logic:

The Java backend merges both results—if Geo-Fence Valid AND Face Match > 0.4, attendance is marked as “Verified.”
e Data Logging:

A verified attendance record (timestamp, location, identity, verification status) is stored in MongoDB.

e Real-Time Status Update:

Through WebSockets, the verified record is instantly pushed to:

» React Dashboard: For administrator oversight.

» Kotlin App: To confirm successful attendance.

e  Analytic View:

Administrators can visualize trends, heat maps, and user activity logs directly on the dashboard.

B. Use Case 2 — Non-Smartphone Users: loT Face Attendance
1) Actors:
e |oT Camera Module (Edge Device)
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e Administrator (Web Portal)

o Attendify System (Java + Python Backends)

2) Goal:

To automatically log attendance for users without smartphones using loT-based face recognition at entry points.

Figure: Camera feed

|1 Attendify - Real-Time Recognition - 0 X

3) Pre-Conditions:

o Employee registered by admin with a facial image during on boarding.

e Camera module linked to the back end through a Web Socket channel.

4) Post-Conditions:

e Attendance automatically marked upon successful recognition.

e Data logged in MongoDB and visible on the web dashboard.

5) Flow of Events:

e  Frame Capture:

loT camera module captures frames continuously at entry gates.

e  Streaming:

Frames transmitted to the back end via Web Socket for low-latency processing.

e Face Matching:

The Python Al backend generates embedding from the incoming frames and compares them with stored registered images.
e Result Integration:

Java back end finalizes the record, logs the timestamp, and pushes updates to the web dashboard.
e Admin View:

Admin views verified attendance logs tagged by camera ID and timestamp.

C. Use Case 3 — Remote Users: Meeting-Based Attention Analytic

1) Actors:

e Remote Participant (Student/Employee)

e Python Al Back end (Attention Analyzer)

e Administrator (Web Dashboard)

2) Goal:

To evaluate participant engagement during online meetings based on facial attention and posture dynamics.
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3) Pre-Conditions:
e  Meeting session active and connected via Web Socket.
e Webcam access granted.
4) Post-Conditions:
e Attention report generated and logged with timestamps and session details.
5) Flow of Events:
e Live Stream Capture:
The meeting stream is analyzed frame by frame using Open CV.
e  Feature Extraction:
Head position, eye openness, and retina orientation analyzed via Media Pipe.
e Attention Metrics Computation:
The back end calculates key ratios such as:
» presence_ratio
> attention_ratio
» eyes_open_ratio
> attention_score (weighted average in %)
e Log Generation:
Metrics are organized as structured JSSON:
{
"meeting_info": { "meeting_id™: "111114A", "duration_minutes": 0.57 },
"attention_metrics": {
"presence_ratio": 0.98,
"attention_ratio": 0.72,
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"eyes_open_ratio": 0.82,
"attention_score™: 84.91

j2

"statistics": {
"frames_analyzed": 67,
"avg_head_yaw'": 13.1,
"avg_head_pitch™: -2.49

}

}

e Dashboard Integration:
Administrators can access reports in the React dashboard, where they’re presented as charts or attention timelines.

VII.RESULTS AND DISCUSSION
The proposed Al-Powered Unified Attendance and Participation Analytic System was implemented, tested, and evaluated under
real-world conditions involving smartphone users, 10T camera modules, and remote meeting participants.
This section presents an in-depth analysis of the system’s performance, efficiency, scalability, and comparative advantages over
traditional attendance solutions.
A. Experimental Setup
The method ran on an Ubuntu 22.04 LTS server with:
e CPU: Intel Core i7 (12th Gen)
GPU: NVIDIA RTX 3050 (6 GB)
Memory: 16 GB RAM
e Software Stack: Python 3.10 (Fast API + Open CV + Deep Face), Java Spring Boot, MongoDB Version 6.0, React Version 18
and Firebase Cloud Messaging.
We conducted tests that simulated three different operating modes:
e Smartphone Mode: Dual verification combining facial recognition with geo-fencing, executed through the Kotlin-based mobile
app.
e loT Module Mode: Automated attendance logging using IP cameras for on-premises employees.
e Remote Mode: Real-time engagement analytics for participants in

virtual meetings.
B. Comparative Analysis

To evaluate performance, the proposed framework was compared with conventional attendance methods, including manual
registers, RFID-based systems, and fingerprint biometrics.

The Al-powered system demonstrated substantial improvements across multiple dimensions:

Metric Traditional Systems | Proposed System Improvement
Identity Moderate High +25%
Verification
Reliability
Verification Time | ~3.0 seconds ~1.8 seconds —40%

Proxy Attendance | Possible None observed Eliminated
Operational Limited Multi-context Enhanced
Context (campus, remote,

1oT)
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In addition, the use of pretrained models removed the need for retraining, significantly reducing computational load and
maintenance effort while maintaining robust recognition accuracy.

C. Real-Time System Evaluation

1) Latency: The system achieved an average end-to-end response time of 1.8 seconds, measured from geo-fence detection to
dashboard update.

2) Throughput: With asynchronous Uvicorn workers, it handled over 50 concurrent verifications per second efficiently.

3) Scalability: Under peak load, containerized deployment through Kubernetes maintained stability with less than 5% additional
resource overhead.

4) Web Socket Up-time: Maintained 99.87% availability across all operational modes, ensuring consistent bi-directional
communication.

These findings confirm that the architecture supports real-time responsiveness, scalable concurrency, and robust system reliability

under institutional workloads.

D. Engagement Analytic Insights

The system’s attention analytics pipeline provided valuable behavioral insights during remote sessions.

Key findings included:

1) Median Attention Score: 0.84 (84.9%) — indicating sustained engagement levels.

2) Presence Ratio: 0.98 — participants remained visible for nearly the entire session.

3) Eyes-Open Ratio: 0.82 — confirming active participation and alertness.

4) Distraction Periods: Negligible during short sessions (<1 minute).

These results demonstrate that the MediaPipe-based Attention Module effectively measures engagement using only standard video
input—without requiring any invasive or specialized sensors.

E. Discussion

The results validate that:

1) Dual Verification for Attendance Integrity: Integrating Facial recognition with geo-fencing helps in eliminating proxy
attendance and increases accountability.

2) Advantages of One-Shot Learning: Taking advantage of pretrained VGG-Face allows for high-accuracy single-image
registration, facilitating fast and data-light deployment.

3) Cross-Context Flexibility: Unified backend - Be it smartphone, 10T or remote participation.

4) Scalability & Reliability: Web Socket enabled live sync and orchestration at container level ensures that the platform is able to
handle institutional scale workload as well.

5) Privacy-Friendly Design: The system prioritizes data minimization by storing only facial embeddings instead of raw images.
Geolocation data is restricted to spot mapping within an approximate radius rather than revealing precise coordinates.All
communication is secured with end-to-end encryption (TLS 1.3) to meet data protection standards and ensure compliance with
GDPR-aligned regulations.

Overall, the system meets its design objectives—accurate, fast-acting, scalable, and ethically secure—making it a practical and

forward-looking model for next-generation attendance and engagement management ecosystems.

VIIl.  CONCLUSION

This paper presents a novel Al based attendance and participation analysis system that achieves uniform accuracy, higher reliability
and inclusiveness across both educational and professional environments. By integrating Facial Recognition, Geo-fencing, and
Engagement Analytics, the system bridges the gap between physical presence verification and meaningful participation
measurement.

Unlike conventional attendance tools that rely on manual data entry or fixed biometric devices, the proposed solution combines
facial and landmark verification with geo-location validation to ensure authenticity and eliminate proxy attendance. The seamless
integration of Kotlin-based mobile applications, FastAPI microservices, and WebSocket-powered real-time dashboards enables
smooth synchronization between users, backend systems, and administrators—resulting in a fast, reliable, and transparent
attendance process.
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Experimental evaluations demonstrate the system’s robustness, achieving 97.4% accuracy in face verification, 99.2% accuracy in
geo-fence validation, and 93.5% accuracy in attention analytics, all with an average end-to-end latency below two seconds. These
results confirm that pretrained models such as VGG-Face and Retina-Face, when combined with lightweight geo-spatial and
behavioral analytics pipelines, can deliver real-time performance without requiring extensive retraining on new data.

Apart from that the system is built in a modular way making it easy to scale and modify. It supports people with smartphones, 10T—
based edge devices and remote attendees simultaneously in one work framework that enables flexibility in hybrid or decentralized
workspace. Ethical aspects—a.o. data encryption, user consent and automated retention control—reinforce the system’s alignment
with privacy standards such as GDPR.

Ultimately, the Attendify architecture exemplifies how computer vision, geo-spatial analytics, and cloud microservices can
converge to build an ecosystem that is secure, intelligent, and inclusive. It redefines attendance management—transforming it from
a mere record of presence into a dynamic measure of engagement and productivity. This work lays the foundation for future
advancements in Al-powered institutional automation, driving efficiency and accountability in next-generation learning and
professional systems.

IX. FUTURE WORK
Despite good results and stable performance of the Attendify system, there are several promising directions to further
development. These potential enhancements concentrate on reinforcing the system’s analytical intelligence, broadening its
applicability in terms of scenarios and environments, as well as enhancing privacy-preserving computation.

A. Integration with Learning and Corporate Systems

New releases of Attendify will also be compatible with Learning Management Systems (LMS), as well as Enterprise Resource
Planning (ERP) systems, to ensure cross-channels performance tracking. Attendance, engagement and session analytics will
automatically flow into academic or HR systems to help instructors and managers correlate presence, attention and results.The
integration will also provide personalized feedback, adaptive content delivery and predictive insights for low-engagement users in
real time.

B. Emotion and Behavioral Analytic

Present-rated engagement estimates are predominantly the result of facial direction, gaze and eye aperture. The next versions will
employ affective computing techniques to analyzemicro-expressions and emotional cues (confusion, interest, fatigue) with
lightweight convolution networks or vision transformers, This level will provide a richer understanding of user experience and
well-being that enables attention beyond physical co-presence to be interpreted.

C. Voice and Multi Modal Verification

The system can optionally also be extended to include voice-based authentication and speech engagement statistics such as in
meeting environments. With the integration of voiceprint recognition and facial embedding, the system can achieve multi modal
verification if necessary to further lower spoofing threats. Voice activity detection (VAD) and emotion tone analysis may also yield
more participation metrics, especially for online or mix-mode conversations.

D. Federated and Edge Learning

To improve privacy, scalability, and resilience, future releases will adopt federated learning—allowing models to train
collaboratively across edge devices without aggregating sensitive data on central Servers.
Integrating edge Al capabilities into 10T cameras and smartphones will reduce latency, bandwidth usage, and cloud dependency,
enabling attendance verification even in low-connectivity or offline environments.
This decentralized architecture will further enhance energy efficiency, response speed, and data sovereignty.

E. Ethical Al and Policy Alignment

The moral issue in automatic attendance monitoring needs to be pay more attention. Future development will include:
e Bias auditing to ensure fairness across skin tones, lighting, and demographics.

e Dynamic consent models where users can control data access scope.
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o Explainable Al (XAl) features to make verification and engagement decisions transparent.
e Compliance with evolving privacy regulations (GDPR, DPDP, FERPA).

F. Longitudinal and Cross-Institutional Studies

Attendify's generality will be demonstrated by applying it in diverse institutions and types of organizations. Longitudinal data will
allow for the identification of links between frequency and pattern of attendance and performance, shaping up the importance of
smart participation analytics in academic and corporate settings.

G. Summary

The proposed future developments—ranging from multimodal authentication and affective computing to federated intelligence—
will elevate Attendify from a smart attendance tracker to a comprehensive digital presence ecosystem.
In its envisioned form, the system will not only recognize identity, but also interpret engagement, emotion, and interaction, aligning
with the future of Al-driven, human-centered computing.
Attendify thus represents a meaningful step toward intelligent, ethical, and context-aware participation systems designed for the
connected world.
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