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Abstract: Cloud infrastructure is increasingly used to host academic, enterprise, and public-sector services, but its dynamic and
distributed nature makes traditional static risk assessment insufficient. Static rule-based scoring is often unable to com-bine
vulnerability severity, threat likelihood, workload impact, anomalous behavior, and recent operational context into a single
actionable risk view. This paper proposes an Al-driven adap-tive risk assessment framework for secure and resilient cloud
infrastructure. The framework integrates cloud log collection, preprocessing, Isolation Forest-based anomaly detection, Random
Forest-based risk classification, weighted adaptive risk scoring, alert generation, mitigation recommendation, and dashboard-
based visualization. The proposed risk engine computes a nor-malized score using vulnerability score, threat probability, impact
score, and anomaly risk. The system was implemented as a defensive Flask-based prototype using simulated cloud infrastruc-ture
logs. Experimental evaluation on 600 simulated cloud events produced an average risk score of 39.6, identified 108 high-risk
and 13 critical-risk events, generated 746 explainable alerts, and produced 1048 defensive recommendations. The proposed
hybrid model achieved 95.20% accuracy and a 93.75% F1-score in risk-level classification, outperforming a static rule-based
baseline. The results demonstrate that adaptive Al-assisted risk assessment can improve cloud security monitoring, decision
support, and resilience planning.

Index Terms: Cloud security, risk assessment, machine learn-ing, anomaly detection, DevSecOps.

L. INTRODUCTION
Cloud computing enables scalable services, elastic resource provisioning, and centralized management of applications and data. At
the same time, cloud environments introduce security challenges such as multi-tenancy, exposed services, identity and access
management changes, misconfigured ports, privileged operations, abnormal network behavior, and rapidly changing workload
states. Conventional risk assessment meth-ods frequently depend on periodic audits, static thresholds, and manual review. Such
methods are useful for compliance but are less effective for continuous monitoring of dynamic infrastructure.
Risk management standards emphasize the need to identify threats, vulnerabilities, impacts, and mitigation options in a structured
manner. However, practical cloud operations require a more adaptive approach because the risk state of a workload can change
when suspicious login attempts, privilege changes, network spikes, and vulnerability exposure occur together. A single factor alone
may not indicate a serious incident, but the combination of multiple indicators can represent a high-risk condition.
This paper proposes an Al-driven adaptive risk assessment framework for secure and resilient cloud infrastructure. The proposed
system combines unsupervised anomaly detection, supervised risk classification, and explainable weighted scor-ing. It is designed
for defensive academic demonstration and uses simulated cloud log data rather than real cloud credentials or offensive testing.

The major contributions of this paper are as follows:

1) An adaptive cloud risk assessment architecture that com-bines log ingestion, preprocessing, anomaly detection, classification,
scoring, alerting, and recommendations.

2) A hybrid risk score that combines vulnerability score, threat probability, impact score, and anomaly score into a normalized 0-
100 risk value.

3) An explainable alert and recommendation layer that maps risk factors to defensive mitigation guidance.

4) A working prototype dashboard that supports risk visualization, service-wise analysis, region-wise analysis, and report export.

5) Experimental evaluation using simulated cloud infrastructure logs and comparison with baseline methods.
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Il. RELATED WORK

Risk assessment is a foundational activity in cybersecurity and cloud governance. NIST SP 800-30 Rev. 1 provides guidance for
conducting risk assessments as part of risk management, while NIST SP 800-53 Rev. 5 provides a cata-log of security and privacy
controls for information systems and organizations [1], [2]. Cloud security guidance such as ISO/IEC 27017, the Cloud Security
Alliance Cloud Controls Matrix, AWS security architecture guidance, and Microsoft cloud security baselines further emphasizes
identity control, workload protection, monitoring, and secure configuration [12]-[15]. Such standards are valuable for
identifying and managing risk, but operational cloud systems also require continuous detection and prioritization. The Common
Vulnerability Scoring System (CVSS) pro-vides a standardized method for communicating software vulnerability severity using
base, temporal, and environmental metrics [3]. CVSS is useful for vulnerability severity assess-ment but does not directly consider
workload context, recent cloud activity, anomaly signals, or business impact. Therefore, several modern risk management
approaches combine vulner-ability scoring with threat intelligence, asset criticality, and operational telemetry.

Machine learning has been widely applied to security analytics because it can detect patterns in high-dimensional and noisy data [9].
Random Forest is a supervised ensemble classifier that builds multiple decision trees and aggregates their predictions to improve
accuracy and reduce overfitting [4], [5]. Isolation Forest is an unsupervised anomaly detection technique that isolates abnormal
observations using random partitioning; abnormal points typically require shorter paths to isolate [6]-[8]. These characteristics
make Isolation Forest suitable for detecting unusual cloud events even when labeled attack data is unavailable.

Recent research has also explored machine learning for intrusion detection, anomaly detection, and cloud security monitoring [11].
Explainable learning methods are also important because security analysts need evidence for model-driven decisions rather than
opaque scores alone [10]. However, many systems focus primarily on attack classification and do not provide a full workflow from
risk scoring to explainable alerts and mitigation recommendations. This paper addresses that gap by integrating anomaly detection,
classification, weighted scoring, and dashboard-based decision support into a single defensive framework.

Il.  PROPOSED FRAMEWORK
The proposed framework is designed as a closed-loop cloud risk assessment system. It receives simulated cloud infrastruc-ture logs
through a dataset generator or CSV upload module. The logs are validated, cleaned, encoded, and normalized. The Al risk engine
applies anomaly detection and risk classifi-cation. The final risk score is used to generate alerts and recommendations, which are
displayed through a web-based dashboard.

A. System Architecture
Fig. 1 shows the proposed framework. The system is divided into six main layers: data input, preprocessing, Al risk engine, adaptive
scoring, decision layer, and visualization/reporting.

B. Input Cloud Log Features

Each cloud event record contains operational and security attributes. The main fields include timestamp, instance identifier,
user identifier, source IP, region, service, action, status, CPU usage, memory usage, inbound and outbound network traffic, failed
login count, privilege change flag, open ports, vulnerability score, threat probability, impact score, and risk label. The categorical
attributes represent cloud context, while numerical attributes represent security and operational indicators.
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Fig. 1. Architecture of the proposed Al-driven adaptive cloud risk assessment framework.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 14 Issue VII July 2026- Available at www.ijraset.com

C. Preprocessing

The preprocessing layer validates required fields, handles missing values, converts timestamps into hour and weekday features,
encodes categorical fields, and scales numerical fields. This ensures that heterogeneous cloud logs can be transformed into a
uniform feature representation for machine learning.

D. Al Risk Engine

The Al risk engine uses two complementary learning components. The Isolation Forest identifies unusual behavior without
requiring labeled attack examples. The Random Forest predicts the risk class from structured cloud log features. The two outputs are
combined with domain-specific indicators to calculate a final adaptive risk score.

V. RISK SCORING MODEL

For each cloud event i, the proposed score combines vul-nerability exposure, threat likelihood, operational impact, and anomaly
risk:

Ri = oV + BT + pli + 64;, @
where R; is the final normalized risk score, V; is the vulnera-bility score, Tj is the threat probability, I; is the impact score, and
A\ is the normalized anomaly risk. In the prototype, the weights are configured as « = 0.30, § = 0.30, y = 0.25, and o =
0.15. These values give priority to vulnerability and threat probability while preserving the influence of impact and anomaly
behavior.
The risk category C; is assigned using the following thresh-olds:

__Ln\\; O0sSR; =39,
C; = ~Medumm 40<gf <69, @
_High, 70<R; < 89,

" Critical 90 < R; < 100.
To support adaptation, the high-risk threshold is adjusted using recent average risk and alert frequency:

7h(t) = max(60, min(75, 70 — (Mt — Ho) — xf)), (©))
where 7,(t) is the adaptive high-risk threshold, p is the recent average risk, [y is the baseline average risk, f; is the recent

TABLEI

RISK FACTORS USED IN THE PROPOSED FRAMEWORK
Factor Interpretation
Vulnerability score Exposure level of the affacted cloud resource
Theeat pababilitymannn Likslibood of suspicians o2 maliciqus activay.
Impact score Possibla effect on availabiity, confidensality, megrity,

Qg service continuity

Anomaly score Machine leaming-based abnormality indicator
Failed login count Repeated unsuccessful access attempts
Privilegs change Identity and access management modification
Open ports Exposed network attack surface indicator

alert frequency, and » and x are small control constants. This adaptation makes the framework more sensitive during periods of
elevated risk.

V. IMPLEMENTATION

The prototype was implemented as a full-stack web ap-plication. The backend was developed using Python Flask, Flask-
SQLAIchemy, SQLite, Pandas, NumPy, Scikit-learn, and Joblib. The frontend was implemented using HTML5, Boot-strap 5,
JavaScript, Jinja2 templates, and Chart.js. The system uses default role-based access for administrator and analyst users.

The major modules include CSV upload, log validation, preprocessing, model training, risk assessment, alert gener-ation,
recommendation generation, reporting, and dashboard rendering. The machine learning models are trained on sim-ulated cloud log
data and stored as serialized model files. During assessment, every uploaded event is evaluated and saved with its risk score,
category, explanation, alert set, and recommendations.
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A. Algorithmic Workflow
Algorithm 1 summarizes the risk assessment process.
Algorithm 1 Al-dnven adaptivenisk assessment workflow
Require: Cloud log dataset D
Ensure: Risk scores, alerts, and recommendations

1: Validate required cloud log fields in D
: Handle missing values and extract timestamp features
: Encode categorical attributes and scale numerical features
: Apply Isolation Forest to obtain anomaly score A;
: Apply Random Forest to predict nisk class C i
: for each cloud event iin D do
Compute R;=0.30V;+ 0.307; +0.25/; + 0.15A;
Assign category (; using adaptive thresholds

L TR LR

w

9: if R;2 1, or suspicious condition is present then
10: Generate explainable alert

11: Generate defensive recommendation

12:  end if

13: end for

14: Store results and update dashboard statistics

VI. EXPERIMENTAL SETUP
The experimental evaluation used 600 simulated cloud infrastructure events. The synthetic data generator produced

TABLEII
EXPERINENTAL DATASET SUMMARY
Property Value
Total cloud events 600
Services Compute, Storage, Database, IAN(
Network, Monitoring
Ragions ap-south-1, us-2ast-1, us-west-2, 2u-
west-1, central-{ndia
Risk labels Low, Medium, High, Csitical
Averags risk score 306
Active alents generated 74
Recommendations ganeratad 1048
Evaluation scope Defensive academic prototype
TABLE III

RISK CATEGORY DISTRIBUTION

RiskCategory  Events  Percentage

Low 34 58.00%
Medium 131 2183%
Hish 108 18.00%
Critical 13 217%

records across six service categories: Compute, Storage, Database, IAM, Network, and Monitoring. Regions included ap-south-1,
us-east-1, us-west-2, eu-west-1, and central-india. Risk-inducing conditions were configured through high vul-nerability scores,
threat probability, impact score, failed login count, privilege changes, exposed ports, and abnormal network traffic.

The dataset was divided into training and testing sets using a standard train-test split. Accuracy, precision, recall, and F1-score were
used for risk classification evaluation. The dash-board and report pages were used to validate explainability and decision-support
outputs.

VIL. RESULTS AND DISCUSSION
A. Dashboard-Level Results
The implemented prototype produced a dashboard summary with 600 total events, 348 low-risk events, 131 medium-risk events, 108
high-risk events, and 13 critical-risk events. The active alert count was 746 and the recommendation count was 1048. Fig. 2 shows
the dashboard output of the implemented prototype.
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B. Model Performance

Table IV compares the proposed hybrid risk engine against baseline methods. The rule-based baseline depends only on static
thresholds. The Isolation Forest-assisted approach im-proves anomaly sensitivity, while Random Forest improves supervised risk
classification. The proposed hybrid method gives the best overall performance because it combines model outputs with weighted
domain risk factors.

C. Service-Wise and Region-Wise Risk
The report module summarizes high-risk services and re-gions. 1AM produced the highest average service risk score of 43.8,
followed by Network at 40.29 and Storage at 39.32. Region-wise results indicate that eu-west-1 and us-west-2 had

() Cloud Risk Al

Login successful. X

Risk Dashboard

W Clear Data
Live assessment view across simulated cloud infrastructure events. —

TOTAL EVENTS Low MEDIUM HIGH CRITICAL ACTIVE ALERTS AVERAGE SCORE

600 348 108 13 746 39.6

Risk Mix Service Risk

— Lo Medium S High NS Critical 1AM

Fig. 2. Implemented dashboard showing risk distribution, service-wise risk, and event summary.

TABLE IV
PERFORMANCE COMPARISON OF RISK ASSESSMENT METHODS
Method Acc Prec. Rec. Fl
Rule-basad baseline 8120 7860 7680 7769

Isolation Forestassised 8740 8510 8370 8439
Random Forest classifier 9280 9160 90980 9125
Proposed hybridengine 9520 9410 9340 9375

TABLEV
TOP RISKY SERVICES IN THE PROTOTYPE OUTPUT
Service AverageScore  Count
IAM 4380 159
Network 022 87
Storaze 3832 20
Database 3754 76
Compute 3748 84

the highest average risk scores. These values do not imply that a real cloud provider region is insecure; rather, they represent the
simulated workload configuration used in the prototype.

D. Risk Assessment and Reporting Screens
Fig. 3 shows the risk assessment page, where each event is displayed with anomaly status, predicted class, score, category, and
explanation. Fig. 4 shows the reporting page with risk summary, service-wise risk, region-wise risk, recent alerts, and export options.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 14 Issue VII July 2026- Available at www.ijraset.com

E. Alert and Recommendation Analysis

The alert engine generated alerts for high risk scores, repeated failed login attempts, privilege changes, excessive open ports,
anomaly detection, high vulnerability exposure, elevated threat probability, and high impact workloads. Each alert includes a
severity level, reason, and suggested defen-sive action. Recommendations include enabling multi-factor

TABLE VI
Top Risky Regions in the Prototype Output
Region AverageScore  Count
eu-west-1 4156 128
us-weast-2 4122 130
ap-south-1 30.18 124
us-2ast-1 3886 105
central-{ndia 36.65 113

authentication, reviewing 1AM changes, closing unnecessary ports, patching vulnerable instances, isolating suspicious in-stances,
rotating credentials, and increasing monitoring.

The combination of alerts and recommendations improves actionability. Rather than presenting only a numerical score, the system
explains why a resource is risky and what defensive action should be considered. This is important in cloud secu-rity operations
where analysts need prioritized and explainable guidance.

VIII.  SECURITY AND ETHICAL SCOPE
The prototype is strictly defensive. It does not include exploit code, unauthorized scanning, credential harvesting, password attacks,
malware, real cloud account compromise, or destructive automation. The dataset is simulated and the system is intended for
academic demonstration, risk visual-ization, and defensive decision support.

IX. LIMITATIONS
The present work has several limitations. First, the dataset is simulated and does not include real production cloud teleme-try.
Second, the current prototype uses batch CSV processing rather than real-time streaming. Third, the recommendation engine is rule-
driven and does not automatically execute mit-igation actions. Fourth, explainability is implemented through rule-based risk factor
descriptions rather than advanced model

9 Cloud Risk Al

Risk Assessments

All categories v ‘ Y
Explainable classification and adaptive risl S

INSTANCE ~ SERVICE REGION ANOMALY PREDICTED SCORE CATEGORY EXPLANATION
tral- Critical risk (93.08/100) due to high vulnerabili , high threat probability, high i t , abl | login failures, ts, I
1769078 Storage centra e High 5 ritical risk (93.08/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, many open ports, anomaly
india detected.
Critical risk (90.68/100) due to high vulnerabili , high threat probability, high i t , abl | login failures, rts, I
1979727 Storage STV Gitial BTN i ritical risk (90.68/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, many open ports, anomaly
detected.
1344119 1AM WY Yes Critical PR i ) Critical risk (90.43/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, privilege change, many open
ports, anomaly detected.
Critical risk (90.10/100) due to high vulnerabili , high threat probability, high i t , abl | login failures, privil hange, I
T S v aitical SR cicc ritical risk (90.10/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, privilege change, anomaly
detected.
i-434394  Monitoring us-west-2  Yes Critical 89.92 m Critical risk (89.92/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, anomaly detected.
(503380 Datsbess  USWERZ VS Critical 8943 m Critical risk (89.43/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, many open ports, anomaly
detected.
488984 Monitoring us-east-1 Yes Gitical R Cic ) Critical risk (89.16/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, many open ports, anomaly
detected.
Critical risk (88.32/100) due to high vulnerabili , high threat probability, high i t , abl | login failures, rts, I
1729402 Storage e e Gittial o2 CZ ritical risk (88.32/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, many open ports, anomaly
detected.
S e Critical risk (88.16/100) due to high vulnerability score, high threat probability, high impact score, abnormal login failures, privilege change, many open

Fig. 3. Risk assessment page showing explainable classification and adaptive risk scores.
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TAL EVENTS AVERAGE RISK ACTIVE ALERTS

600 39.6 746 1048

Top Risky Services Top Risky Regions
SERVICE AVG SCORE COUNT REGION AVG SCORE COUNT
IAM 43.8 159 eu-west-1 41.56 128
Network 40.29 97 us-west-2 41.22 130
Storage 39.32 90 ap-south-1 39.18 124
Database 37.54 76 us-east-1 38.86 105
Compute 3748 84 central-india 36.65 13
Recent Alerts
SEVERITY TITLE ACTION

Fig. 4. Report page showing summary metrics, top risky services, top risky regions, and export options.

explanation methods such as SHAP or LIME. Finally, the prototype does not integrate directly with AWS, Azure, or Google Cloud
APIs.

X.  FUTURE SCOPE
Future work can extend the system in several directions. Real cloud integration can be added using APIs for CloudTrail, Azure
Activity Logs, and Google Cloud Audit Logs. Stream-ing pipelines can be implemented using Kafka or cloud-native event hubs.
Federated learning can support multi-cloud envi-ronments without centralizing sensitive telemetry. Explainable Al methods can
improve analyst trust by identifying feature contributions. Finally, automated policy recommendations can be integrated with
DevSecOps workflows, subject to human approval.

Xl.  CONCLUSION
This paper presented an Al-driven adaptive risk assessment framework for secure and resilient cloud infrastructure. The proposed
system combines cloud log preprocessing, Isolation Forest anomaly detection, Random Forest risk classification, adaptive risk
scoring, explainable alerting, mitigation recom-mendations, dashboard visualization, and reporting. Prototype evaluation using 600
simulated cloud infrastructure events demonstrated that the proposed hybrid risk engine improves classification performance over
static rule-based methods and provides practical decision support for security analysts. The framework offers a safe and extensible
foundation for cloud risk monitoring, resilience planning, and future DevSecOps integration.
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