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Abstract: Data accessibility refers to making sure that users have unrestricted access to information, whereas data privacy refers
to making sure that users have control over access to information. Data accessibility and privacy conflicts are common, and the
healthcare industry is one where they are particularly crucial. In this post, we talk about how blockchain technology and smart
contracts could be useful in various common situations involving data access, data management, and data Interoperability for
the particular healthcare area. We then suggest developing a sizable information architecture based on smart contracts as
information intermediaries to access electronic health records (EHRs). Our key contribution is how we frame the problems of
data accessibility and privacy in healthcare and how we suggest a blockchain-based integrated architecture.
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I INTRODUCTION

Interoperability in the field of data health is still a challenge. The fundamental issue is how to enable open access to practical data
(health data), while protecting individual privacy, maintaining anonymity, and preventing data misuse.
Smart contracts and blockchain technology [Nakamoto 2008] appear to offer an intriguing and creative solution to maintain
references to Electronic Health Records (EHRs). By using this technology, patients could have more control over their own data
while providing health professionals and institutions, such as hospitals, access to patient data managed by other organisations.
Ensuring privacy and interoperability, blockchain has the potential to enhance EHR systems.
This article investigates the use of blockchain and smart contracts to enhance EHR. To start, we go over some non-technical factors
that help health data make sense. Then, we suggest a design that can enhance existing EHR systems. Our objective is to make
patient data accessible securely so that a third party cannot access it. Only the patient, healthcare professionals, and/or institutions
should be involved without permission.
We introduce one example that is particularly pertinent to more clearly explain and explore these issues:
» Simple example. While having a medical appointment at institution Z, patient X needs some medical data, but the data was

created during a prior appointment between X and Y and is maintained by professional/institution Y. In this case, X is typically

a common person. Y and Z are two different medical specialists or hospitals.
The scenario described above is somewhat common, yet it raises a variety of technical and non-technical concerns. How can X's
health data be located and made accessible is the initial query. This suggests that a discovery service exists and that Y and Z can
communicate with one another. What privacy limitations must be followed is the second query. For instance: 1) data privacy, 2)
control over who has access to each piece of data, 3) faith in medical institutions, etc. Additionally, even if all data are human
accessible, such as in PDF format, standardising data formats is an issue. Data accessibility refers to making sure that information
access is unrestricted, whereas data privacy refers to making sure that users retain control over access to personal information
[Pavlou 2011].
Conflicts between accessibility and privacy are inevitable, and the healthcare industry is one where they are particularly pertinent.
Most of the time, patients require the treatment of many doctors and institutions, all of which should have access to each other's
clinical notes and patient information [Reti et al. 2010]. Institutional or personal health records are not necessarily interoperable, and
institutional health records are not always accessible to other institutions [Detmer et al. 2008]. These problems are well-known in
the healthcare industry and are related to care coordination, a major issue in medicine (see, for instance, Klein et al. 2015). In
another scenario, if the patient’s medical condition prevents her from being able to grant permission to her records (for example,
because the patient is unconscious), we can think about a “break the glass” mechanism,
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Where a health professional is given permission to access her records, given an explicit account of the patient’s condition and
presentation of the professional’s necessary credentials, as well as publicly available information stating that the professional is
authorised to do so.

To reduce information curation costs and the need for trust in fewer third-party organisations, it is in the patient's best interest that
these situations use the fewest possible mediating institutions.

A blockchain-based solution can enable widespread accessibility, maintain data privacy, lower curating and mediation costs, and
offer trustless confidence in information networks. In the sections that follow, we go over blockchain-related activities, data
accessibility, and privacy concerns in the context of implementing and maintaining a global EHR built on a decentralised blockchain
architecture. We also present a sketch of the system's architecture, which may include all of these features, as well as any additional
guiding ethical and openness principles.

II. DISTRIBUTED AND SECURE COLLABORATION WITH BLOCKCHAIN

Blockchain technology was most widely used in cryptocurrencies like Bitcoin [Nakamoto 2008]. They've been suggested as a way
to develop additional decentralised applications more recently [Ferrer 2016, Lazarovich 2015, Peterson et al. 2016], Lewenberg et
al. (2015), and Norberhuis (2015). A distributed ledger, which functions as a database and contains data on the history of
transactions involving various agents, is the foundation of blockchain technology. Groups of agents (chosen in accordance with
various policies, depending on the application domain) continuously audit it. Each auditing's outcome is recorded in a block and
transmitted to the network. Blocks are sequentially added to the ledger and join together in a chain using cryptography. It is simple
to identify attempts to tamper with the blocks or change their arrangement. According to a predetermined set of rules, the entire
community has the option to approve or reject any block's dependability. An agent always selects the longest chain of valid blocks
(or the oldest one, if they are equal in length) when receiving multiple valid updates to their local copy of the ledger, discarding any
conflicting and less significant chains. Even in situations where propagation is sluggish due to significant network latency,
consensus will finally be obtained thanks to this theoretically straightforward approach. Similar to this, malevolent nodes may
attempt to add entries to the ledger with good intentions, but the community will simply ignore their blocks and chain, thereby
forcing them to follow the rules. If the community approves auditing, the ledger—which can include recent, previously unconfirmed
transactions—is replicated across the agents. If not, the largest accepted piece of the ledger is copied with details regarding
discrepancies and necessary actions, whose results are then recorded as new transactions to be audited during subsequent rounds of
verification. As a result, it is possible to imagine a blockchain-based solution that would ensure information accessibility in any kind
of large-scale system. Given that (1) peers are required to store copies of the ledger of interactions and (2) transactions and
blockchains per se must be distributed across the network of peers, the distribution of health records across a network of healthcare
agents can be accomplished most effectively using this technology, provided that solutions are provided for the latency and storage
requirements associated with it.

A Dblockchain-based platform for entirely decentralised applications is called Ethereum [Wood 2014].The foundation of it is the
concept of smart contracts, which are protocols that define action steps so that peers can interact with one another. It is possible to
implement pertinent agents for information management using smart contracts. Rules for restricting user access to the contents of
encrypted health information could be included in smart contracts, for instance. This might make it possible to use smart contracts to
build a privacy layer into a distributed information system. The architecture suggested in this article is based on the present
Ethereum platform and the concept of using smart contracts to automate the workflow of health data.
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Figure 2.1 Overview of completing a transaction
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The qualitative analysis process looked at 67 papers' abstracts. Finding common themes required a deeper examination of the
complete articles that were chosen for inclusion. Patient-centered care, value-based systems, and managing health IT are all factors
in healthcare. Sustainability, electronic health records, and the security of health data are all factors in the blockchain. Articles about
blockchain programming and the bitcoin market were prohibited. There were still 38 articles available for examination.

1. REQUIREMENTS FOR AN OPEN AND GLOBAL EHR SYSTEM
In this section, we go over a few difficult needs for EHR systems and how blockchain technology and smart contracts could be able
to help.

A. Data Accessibility And Management

Accessibility to health records is a significant issue in the scenarios examined in this paper. Traditional approaches would be

predicated on the formal and social acceptability of one (or a network of) mediating institutions, who would be in charge of keeping

and curating health records and regulating access to them in accordance with existing laws and contracts.

The following are two pertinent concerns with regard to the hiring of such mediators:

1) Financial concerns, as the upkeep of a dependable infrastructure to store health records on a broad scale and regulate access to
them properly requires significant resources, even when the mediators are nonprofit organisations.

2) Trust-related difficulties; in order to be acknowledged as information keepers, these mediators must be considered as
dependable and trustworthy by all parties.

The alternative of using a decentralised network of mediators to store and handle information has been made possible by blockchain

technologies. With this technology, it is not necessary to believe in any particular mediator because the greater and less organised

the network of mediators is, the more dependable the collective behaviour of these mediators can be taken into account. The idea of

"trustless trust" is thus introduced by blockchain technologies, where users of an information system can place their trust in the

system as a whole without having to recognise or have faith in any particular peer.

B. Privacy levels and anonymization

Information about a person's personal health should be kept private. To guarantee that only the patient's own healthcare providers
and others who have the patient's express consent to see their records have access, an EHR system must incorporate privacy
policies.

However, certified institutions in charge of managing public healthcare should have access to aggregate and de-identified data so
they may monitor and stop the spread of diseases, for example. To address various privacy concerns, a commitment and encryption
layer must be included in the solution.

An exception is when a patient is unresponsive, in which case access to personal data should also be taken into account (e.g. because
she is unconscious). These exceptions call for the involvement of mediating third-party institutions or other care providers, who
must record, preserve, and administer the exceptions (declared by people), as well as credentials, and the circumstances that call for
extraordinary access to private information.

Additionally, authorities in charge of public healthcare must have access to anonymised aggregate data. Data anonymization in this
context is a type of information sanitization with the goal of protecting privacy. To ensure that the individuals to whom the data
pertains remain anonymous, personally identifying information is either encrypted or removed from data sets. However,
anonymization does occasionally provide a danger of unfavourable societal repercussions [Taylor 2016]. Prior to signing up for any
information management system, patients must be made fully aware of the corresponding hazards.

As a result, privacy needs to be divided into smaller layers, with access to each layer being governed by a different set of guidelines.
For instance, carefully crafted templates can be used to make sure that data is saved in the proper sub-layers while constructing an
electronic health record.

Individually identifiable data may be on a different layer from anonymized aggregate data, and may only be disclosed with the
direct consent of the patient.

By automating the structuring of data in various levels of privacy and detail, smart contracts may be an aid in the process of data
cleansing. Consensus algorithms on the blockchain may also make it possible to develop "break the glass" solutions without the
need of a third party intermediary.
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Iv. A GENERAL ARCHITECTURE FOR A GLOBAL SCALE EHR BASED IN BLOCKCHAIN

In light of the aforementioned difficulties with data accessibility, privacy, morality, and the value of openness, we present an EHR
architecture built on blockchain and smart contracts that might make health records interoperability feasible and secure on a
worldwide scale.
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Figure 4.1 The elements of basic architecture

Blockchain: A distributed ledger with smart contract execution capabilities. This component is in charge of keeping track of
references to medical transactions, including doctor's appointments, diagnostic tests, prescription medications, etc. In
conclusion, a block in a cryptocurrency system consists of financial transactions. Each transaction's format is described in
Section IV. 4. A block may have links to health data in an electronic health records privacy layer. For instance, when a patient
X is seen by a doctor in the hospital Y, a transaction is recorded in the ledger indicating that Y has access to the patient's data.
Service For Data: A service that stores data and is required to retain the medical records. Each file in this proposal's cloud file
system belongs to party X and can be read by party Y 3. For instance, you may use Dropbox, Google Drive, and Megadrive,
which are all well-known cloud storage options. To be used in our architecture, the data service must provide cloud access, file
access control, and APIs to add and remove reading access to the files.

Wallets: The private and public cryptographic keys of a user must be stored in an electronic wallet. Users are identified in the
solution using the public key. The password and email used to access the data service are likewise stored in the wallet. The
system can be accessed using the wallet as its default user interface.

The Discovery Service: 1is a supplemental, optional technology that speeds up information search. It serves as an index to the
data kept on the blockchain. For instance, the discovery service provides a list of blockchain transactions that belong to a
patient named X, identifiable by his public key X+. Additionally, it must provide a way to locate X and Y given a pointer to a
data file. A NoSQL database that maintains a view of the blockchain with eventual consistency could be used to offer this
service.This component has no security flaws because it only reads the blockchain, and the answers to its queries can be easily
confirmed by local copies of the blockchain. Additionally, the Discovery Service might develop to provide fundamental
services for a professional search.

The architecture separates data storage from transaction control, which is accomplished using a blockchain ledger (Data Service).
All data might theoretically be stored in the ledger in a solution, however this is not practical because to performance issues.

This architecture's practise of giving consumers control over data management is one of its features. The patient is the owner of the
data and has the right to delete or limit access to it at any time.
The collection of smart contracts forms the basis of the architecture. They are accountable for:

Storing a new transaction in the ledger and are kept in the books.
Obtaining and processing requests for access;
Recording all authorised access to data.
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A. Transactions

The fundamental piece of data that the system manipulates is a health transaction. There are specified the following categories of

transactions:

1) New Record: With this transaction, a fresh record is added to the ledger. It has the following fields: timestamp, X+, Y+, content
metadata, content public data, link, and hash (data).

Where: The public data and metadata are optional fields; the link is the location of the electronic health data that is stored in the

cloud, encoded so that only X or Y could decode it (for instance, the sensible parts of the file can be encoded using key K, but the

file also contains X+(K) and Y+(K)). The field hash(data) enables the accuracy of the data content to be verified; it is crucial to

ensure that the information has not been altered.

2) Request Access: is a tool established by Z to ask for access to stuff that belongs to X.

It includes a timestamp: a Z +, an X +, and a Z (X+(link)). To establish Z's identification, use the phrase Z (X+(link)). Because the

link is encoded with X+, it should be noted that only X can allow access to the data.

In response to an Access Request, X generated the object Access Granted. Timestamp, X+, Z+, and link are all present. It should be

noted that the link will include a copy of the original value with permissions set to Z.

B. Data Ownership
The patient X is the data owner in this system. Each user is assumed to set up a cloud file system in the wallet. The user can delete
his or her personal health information, revoke access to it, but he or she cannot delete a transaction from the ledger

C. Wallets

The solution is based on a technique called personal health wallets, which securely store a patient's identification on a blockchain.
The Wallet is devoid of Only a public key is revealed in the blockchain; a patient is not identifiable there. However, it is well
recognised that looking into additional factors can reveal an identity. 2017 [Goldfeder et al.]

D. Smart Contracts

A smart contract is a piece of computer code that is recorded on the blockchain and can be run on a virtual machine. They can be
used, for instance, to start a new transaction, resolve transactional conflicts, send alerts, etc. Contracts should verify the transaction
requests in our design. The software component that sends a transaction to be stored on the blockchain after it has been validated is
the contract, in actuality. We predict the necessity of, at least, the following contracts:

1) Create New Record

2) Process Access Request

It is possible to create additional contracts to execute complex anonymization procedures, pay patients for data access granted, etc.

V. CONCLUSIONS
Despite recent IT advancements, few healthcare organisations today offer data linkage between departments. The primary healthcare
scenarios of care coordination and health information management are utilised in this work, and a secure data exchange architecture
is also proposed. In our idea, the patients own all data. In order to achieve security, high availability, fault tolerance, and better trust,
it also depends on blockchain technology and widely utilised cloud storage services. The suggested architecture is adaptable to take
both technical and moral aspects into account. It advances the discussion of each of these concerns and, in doing so, moves us closer
to finding answers to the conflicts between data accessibility and privacy. However, it does not resolve these conflicts or suggest
remedies. In the future, after a trustworthy health data network has been established, the activity of granting data access could be
transferred to the blockchain, opening up new possibilities for the management of health data.

VI FUTURE WORK
In the near future, we want to put the proposed architecture, depicted in Section 5, into practise as a functional prototype. A
straightforward mobile wallet created in Android should be a part of this minimal implementation, together with contracts created
using the Ethereum foundation (Wood 2014). In addition to validating the architecture, one of our objectives is to objectively assess
how many transactions the blockchain can sustain. The ability of the Ethereum development framework to describe complicated
computer models, which are required for the implementation of actual smart contracts in the healthcare industry, is another factor
that needs to be considered.
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