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Abstract: Audio piracy remains a persistent issue, highlighting the crucial need to protect audio signals and respect intellectual
property rights. To tackle this challenge, we propose a two-step procedure consisting of intrinsic time scale decomposition (ITD)
and Singular Value Decomposition (SVD).In our approach, the audio to be watermarked is initially divided into intrinsic mode
functions and a low-frequency residue component using an iterative time scale decomposition technique. Subsequently, we apply
Singular Value Decomposition to both the low-frequency component and the watermark. This allows us to embed the watermark
within the residue component of the audio.To generate the watermarked audio, we combine the intrinsic mode functions with the
watermarked residue component using inverse Intrinsic Time Scale Decomposition. This ensures that the watermark becomes
integrated into the audio signal. Notably, our proposed approach effectively addresses computational complexity, a common
challenge, while also prioritizing robustness and imperceptibility in line with advanced methods employed in the field.

L. INTRODUCTION
Recent years have seen an exponential rise in digital media, and the ease of exchanging digital content via the internet has raised
security concerns. Therefore, in light of the current situation, where we routinely transfer sensitive data over unsecure networks,
robust security measures are necessary to improve data security and prevent data breaches [1],[2]. When seen in a broader context,
security systems can be divided into two groups: information encryption systems and information concealment systems [3]. Fig. 1.1
displays full classification of the watermarking media and the domains of watermarking.
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Figure 0.1: Classification of watermarking.
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The process of digital watermarking is adding extra data to the host or cover media, which can only be retrieved when the extractor
is aware of the embedding method precisely. The cover media, which can be audio, video, image, or text, is crucial to the
watermarking process. Imperceptibility and resilience are the two main qualities of digital watermarking [4]. The art and science of
steganography involves concealing confidential information in a cover material. The type of cover material used in steganography,
whether it be text, audio, video, or images, is unimportant because it just serves as a conduit for the transfer of secret data. Even the
fact that sensitive data is being transferred is intended to be concealed using steganography. The study of secret data transmission
techniques from sender to legitimate recipient that prevent unauthorized parties from accessing the crucial data being communicated
is known as cryptography. In cryptography, immediately important material is transformed into a chain of bits that appears
meaningless to an intrusive party [5]. In cryptography, we typically utilize various encryption techniques to protect digital stuff that
is sent and delivered. Information concealment encompasses both steganography and digital watermarking, yet their objectives
could not be more different. In watermarking, the cover medium is crucial, whereas in steganography, the embedded data is crucial.
On the other hand, material that needs to be sent is made to appear worthless in cryptography. Therefore, compared to the other two
types of information security methods, cryptography draws more attention from hackers. Each of the three categories has some
associated benefits and drawbacks, therefore depending on the application, one or more of the three may be utilized, or two or more
may be combined to increase security. The best method for protecting digital data is digital watermarking. The cover media utilized
can be text, audio, video, or image, however we primarily employ cover image as the cover medium, giving rise to digital image
watermarking. Digital image watermarking has drawn more attention in study than audio, video, or text watermarking.

The two components that make up the fundamental model of digital watermarking are embedding and extraction. A proprietary
embedding algorithm is used to implant a watermark into a cover media. The watermarked output is transmitted across an unsecured
route. Since the detection mechanism is exclusively known to him, only the authorized user can extract the watermark on the
receiver side. Without accurate knowledge of the detection technique, the intrusive party cannot extract the watermark. A secret key
can be utilized during the embedding procedure in addition to the watermark. Digital watermarking methods can be used to secure
the distributed and transmitted digital content. Combining encryption and watermarking methods can increase security. The
following is a discussion of the uses for which digital watermarking is appropriate:

A. Copyright Protection

As a watermark, we can incorporate certain copyright-related information onto the appropriate cover medium. A logo, a special
pattern known only to the owner, or any of the owner's private information could be the watermark. The embedded watermark can
be removed to settle a dispute regarding ownership.

B. Fingerprinting

We can trace the origin of illegal copies that are being distributed using fingerprinting technology. In copies of data that are
transferred and disseminated to numerous clients, the owner incorporates various watermarks. By providing the data to unauthorized
users, consumers who have violated their agreements can be easily identified. This strategy is frequently used in online music sales.
Additionally, fingerprinting can be used to stop unauthorized redistribution of a legal copy.

C. Copy Control

Watermarking can be used to stop unauthorized copying of digital files. The content that is watermarked cannot be copied in the
first place, but even if it is, the watermark will remain intact. The watermark contains information about the owner as well as the
number of permitted copies. It aids in locating illicit distribution as well.

D. Broadcast Monitoring
In order for an automated system to verify whether or not commercial commercials are broadcast in accordance with contract, we
can apply watermarking in those advertisements. Even outside of TV ads, other TV items can be authenticated via watermarking.

E. Image Authentication and Data Integrity

Digital watermarking also finds applications in authentication of images and tamper detection. The photographs used in military and
other sensitive services must be genuine. In courts digital photographs are used as evidences and can be authenticated using digital
watermarking. A fragile watermark in particular tells us whether the data has been changed or not and gives information about exact
locations being tampered.
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F. Medical Safety

So that less data needs to be transmitted, we can utilize watermarking to integrate the electronic health records of patients into their
own medical photographs. This is especially crucial in the current climate, in which telemedicine is receiving a lot of attention. We
can add a watermark, the patient's case history, and their electronic health record on their own medical photos to increase the
security of the medical information system. The only issue with watermarking medical images is that the area of interest needs to be
preserved to avoid incorrect diagnosis. Watermarks are therefore inserted in medical photographs either via reversible methods or
solely in non-interesting areas (RONI).

1. LITERATURE REVIEW
Byeong-Seob [6] Byeong-Seob proposed a revolutionary digital audio watermarking scheme. The core idea of the proposed method
is to propagate an echo by using PN sequences in the temporal domain. This PN sequence acts as a secret key that may be used to
decode the encoded information, offering more privacy than regular echo concealment, which lacks such a key.
Y. Xiang [7] presented a productive PN sequence for time-spread echo-based audio watermarking. In the perceptually significant
region, the recommended sequence results in an echo kernel with a magnitude response that is less. Its correlation function, which
likewise has more large peaks than the prior PN sequence, generates a modified decoding function.
Guang Hua [8] For a time-spread echo-based watermarking method, Guang Hua presented a novel digital FIR filter design. Spectral
factorization and convex optimization techniques are specially used to build the design. For time-spread echo-based audio
watermarking, it provides a comprehensive, accurate, and flexible solution..
Bassia [9] employed a direct modification of the amplitude values in the time domain, but there was no discernible difference as a
consequence. A watermark key that was only known to the copyright holder was used to construct the watermark that was integrated
into the audio stream.
Lei et. al. [10] suggested a methodology that incorporates elements of SVD, synchronization coding technique, QIM (Quantization
Index Module), and LWT.
This approach performs excellent in parameters of imperceptibility, robustness. The audio segments are first LWT decomposed, and
then estimated coefficients that have been previously divided into non-overlapping blocks are created. After that, the watermark is
put in the low frequency sub band, and SVD is applied to each block separately. Then, using a QIM method, a watermark that is
encrypted and in a random, chaotic sequence is inserted into each value.
Bai Ying Lei et al. [11] Single value decomposition (SVD), which has more sophisticated properties than DCT and DWT, was
proposed by Bai Ying Lei et al. as an innovative and significant technique in robust digital watermarking. SVD-DCT employs an
improved variant based on synchronization coding techniques. This uses a chaotic sequence as the synchronization code and
incorporates it into the host signal after adding a binary watermark to the high frequency section of the SVD-DCT block.
N.J. Harish et al. [12] Based on DWT-SVD-DCT, N.J. Harish et al. developed a hybrid robust watermarking technique. We may use
it to learn how to mix several wavelet transformations. The two essential characteristics of copyright protection and resilience are
highlighted in this context. This method embeds the main watermark element, which is now visible in the DWT branch of the host
pictures DCT domain.
Krishna Rao Kakkirala and Shrinivisa Rao Chalamala et al. [13] A secret sharing technique and a DWT-SVD based on audio
watermarking were proposed by Krishna Rao Kakkirala et al. In doing so, they developed a method based on the watermarking of
audio streams to add information.
To add information or a watermark, the secret sharing method, a cryptographic technique, is utilized. The DWT and SVD are both
used to embed and extract the watermark from the audio stream.
Jose, Rene et al. [14] introduced a unique technique for high payload data concealment for audio broadcasts utilizing OFDM
concepts. It is based on modulating the phase components of an audio stream at a selected frequency sample using a reduced arc M-
order shift keying (MPSK) modulator. By adjusting the frequencies of various audio signal components, it is straightforward to
control perceptual distortion and data hiding payload using this technique.
Ortiz & al [15] introduced a technique for audio watermarking that is robust to irrational attacks. The process involves breaking the
audio stream into fragments and applying the Fast Fourier Transform (FFT) to each segment. The resulting frequency coefficients of
each segment are then used as the dataset for watermark insertion. Specifically, the frequency coefficient with the highest amplitude
is combined with a watermark bit.
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Hu & Lee [16] In this technique, the suitable audio clips are first picked out for hiding. Each portion is then separated into frames
(non-overlapping). Then, every frame is subjected to an FFT. The watermark bits are subsequently inserted in the reduced frequency
parts of the signal.

Sayed & al [17] Based on the values of the energy levels in the FFT domain, suggested a novel method for audio watermarking.
This method enables the insertion of two bits in each audio framework by restricting the power of the sub-frames to a Lucas math
array and employing a typical embedding mechanism.

Abdel Wahab & al [18] A Singular VValue Decomposition (SVD) and FRT (fractional Fourier transform) based audio watermarking
technique was put out by Abdel Wahab et al. This technique includes converting the signal into a 2-D matrix and applying an SVD
to it. The W (watermark image) grid enlarges the S- matrix. The final matrix is sent through an inverse SVD to make it back into a
1-D matrix.

1. PROPOSED METHOD

The audio watermarking scheme proposed comprises two main processes: the embedding process and the extraction process. Fig.
3.2 and Fig. 3.3 illustrate the flowchart for each of these processes, respectively. During the embedding process, the audio is
decomposed into Intrinsic Mode Functions using Intrinsic Time Scale Decomposition to obtain a residue component with a low
frequency.

This residue component contains the owner's watermark, creating the watermarked audio. The extraction process, on the other hand,
is used to verify the audio's copyright by extracting the watermark from the watermarked audio and comparing it with the original
watermark.

Being low frequency component, it changes the listening experience minutely which is one of the main goals of the audio
watermarking. Singular value decomposition is applied to the residue component to obtain three matrices where the S-matrix is used
for the embedding purpose due to its excellent properties.

A. Embedding of Watermark
We embed the watermark W into an audio or speech signal S, where S = {s(i), 0<i < length} contains length samples, and the
watermark isan N x M matrix given by W = {w (i, j), 0<i <N, 0gj < M}.

The watermark embedding process can be described as follows:

1) Step 1: Iterative Time scale decomposition of the audio as well the watermark is performed.

2) Step 2: The output of the first step actually generates a band of IMF’s and a low frequency residue ~ component. Here we
select this low frequency component from the audio and 1% IMF of the Watermark.

3) Step 3: SVD of the Residue and IMF component is performed in order to obtain Singular values.

4) Step 4: Add the watermarked singular value bits to the Singular values of the residue component.

5) Step 5: Perform the inverse SVD of the Residue component to create the watermarked residue component.

6) Step 6: Add the IMF components and the watermarked residue component to generate the watermarked audio.

B. Extraction of Watermark

The process of extracting a watermark is an exact opposite of that of embedding a watermark. Among all the sub-bands, residue is
processed to extract the watermark from the watermarked audio using the inverse Intrinsic time scale decomposition technique.
Singular value decomposition is applied to the lower frequency band in order to retrieve the watermark.

The entire procedure is encompassed by the steps and the flowchart given below:

1) Step 1: Perform the Intrinsic Time scale decomposition of the Watermarked audio and the original Audio.

2) Step 2: Generate the Residue component of the both Audio signals and Performed SVD of the each of them.

3) Step 3: Extract the Singular values of the watermark from watermarked residue.

4) Step 4: Perform inverse SVD using extracted singular values and the original and U and V matrix of the watermark.

5) Step 5: Perform the Inverse lterative time Scale Decomposition to generate the Watermark values in One dimension.

6) Step 6: Reshape the Extracted values to form an image form the values which is the watermark that was embedded originally in
the audio.
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Fig 0.2: Watermark Extraction

V. EXPERIMENTAL RESULTS
Performance assessment of the proposed scheme is seen in terms of robustness and imperceptibility. Various tests have been carried
out on the proposed scheme involving the likes of sound quality assessment material full songs (classical, pop and rock music) and a

human voice signal. In our approach for the analysis of the quality of watermarked audio signals, we use SNR MSE SSIM. Also, for
reliability evaluation of the extracted watermark, NC and BER are used.
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A. Imperceptibility Test

For the measurement and performance test of our proposed approach, SNR measure is applied. Such a metric where the quantity of
noise added to the audio file in s the process of watermarking is measured is referred to as an SNR. The desirable feature of SNR is
its higher value as it specifies low-level distortion. For better evaluation and analysis of each algorithm, calculation of mean square
error is done (MSE), also with the likes of correlation coefficient (CORR) etc. SNR values by our adopted approach remain
reasonable with respect to the related work.

B. Robustness to Common Signal Processing Attacks

Normalized cross-correlation (NC) and Bit Error Rate (BER) are two commonly used robustness evaluation metrics in the literature

for assessing the similarity between extracted and embedded watermarks. A higher NC value indicates a greater similarity between

the extracted and embedded watermarks, with a value close to 1 indicating a high level of similarity. Conversely, a lower BER value

indicates a higher degree of similarity between the extracted and embedded watermarks, with a value close to zero indicating a high

level of similarity.

In our tests, we assume that the watermark is a binary logo with a size of 32x32, and exists if the calculated correlation exceeds a

threshold value of 0.7. For a significant amount of similarity between the original and extracted watermark, we desire a value of NC

greater than 0.85. If NC exceeds this threshold, the extracted watermark is perceptually similar to the hidden watermark.

Additionally, we consider the extraction of the watermark correct if the computed BER value is less than 3. A BER value below this

threshold indicates that the detected watermark is perceptually comparable to the embedded one.

For the better assessment of the watermarking scheme, blind attacks (such as noise addition, MP3 compression etc.) and intentional

attacks should be taken into account. As such, watermark existence and where it actually exists is not known by non-intentional

attacks, however the location and what actually has been embedded is observed by intentional attacks. Common signal processing

manipulations, which comprise various different parameters, are as:

1) Re-quantization: The 16-bit audio signal with a watermark is subjected to a re-quantization process that reduces it to 8 bits, and
subsequently, it is restored to its original 16-bit format.

2) Resampling: The audio signals containing a watermark and recorded at the original sampling rate of 44.1 kHz were down-
sampled to 22.05 kHz, 11.025 kHz, and 8 kHz, and subsequently up-sampled back to the original sampling rate of 44.1 kHz.

3) Additive Noise: White Gaussian noise with a power level equal to 1% of the audio signal's power was introduced.

4) Low-pass Filtering: The watermarked audio signals were subjected to low-pass filtering using a second-order Butterworth filter
with a cut-off frequency of 4 kHz.

C. Watermark Assessment
The watermark assessment is a crucial component of any application, as it determines the effectiveness and robustness of the chosen
methodology, as well as its efficiency and imperceptibility. Several parameters are typically taken into consideration during this
process to demonstrate the algorithm's stability and efficiency in black and white (BW) applications. Here we utilize different
quality matrices including signal- to- noise ratio (SNR), mean square error (MSE), normalised correlation coefficient (NCC), and
structural similarity (SSIM) index. In order to compute the value of SNR its formula is given by

Yo a2 () )
XS [a2(@) —a2()]

SNR = 10Iog10<
The SSIM index is calculated as

(Zp-m“n + bl)(zo-mn + bz)

SSIMOm.n) = 6 2 3 by (o2 + 0Z + by )

In both no attack and attack situations, performance evaluation matrices were computed. This is done to show the robustness and
efficiency of our proposed BW framework with several attacks. BER, MSE, SSIM and NC parameters are used to show the
performance of these algorithms.

S WG NHW (L)

Jzﬁlzyzlwa,j)z \/Z?;Z}LIW’(L'J)Z

NC(W,W') =
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The original watermark image is denoted by W, while the extracted watermark image is denoted by W'. The number of erroneously
extracted watermark bits is B ¢, and the total number of watermark bits is B.

Table 0.1: Imperceptibility Results

Technique SNR MSE (*10 ©) CORR SSIM
DFT-V1 35.78 6.66 0.9996 0.7308
DVT-V2 37.97 9.6 0.9998 0.8235
FRFT-V1 35.79 6.67 0.9999 0.7829

QDFT-V2 35.93 6.68 0.9997 0.8038
ITD-SVD 18.16 1.65 0.9925 0.9956

Table 0.2: Robustness against common signal processing attacks
Attack Sayed et al Karajah et al E. Salah et al ITD-SVD
(Proposed)
Gaussian Noise 0.9328 0.9715 0.9109 0.6885
LPF 0.9798 0.9708 0.9446 0.9902
Re-quantization 0.9907 0.9706 0.9614 0.9919
Resampling 1:2:1 0.9912 0.9558 0.9873 0.9912
Resampling 1:4:1 - - - 0.9844
Resampling 1:8:1 - - - 0.9451
Average filter - - - 0.9902

D. Computation Time
The graph presented in Fig 3.4 gives us a detailed view of the computational efficiency of the proposed algorithm.

40
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DWT-SVD LWT-SVD IF-SVD DCT [74] DCT ML [75] PrOpOSEd

m Computation Time (seconds)

Fig 0.3: Comparison of Execution time (in seconds) against various algorithms.

V.  CONCLUSION
Digital watermarking was developed as a solution for copyright assurance and verification of transmitted and disseminated digital
information. In addition to making data distribution rapid and easy, the use of the Internet, e-commerce, computerized libraries, and
mobile phones has made it difficult to manage security, protection, and copyright issues. The study covered in this thesis looked into
the use of digital watermarking for content authentication and copyright protection for distributed and transmitted audio files and
speeches. In this thesis, a watermarking system for copyright protection and content verification of audio signals has been proposed,
where we used a purely data driven technique, ITD, for embedding robust watermark.
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The proposed work demonstrates a high speed of embedding and extraction of the watermarks. The method was used to
demonstrate the superiority by using various audio signals like pop, folk and speech. All the audios were sampled at sampling
frequency ranging from 8Khz to 44.1Khz. All the audios are 16-bit signed mono signals and taken in the wav format. Binary images
20 x 50 was used as watermark in our algorithm. Simulations were run to gauge how well the suggested work would perform.
MATLAB 2018a was used to run the simulations. The method demonstrates improved resistance to a variety of signal processing
attacks like Re quantization, Resampling, Additive white Gaussian noise and low pass filtering among others. The superiority of the
algorithm is mainly in terms of its computation time and can be implemented on devices where processing power is limited. The
proposed work may work well when watermarking speeches phone calls etc. for their genuineness.

Lately, we have seen various cases where it actually becomes very important for deciding the trail of any convict based on an audio
recording from any electronic gadget which has minimal resources. Since machine learning algorithms can appropriately mimic the
voices of any individual when trained. So, designing a watermark technique that can confirm any recording of its truthfulness may
be what we have been looking for and our proposed method may be a step in right direction.
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