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Abstract: Now on a daily basis during a smarter embedded world, have Internet of Things. IoT have lot of things for the 

embedded systems, and it's the potential to remodel our world with the assistance of it. Internet of Things (IoT) or Web of Things 

(WoT) is emerging technology and it wireless network between two or more objects or smart things connect via Internet. IoT 

classified in two types first is within IoT and second side is outside of IoT.  

In inside IoT consider as protocols in IoT. In outside of IoT consider as sensor, actuators, etc., those are physically possible. 

In within IoT consider as protocol and IoT have own Protocol Stack. Protocol Stack has different layer like Application Layer, 

Transport Layer, Internet Layer and Physical/Link Layer. The judgmental role goal of IoT is to confirm effectual 

communication between two objects and build a sustained bond among them using different application. The 

application Layer liable for providing services and determining a group of protocol for message passing at the application Layer. 

This paper understands Application Layer Data Transfer Messaging Protocol like MQTT, AMQT, COAP, XMPP, DDS, HTTP, 

RESTFULL, and WEB-SOCKET. Also describe which sort of architecture (like Request/Response, Client/Server and 

Publish/Subscribe) and security (like DTLS, TCL/SSL and HTTPS) support in those protocols that decide upon appropriate 

protocol supported application needs. 
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I. INTRODUCTION 

IoT has significantly changed ones perspective of living style. It has enabled many non-living objects to behave smartly and 

intellectually according to the circumstance and environment. A growing number of physical objects are being connected to the 

Internet at an unprecedented rate realizing the idea of the Internet of Things (IoT). 

The IoT envisions hundreds or thousands of end-devices with sensing, actuating, processing, and communication capabilities able to 

be connected to the Internet [1].The captured data needs a direction to be Transferred, Modified, Controlled, Acknowledged, Stored 

or Exported to other devices. These tasks can be performed through suitable protocols. Typically, IoT is expected to offer advanced 

connectivity of devices, systems, and services that goes beyond, Human-to-Machine (H2M), Machine-to-Machine (M2M) 

communications. In section 2 studies the literature review, in section 3 explain the working of the data transfer protocols between 

the transmitter and the receiver is given. Section 4 Analyse the result and discuss, section 5 gives the conclusion of the work, the 

comparisons of the messaging protocols is important to choose a suitable design platform. 

1) Human To Machine Communications In IoT ( H2M): Human to Machine communication originally emerged from Telemetry 

technology, and its main aim was to measure data and automatically transmit it from remote sources typically by cable or a 

radio.Nowdays,plethora of sensors are being developed, which have better perceptual abilities than humans and can detect 

information that humans cannot.  

Affordable electronic devices halved to an increasing number of them being connected to the Internet. The smart IoT devices 

open up the possibility to reduce the burden on the user end by equipping everyday objects. Human-to-Machine communication 

is a very important development in Internet of Things.Fiqure 1 shows the human to machine interaction and its relation to the 

IoT.Figure 1 shows the elaborate human to machine interaction which demonstrates the use of sensors, actuators, cognition unit 

and processing unit.  

The data transfer in HMI model is based on the cognitive ability of the human. The machine sends the control data to the 

actuator unit to perform the required action. 
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Figure 1: Human to Machine Interaction 

 

2) Machine To Machine Communications In Iot ( M2m): Machine to Machine (M2M) is a broad term that can be used to describe 

any technology that enables networked devices to exchange information and perform actions without the manual assistance of 

humans. It forms the basis for a concept known as the Internet of Things (IoT).Key components of an M2M system include 

sensors.RFID, a Wi-Fi or cellular communications link and autonomic computing software programmed to help a networked 

device interpret data and make decisions.M2M communications expands telemetry’s role beyond its common use in science 

and engineering and places it in an everyday setting. People already are using M2M, but there are many more potential 

applications as wireless sensors networks and computers improve, benefitting the concept to be amalgamated with other 

technology. The main goal of M2MC is to enable the sharing of information between electronic systems autonomously; Figure 

2 shows the amalgation of Machine to Machine and IoT in real time. In other words Machine to Machine refers to technologies 

that allow both wireless and wired systems to communicate with other devices.M2M application protocols take a fundamental 

role in communication efficiency: Protocol overheads, necessary number of management or control and information messages, 

reliability and security. All these impact the number and size of transmissions consequently, the energy and bandwidth 

consumptions in a mobile device. It finds it major application in protocols namely MQTT, AMQT, COAP, XMPP, DDS, 

HTTP, RESTFULL, and WEB-SOCKET. 

 
Figure 2: Amalgamation of M2M and IoT 

 

II. RELATED WORK 

Internet of Things (IoT) is emerging technology. Show in previous section inside of IoT describe as protocols. By studying paper 

regarding IoT and IoT protocol related IETF standards paper show Application Layer protocols focus basically on message 

exchange between applications and the Internet [2].A Data Transfer Protocol is a standardised format for transmitting data between 

two devices. The type of protocol used can determine the variables. Application Layer work with other layer like Transport Layer, 

Internet Layer and Physical Layer. In this paper our aim to provide comprehensive survey to describe all main eight Application 

Layer Protocols. 
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A. IoT Ecosystem 

Figure 3 shows a 7-Layer model of IoT Ecosystem. At the bottom Layer is the market or application domain. The second layer 

consists of sensors that enable the application. The third layer consists of interconnection layer that allows the data generated 

sensors to be communicated, usually to a computing facility, data centre, or a cloud. Finally the top layer consists of services that 

enable the market and may include energy management, health management, education, transportation etc. [3]. 

 
Figure 3: IoT Ecosystem 

 

In this paper, we concentrate on the Session Layer. This layer itself can be shown in a Multi-Layer stack as shown in figure 4.We 

have shown only the Data link, Network, and Transport or Session Layers. The data link layer connects two IoT elements which 

generally could be two sensors or the sensor and the gateway device that connects a set of sensors to the Internet. Often there is a 

need for multiple sensors to communicate and aggregate information before to the Internet. Specialized protocols have been 

designed for routing among sensors and part of the routing layer. The Session Layer protocols enable messaging among various 

elements of the IoT communication subsystem. A number of security and management protocol have also been developed for IoT as 

shown in the figure. 

 
Figure 4: Protocols for IoT 

 

III. IOT APPLICATION LAYER MESSAGING PROTOCOLS 

A communication protocol is nothing but a language that is used by objects to interact among them. In simple words, a protocol is a 

set of rules that must be obeyed by the communicating objects. Communication Protocols are extremely essential in heterogeneous 

systems; where the objects interacting may be heterogeneous in nature, needing a common framework for them to interact. This 

section reviews standards and protocols for message passing in IoT Application Layer proposed by different standardization [2].All 

most Web-based application and IoT application are IP based and they use TCP and UDP for transport. However, there are several 

message distribution functions that are common among many IoT applications; it is desirable that these functions be implemented in 

an interoperable standard ways by different applications. Those protocols are: 

1) MQTT (Message Queuing Telemetry Transport Protocol): MQTT (Message Queue Telemetry Transport) was develop by or 

introduce by IBM in 1999 and standardized by OASIS in 2013 to target come up with lightweight M2M communication [3].It 

is Publish/Subscribe Protocol architecture similar to Client/Server Protocol show in figure 5 below. The importance of MQTT 

Protocol is due to its simplicity and the no need of high CPU and memory usage (reason is the lightweight protocol) [4].MQTT 
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supports a wide range of different devices and mobile platforms. At Transport Layer TLS/SSL security provides to 

MQTT.Show above figure 5 there three components are there Publishers, a Broker and Subscribers. Publishers are generally 

lightweight sensors that connect with a broker and send data to a broker and go back to sleep. Subscribers are IoT applications 

that interested in data send by sensors and also connect with a broker, so broker send interested data to subscribers. The brokers 

classify sensor data in Topics and send them to subscribers interested in the Topics. This all thing is on IoT point of View [5]. 

 
Figure 5: Working of MQTT Protocol 

 

2) CoAP (Constrained Application Protocol): CoAP (Constrained Application Protocol) is used for low power and low memory 

embedded devices where it can be used for communication instead of HTTP.Currently there is HTTP Protocol available with 

Request/Response paradigm but HTTP has many features and more footprint [5].HTTP runs over TCP where TCP will need 

more resources due to three way handshake and many more complex mechanism. Now for low power embedded devices, there 

is no need of this heavy protocols and we can optimize it to run over TCP.As CoAP is a Restful web Transfer Protocol for use 

with constrained networks. CoAP uses Client/Server model of approach same as HTTP.It is designed for constrained networks 

with low overhead and lower footprint [6]. 

 
Figure 6: Constrained Application Protocol 

 

3) AMQP (Advanced Message Queuing Protocol): The Advanced Message Queuing Protocol (AMQP) is a protocol that across 

from the financial industry. Security is managed with the use of the TLS/SSL Protocols. Its run over TCP.AMQP is follow 

Publish/Subscribe communication Protocol for messaging [6,7].AMQP is same like MQTT but AMQP have advantage its store 

data then forward it, and this features used at when network disruptions that time ensures reliability. Show in figure 7 below a 

broker divide into two part Exchange and Queue. Exchange responsibility to receive Publishers messages and distribute to 

Queue. A queue is based on Pre-define Roles and Condition and it’s basically send message to subscribers who subscribe those 

data. 

 
Figure 7: Advanced Message Queuing Protocol 
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4) XMPP (Extensible Messaging and Presence Protocol): Extensible Messaging and Presence Protocol (XMPP) is a Messaging 

Protocol that was designed originally for chatting and message exchange applications. It was standardized by IETF in 1999 

named as jabber In all Application Layer Protocols only XMPP Protocol support Publish /Subscribe  and Request/Response 

model and it’s depend on application developers to develop application which model they use [8].It does not provide any 

quality of service guarantees and, hence, is not practical for M2M communications. XMPP is IP based communication protocol 

with Extensible Mark-up Language (XML) support [9]. 

 
Figure 8: Extensible Messaging and Presence Protocol 

 

5) DDS (Data Distribution Service): Data Distribution Service (DDS) is another Publish/Subscribe Protocol that is designed by 

the Object Management Group (OMG) for M2M communications. It defines two sub layers: Data-Centric Publish-Subscribe 

(DCPS) which disseminates information to subscribers and Data-Local Reconstruction Layer (DLRL) which is an optional and 

is an interface to the DCPS functionalities. It shares data among distributed objects [9]. 

 
Figure 9: Data Distribution Service 

 

6) HTTP (Hyper Text Transfer Protocol): HTTP is specially designed for Internet. It was developed by Tim Berners Lee and later 

standardized by IETF in 1997.Though HTTP uses Request/Response architecture, it doesn’t use topics.HTTP is based on 

Representational State Transfer (REST),an architectural style that makes information available as resources identified by URIs 

[8].HTTP is simple text based protocol where no fixed header size is defined. It has features on Persistent and Non-Persistent 

connections.by default TCP is used as HTTP’s Transport Protocol, but HTTP doesn’t have any QoS support [9].HTTP is very 

powerful protocol, but it’s relatively expensive in implementation and network resource usage. This makes it difficult to adopt 

HTTP as it is for IoT networks.HTTP transfers a large number of small packets over web but overhead of HTTP causes many 

problems, such as consumption of network resources and large delays [10]. 
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Figure 10: Working of Hyper Text Transfer Protocol 

 

7) RESTFULL (REpresentational State Transfer): Representational State Transfer ( RESTFUL Services) is an engineering that 

gives web administrations which permit correspondence and information trade between various gadgets utilizing HTTP in IoT 

condition [5].REST utilizes the HTTP strategies GET,POST,PUT,and DELETE to give an asset arranged informing framework 

where all activities can be performed essentially by utilizing the synchronous request/response HTTP commands. RESTFUL 

services use the secure and reliable HTTP which is the proven worldwide Internet language. It can make use of TLS/SSL for 

security [9]. 

 
Figure 11: Working of RESTFULL Protocol 

 

8) WEB-SOCKET: The WEB-SOCKET Protocol provides two ways for communication between clients and a remote server. 

Web-Socket provides security similar to the security model used HTTPS Protocol. For browsing Application Layer used and 

web-Socket work on TCP Transport Layer Protocol, so they need to interact and communicate with host those who connect 

with remote. Web-Socket is a Web-based Protocol that works on the single TCP channel and provides full duplex 

communications. Web-Socket starts session without Publish/Subscribe and Request/Response models like previous protocols 

[9, 10]. 

 
Figure 12:  Working of WEB-SCOKET Protocol 
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IV. RESULT AND DISCUSSION 

To interconnect objects to transfer data and to publish information over a network without requiring Human-to Human or Human–

to-Computer interaction is now possible. That is why the IoT application programmers are faced with the challenges of choosing an 

appropriate communication protocols for their resource-constrained applications. 

Performance Evaluation: In The process of Subscription-Publication, the challenge is to accomplish the message delivery with a 

high efficiency, a low latency and a low packet loss rate using one of reliability and QoS level. Otherwise, it is up to the application 

to select the appropriate QoS level for its publications and subscriptions, thus the decision to use one of these levels impacts on the 

application performance as well as on the use of bandwidth and battery life of devices.However,although the traditional protocol’s 

effectiveness, the need for a suitable protocol for IoT applications involving constrained devices is necessary because the biggest 

obstacle in the functioning of these devices is energy consumption. Both MQTT and CoAP protocols are being implemented for 

Mesh-Networking applications in networks in order to allow inter-standard communication between lightweight end nodes. Data 

transfer Protocols are rapidly emerging and integrating the IoT market as leading lightweight messaging protocols for constrained 

devices.  

Each protocol offers unique benefits and each poses challenges and tradeoffs.The strengths and issues of these eight protocols are 

summarized in Table 1 [9, 10].The purpose of this evaluation is to choose the use of either MQTT or CoAP according to the best 

throughput and lowest latency resulted in the presence of different criteria. AMQP can be integrated with TLS in order to ensure 

secure communication.DDS, RESTFUL, and WEB-SOCKET is an excellent quality of service levels and reliability 

quarantees.XMPP is very secure protocol which supports encryption, authentication, and access control. MQTT and CoAP use 

different transmission protocols of TCP and UDP.CoAP present the best performances in terms of both throughput and latency. 

 

Table 1: Comparative Analysis of IoT Data Transfer Messaging Protocols 

Sr.No Criteria MQTT CoAP AMQP XMPP DDS HTTP RESTFU

L 

WEBSOCKET 

1 Year 1999 2010 2003 1999 2004 1997 2000 2011 

2 RESTFUL No Yes No No No Yes Yes yes 

3 Transport Protocol TCP UDP TCP TCP TCP/UDP TCP TCP/UDP TCP 

4 Publish/Subscribe 

Model 

Yes Yes Yes Yes Yes No No No 

5 Request/Response No Yes No Yes No Yes Yes YES 

6 Security SSL DTLS SSL SSL SSL/DTLS SSL SSL/TLS TLS 

7 QoS yes Yes Yes No Yes No NO NO 

8 Header Size 2 4 8 ----- ------- ------- ------ ------ 

9 XML Support No No No Yes No Yes Yes Yes 

10 Encoding Format Binary Binary Binary Character Binary Text Text Text 

11 Default Port 1883/8883 5683/5684 5671/5672 5222/5223 7400/7401 80/443 23450/tcp RFC 6455 

12 Proxy Support Partial Yes Yes Yes Yes Yes Yes Yes 

 

V. CONCLUSION 

In this paper, we made a shot to supply survey on the embedded world and/or Machine to Human (M2H), Machine to Machine 

(M2M) communication around Data transfer Messaging Protocols. During this paper we have analyzed and compared messaging 

protocols for IoT systems. Started our discussion with MQTT then discussed, MQTT, AMQT, COAP, XMPP, DDS, HTTP, 

RESTFULL, and WEB-SOCKET. Each of these protocols has their different pros, cons and is meant for particular scenarios. Also 

we performed comparative analysis of this protocol which is in a position to assist us to choose appropriate messaging protocol 

depending upon application requirements.  

There are three major components for implementing IoT on different applications: Security, Privacy and Trust. While increasing the 

expansion of IoT, Security is more important for reliable data transferred among the billions of smart objects. This paper 

concentrates on Application Layer Data Transfer Messaging Protocols on IoT devices. CoAP having light weight and consume low 

energy; CoAP is utilized on many applications of IoT. To secure data transferred, CoAP combined with DTLS Protocols named as 

Datagram Transport Layer Security Protocols because the safety agent. So, in future we concentrate on Security in Application 

Layer Protocols. 
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