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Abstract: The relentless evolution of digital technologies has ushered in an era of unprecedented connectivity and convenience,
but it has also exposed our digital infrastructure to a growing spectrum of cyber threats. In this context, the importance of robust
cyber attack detection mechanisms cannot be overstated. The increasing complexity and sophistication of cyber threats necessitate
equally advanced detection techniques.
Cyber attack detection plays a pivotal role in safeguarding digital assets and maintaining the integrity of critical systems. This
abstract delves into the foundational principles and contemporary strategies employed in this domain. Detecting cyber attacks
presents a multifaceted challenge due to the ever-evolving tactics employed by malicious actors.
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L. INTRODUCTION
In today’s digital age, cyberattacks have become a significant threat to individuals, organizations, and governments worldwide.
These attacks can range from simple phishing attempts to highly sophisticated, state-sponsored cyber espionage. To safeguard
sensitive data, critical infrastructure, and overall cybersecurity, it is crucial to have robust cyber attack detection mechanisms in
place. Cyber attack detection is the process of identifying, analyzing, and responding to unauthorized access, malicious activities, or
anomalies within computer systems, networks, and digital environments.
The primary goal of cyber attack detection is to detect and mitigate threats as quickly as possible to minimize damage and protect
data integrity, confidentiality, and availability.
The applicability of cyber attack detection is universal, cutting across industries and sectors, underscoring its fundamental role in
preserving data integrity, privacy, operational continuity, and safeguarding against the myriad of cyber threats prevalent in today’s
interconnected world.
Detection systems have evolved to swiftly identify complex and sophisticated cyber threats, including malware, ransomware,
phishing attempts, and zero-day exploits, enabling proactive responses to mitigate potential damages.
Achievements in detection technologies allow for continuous real-time monitoring of network activities, enabling the rapid
identification of anomalies and suspicious behavior that could signal a potential cyber attack.

1. SYSTEM ARCHITETURE

1) Designing architecture for a Cyber Attack Detection System involves integrating various components to monitor, analyse, and
respond to potential threats effectively.

2) System logs from servers, endpoints, firewalls, and other network devices.

3) Data collected from different sources are pre-processed to ensure uniformity and readiness for analysis.

4) Dashboards and visualizations to present real-time threat intelligence, detection trends, and incident response metrics.

5) Continuous monitoring and feedback mechanisms are essential to evaluate the effectiveness of the Cyber Attack Detection
System and adapt to evolving threats.

6) Implementing a comprehensive architecture that encompasses these layers, organizations can enhance their capabilities for
detecting, analysing, and responding to cyber threats effectively, thereby strengthening their overall cybersecurity posture.
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1. LITERATURE SURVEY
1) Paper Name: Multivariate Gaussian-Based False Data Detection Against Cyber-Attacks
Author: YUAN , AND DONG LIU,
Abstract :Modern distribution power system has become a typical cyber-physical system (CPS), where reliable automation control
process is heavily depending on the accurate measurement data. However, the cyber-attacks on CPS may manipulate the
measurement data and mislead the control system to make incorrect operational decisions. Two types of cyber-attacks (e.g., transient
cyber-attacks and steady cyberattacks) as well as their attack templates are modeled in this paper. To effectively and accurately
detect these false data injections, a multivariate Gaussian based anomaly detection method is proposed. The correlation features of
comprehensive measurement data captured by micro-phasor measurement units (UWPMU) are developed to train multivariate
Gaussian models for the anomaly detection of transient and steady cyberattacks, respectively. A k-means clustering method is
introduced to reduce the number of uPMUs and select the placement of pPMUs. Numerical simulations on the IEEE 34 bus system
show that the proposed method can effectively detect the false data injections on measurement sensors of distribution systems.

2) Paper Name: KeySplitWatermark: Zero Watermarking Algorithm for SoftwareProtection Against Cyber-Attacks

Author: CELESTINE IWENDI ABDUL REHMAN JAVED

Abstract :Cyber-attacks are evolving at a disturbing rate. Data breaches, ransomware attacks, cryptojacking, malware and phishing
attacks are now rampant. In this era of cyber warfare, the software industry is also growing with an increasing number of software
being used in all domains of life. This evolution has added to the problems of software vendors and users where they have to prevent
a wide range of attacks. Existing watermark detection solutions have a low detection rate in the software. In order to address this
issue, this paper proposes a novel blind Zero code based Watermark detection approach named KeySplitWatermark, for the
protection of software against cyber-attacks. The algorithm adds watermark.

3) Paper Name: Cyber-attack Detection Strategy Based on Distribution System State Estimation

Author: Huan Long, Zhi Wu, Member, Chen Fang

Abstract :Cyber-attacks that tamper with measurement information threaten the security of state estimation for the current
distribution system. This paper proposes a cyberattack detec- tion strategy based on distribution system state estimation (DSSE).
The uncertainty of the distribution network is repre- sented by the interval of each state variable.
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A three-phase in- terval DSSE model is proposed to construct the interval of each state variable. An improved iterative algorithm
(IA) is devel- oped to solve the interval DSSE model and to obtain the lower and upper bounds of the interval. A cyber-attack is
detected when the value of the state variable estimated by the traditional DSSE is out of the corresponding interval determined by
the in- terval DSSE.

4) Paper Name: Fog-Based Attack Detection Framework for Internet of Things Using Deep Learning

Author: AHMED SAMY 1,2, HAINING YU , AND HONGLI ZHANG

Abstract :The number of cyber-attacks and data breaches has immensely increased across different enterprises, companies, and
industries as a result of the exploitation of the weaknesses in securing Internet of Things (10T) devices. The increasing number of
various devices connected to 10T and their different protocols has led to growing volume of zero-day attacks. Deep learning (DL)
has demonstrated its superiority in big data fields and cyber-security. Recently, DL has been used in cyber-attacks detection because
of its capability of extracting and learning deep features of known attacks and detecting unknown attacks without the need for
manual feature engineering. However, DL cannot be implemented on IoT devices with limited resources because it requires
extensive computation, strong power and storage capabilities. This paper presents a comprehensive attack detection framework of a
distributed, robust, and high detection rate to detect several 10T cyber-attacks using DL

5) Paper Name: Fronesis: Digital Forensics-Based Early Detection of Ongoing Cyber-Attacks

Author: ATHANASIOS DIMITRIADIS, EFSTRATIOS LONTZETIDIS

Abstract:Traditional attack detection approaches utilize predefined databases of known signatures about already-seen tools and
malicious activities observed in past cyber-attacks to detect future attacks. More sophisticated approaches apply machine learning to
detect abnormal behavior. Nevertheless, a growing number of successful attacks and the increasing ingenuity of attackers prove that
these approaches are insufficient. This paper introduces an approach for digital forensics-based early detection of ongoing cyber-
attacks called Fronesis. The approach combines ontological reasoning with the MITRE ATTCK framework, the Cyber Kill Chain
model, and the digital artifacts acquired continuously from the monitored computer system.

V. METHODOLOGY

1) Cyber attack detection methodologies encompass a range of techniques and strategies aimed at identifying, mitigating, and
responding to malicious activities within a computer network or system.

2) This approach involves comparing incoming network traffic, files, or activities against a database of known attack signatures. If
a match is found, it indicates a potential cyber attack.

3) Machine learning and statistical analysis are commonly used in anomaly detection systems.

4) Analysis involves using predefined rules or algorithms to identify suspicious patterns or activities that may indicate a cyber
attack.

5) Implementing a comprehensive incident response plan, coupled with continuous monitoring of systems and networks, is
essential for timely detection and response to cyber attacks.

6) The regular updates, testing, and refinement of detection methodologies are crucial to staying ahead of evolving cyber threats.

A. Analysis Model-SDLC model to be applied

The software development cycle is a combination of different phases such as designing, implementing and deploying the project.

These different phases of the software development model are described in this section. The SDLC model for the project

development can be understood using the following figure The chosen SDLC model is the waterfall model which is easy to follow

and fits bests for the implementation of this project.

1) Requirements Analysis: At this stage, the business requirements, definitions of use cases are studied and respective
documentations are generated.

2) Design: In this stage, the designs of the data models will be defined and different data preparation and analysis will be carried
out.

3) Implementation: The actual development of the model will be carried out in this stage. Based on the data model designs and
requirements from previous stages, appropriate algorithms, mathematical models and design patterns will be used to develop
the agent’s back-end and front-end components.
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4) Testing: The developed model based on the previous stages will be tested in this stage. Various validation tests will be carried
out over the trained model.

5) Deployment: After the model is validated for its accuracy scores its ready to be deployed or used in simulated scenarios.

6) Maintenance: During the use of the developed solution various inputs/scenarios will been countered by the model which might
affect the models overall accuracy. Or with passing time the model might not fit the new business requirements. Thus, the
model must be maintained often to keep its desired state of operation. SVMs can model non-linear decision boundaries
effectively using techniques like the kernel trick, which transforms data into a higher-dimensional space where nonlinear
relationships become linear.

V. RESULT
1) Login Page:

Username

Password |

2) Registration Page:

# REGISTRATION FORM - a] X

Registration Form

Register

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 1639




International Journal for Research in Applied Science & Engineering Technology (IJRASET)

ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 12 Issue Il Feb 2024- Available at www.ijraset.com

3) GUI Main Page:

Cyberattack Detection Using ML

4) Outputl page:

pracision recall flacone support
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5) Output2 page:
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min_seg_size_forward
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VI. CONCLUSION

In conclusion, cyber attack detection plays a vital role in modern cyber security by providing early threat detection, but it comes
with limitations and requires careful planning and management to be effective. Its applications span across various domains to
protect against a wide range of cyber threats.
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