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Abstract: Infrastructure monitoring is more crucial than ever, especially in the aviation industry. To attempt to overcome the 
difficulties brought on by the problems given by the exponential growth of connected devices and data volume, this study 
analyzes the application of machine learning approaches for anomaly identification in time series flight parameter data. The 
introduction of network telemetry, which automates data collecting, is presented as a remedy, however processing enormous data 
quantities in real-time still poses a challenge. With a focus on time-series data, the paper explores the role of machine learning 
in network telemetry anomaly detection. Statistical, proximity-based, deviation-based, and supervised classifiers are used to 
identify anomalies, or departures from predicted patterns, in flight parameter data. For a few examples of anomalous data, long 
short-term memory networks (LSTMs) are used. The objective is to provide an effective anomaly detection system that can 
process complex time series flight data and includes data purification, anomaly discovery, temporal reference, and value 
prediction. The methodology describes the univariate anomaly detection strategy, in which distinct models record particular 
patterns for each flight parameter. The findings offer new understanding of thresholds, repeated anomaly correction, and 
prediction errors. The results show that the method is accurate in separating instances of normal data from those containing 
anomalies, making it a useful tool for practical applications needing accurate anomaly identification.  
 

I.      INTRODUCTION 
Currently, it's more important than ever to monitor infrastructure, including networks, systems, and services. It is crucial for a 
number of reasons, including notifying partial or complete system failure, preventing outages based on the foreseeability of such 
events, tracking performance, and, last but not least, security detection of system penetration. However, it has become much less 
clear how to accomplish prompt, dependable, and sound infrastructure monitoring due to the exponential rise in connected devices 
and traffic volume [1]. It necessitates comprehending the specifics of system operations and being aware of how they affect one 
another or the entire infrastructure. To more effectively achieve this objective, the idea of network telemetry has been created. It 
enables the automated, quick, and concurrent collecting of numerous time-series data types from numerous devices. Massive data 
quantities must be processed, but this is difficult, particularly in terms of timeliness and scalability [2]. 
Even in extremely large data quantities, machine learning approaches can process, comprehend, and categorize harmful 
infrastructure behaviors. Despite recent developments in machine learning, its use in network telemetry anomaly detection is still 
poorly understood and researched. The goal of this work is to provide fresh insight on time-series data anomaly detection [3]. In 
order to gain valuable insights into how the network and its components are operating, anomaly detection is a crucial part of 
network and services management. Generally speaking, a generating process produces measurement data. Anomalies result if this 
generating process behaves strangely as a result of the system's strange behavior or the entity that affects the generating process. By 
looking at the time-series data produced, aberrant behavior can be detected in its manifestation [4]. 
Data points that greatly deviate from the majority of the dataset and do not follow the anticipated patterns are referred to as 
anomalies, also known as outliers. The three main types of anomaly detection techniques are statistical, proximity-based, and 
deviation-based methods. The fundamental premise behind statistical anomaly detection is that data adheres to a particular 
distribution model [5]. A data point is considered an anomaly if its likelihood of being produced by this model is less than a set 
threshold. By taking into account data points that are scattered widely apart from the majority of the typical data points, the 
proximity-based technique finds anomalies. Reconstruction error is used as an anomaly score in deviation-based anomaly 
identification.  
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Using dimension reduction methods like Principal Component Analysis (PCA) or autoencoders, this method reconstructs the data. 
The reconstruction error is a measurement of the discrepancy between the original data and the rebuilt data. Anomalies are data 
points with significant reconstruction errors [6, 7]. 
Classifiers can also be used to detect anomalies when the dataset has enough examples of both the normal and abnormal classes. An 
abnormal parameter combination can be recognized by a supervised classifier trained on such data. A probability score representing 
the level of abnormality in novel parameter combinations is provided by this classifier. Utilizing Long Short-Term Memory 
networks (LSTMs) is advantageous for creating prediction models when there are few examples of the anomalous class. Based on 
recent and previous timesteps, an LSTM network that has been trained on typical data can predict future values. During testing, 
differences between the expected and actual numbers can be used to identify probable anomalies. 
In their unsupervised operation, autoencoders and their variants learn to reconstitute typical data patterns. The reconstruction error is 
used as an anomaly score in the deviation-based methodology used for autoencoder anomaly identification. An autoencoder can 
masterfully reproduce normal patterns with enough practice on normal data. High reconstruction errors because of abnormal data 
points might be compared to a specified threshold to identify anomalies. 
In the present work, the aim is to create a sophisticated anomaly detection system specifically designed for time series data coming 
from various sensors throughout the course of a flight. This complex dataset is intended to be the input for the proposed system, 
which is intended to provide a thorough list of identified anomalies together with their accompanying timestamps for each distinct 
measure. The system also aims to correct anomalous values by replacing them with anticipated values. A revised dataset free of any 
anomalies is anticipated to be the system's ultimate output. In conclusion, the study aims to tackle the problem of developing an 
efficient anomaly detection system capable of processing intricate time series data from several sensors throughout a flight. To 
assure the creation of a trustworthy and accurate dataset, the system's functionalities include anomaly discovery, temporal 
referencing, value prediction, and data cleansing. 
 

II.      LITERATURE REVIEW 
There hasn't been a lot of research on anomaly detection despite the recent rise of telemetry in networking. A streaming telemetry-
based anomaly identification engine for BGP anomalies was created by the author [8] at Cisco. The clustering algorithm it utilizes, 
Den- Stream [9], is an outdated one with poor performance. [10] and [11] are two further works that only loosely apply to anomalies 
and computer networks. The author’s [12] statistical method is used to identify malicious intent and zero-day attacks. According to 
the study, machine learning methods fail to capture the broader picture of network behavior. To detect fraudulent private exchange 
phone conversations, the author [13] combine many unsupervised machine learning techniques; nevertheless, their method is limited 
to off-line data. 
Data labeling is a time-consuming and expensive process in anomaly detection situations. It may be subject to bias since it involves 
human skill. Additionally, labeled datasets containing anomalies frequently have a significant degree of skewness, for example, 
95% normal and 5% anomalous.  This could have problems, like difficulties with supervised classifier training.   Finding or creating 
instances based on particular abnormalities in civil aviation heavily relies on human skill.  Since it is impossible to collect every 
example of an abnormal flight (an outlier), it is crucial to pick the appropriate examples of labels in order to carry out accurate 
classification with the fewest labels possible. This is referred to as the label acquisition problem [14-16]. 
Despite the paucity of directly applicable research in the field of network traffic anomaly detection, there is an increasing tendency 
to employ machine learning tools for time-series analysis. In order to identify abnormally slow network transfers in real time, the 
author [17] offer an SVM (Support Vector Machine) [18] based supervised learning algorithm with an emphasis on TCP flows. In 
order to model and predict sequential data, including time series, the author [19] examine and investigate the HTM (Hierarchical 
Temporal Memory) [20] artificial neural network. They train the HTM model using offline, unsupervised learning. Sadly, they only 
cover the forecast aspect of anomaly detection; they do not include the logic used to identify aberrant data. 
Multiple Kernel Anomaly Detection (MKAD) created by the author [21] on the basis of [22], which merged discrete and continuous 
data, is based on kernel functions and a one-class support vector machine.   It remains one of the most cutting-edge techniques for 
finding anomalies in flight data that includes both continuous and discrete data; both studies were a single class problem. Two 
cluster-based anomaly detection algorithms were created to handle the issue of different classes of flight data: ClusterAD-Flight [23] 
and ClusterAD- DataSample [24].   These two algorithms not only classified the flights in a binary manner but also determined the 
flight data norms and spotted any outliers. These algorithms didn't employ exceedance-based standards. 
The applicability of deep learning, particularly LSTM [25] and AutoEncoder [26] based algorithms for anomaly detection on time-
series data, has been proposed and studied in a few recent publications.  
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To identify anomalies in industrial large data, the author [24] offer an off-line, variational LSTM learning model based on 
reconstructed feature representation. The author [27] goal is to forecast fine-grained network traffic in the SDN (Software-Defined 
Networking) space using an LSTM model. LSTM and SARIMA (Sequential Auto-Regressive Integrated Moving Average) are two 
supervised machine learning models that the author [28] use to examine various aspects of network traffic forecasting. Sadly, they 
ignore the rationale behind anomaly detection and solely concentrate on traffic forecast. 
The work of [29] was concentrated on the flight's descent phase and used a real-world dataset of a commercial passenger airplane.  
This work was created by [30] and is based on iOrca [31], which is the scaled or indexed version of Orca [31]. Orca is likewise 
based on the k nearest neighbor method, much like our work. The approach suggested in this research measures distance between a 
data point and its neighborhood to compute the density of that data point, as opposed to the Orca, which calculates pairwise 
distance.  The author [32] examined the effectiveness of iOrca and MKAD. Both approaches resulted in an anomalous score. To 
discriminate between two anomalous data points, anomalies are scored. MKAD classified the entire flight as normal or abnormal, 
whereas iOrca was able to identify the exact site of the abnormality. While iOrca fared better for single flights, MKAD performed 
better for groups of flights. 
For the purpose of identifying cyberattacks on water distribution systems, the author [33] offer numerous off-line deep learning 
architectures based on variational AutoEncoders [34]. To improve performance, they compute the Mahalanobis distance [35] rather 
than the conventional mean square error in the objective function. A deep AutoEncoder model is used in RE-ADTS [36], an 
unsupervised anomaly detection method that may be used for batch or real-time anomaly identification. On time-series datasets 
from varied domains, it seems to perform equally well. A dynamic online data mining tool called STAD [37] is an automated 
framework for identifying cellular network irregularities. It combines several machine learning techniques, including OC-SVM 
(One-class SVM), SVR (Support Vector Regression), and LSTM. 
The algorithm utilized in this paper was similar to that proposed in the work by [38]. The local outlier factor algorithm, on which 
this study is based, is the source of the local outlier probability (LoOP) technique. The k nearest neighbor's parameter has less of an 
impact on LoOP. However, a strategy for choosing the ideal value of the parameter k was addressed in this study. The methods used 
in the study by differ from those used in processing raw data and entering flight data into the algorithm. 
The author [35] used a self-organizing map neural network (SOM NN) to detect anomalies in aviation operations.  The input layer 
and output layer are the two layers of this unsupervised neural network approach.  The data is represented as a vector in the input 
layer, and the output layer displays the data in a self-organized fashion. High-dimensional data points are converted into two-
dimensional space via SOM NN. The data may be further analyzed thanks to the reduction in dimensionality because the dataset's 
structure can now be seen more clearly.  SOM groups similar data points together as a result, making it simple to spot abnormal data 
points. 

 
III.      METHODOLOGY 

The present work's methodology focuses on univariate anomaly identification, in which current model learns the typical patterns 
connected to specific parameters. Separate models are created for each parameter because they each display unique patterns. 
Multivariate anomaly detection takes into account data from all sensors, however it has issues with scalability and might result in 
difficult results to interpret. Furthermore, these methods demand uniform behavior across all matrices, which isn't always possible. 
The present work use univariate anomaly detection algorithms since the aim is to find anomalies for each parameter on their own. 
The dataset being considered consists of a group of time series identified as ܺ݇ = ,(2)݇ݔ,(1)݇ݔ} … , ݐ where index ,{ (݊)݇ݔ =
1, 2, … , ݊ corresponds to the duration of a flight. Each time series data collection has a kth sensor connected with it that records 
measurements. Unique flight IDs are used to identify individual flights, and each flight has a unique duration. It's crucial to 
remember that different sensors have different data recording rates because of differences in the frequency of data collecting. As a 
result, the data's temporal resolution may vary, and there might be times when more than one data point is recorded in a single 
second. In conclusion, the dataset is made up of time series data sets (Xk) from various sensors that are indexed by flight duration 
(t). These sensors have distinct flight IDs that link them to certain flight instances, and they each collect data at a different rate, 
which could result in different levels of temporal granularity. 
A prediction model that can predict one-time step into the future is built as the first stage in the current process. The size of the 
historical window used to train this model depends on the autocorrelation function (ACF), which spans the current time step and the 
50 values before it. Notably, the prediction model is only trained on examples of normal data, allowing it to accurately reflect the 
properties of normal data patterns. The difference between the expected and actual value for a time step is used as an anomaly score 
when a new dataset is submitted for prediction. High forecast errors point to possible anomalies. 
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With the use of this methodology, anomalies can be found starting with the 51st time step. The use of an autoencoder is carried out 
for the first 50 values. Normal instances from the first 50 values of each parameter are used to train this autoencoder. When faced 
with a batch of 50 values containing anomalies, the autoencoder does exceptionally well at reconstructing regular patterns, but the 
reconstruction error for those data points grows. It can accurately identify anomalies by choosing a suitable threshold. Both 
autoencoders and RNN-LSTM-based prediction models are used in the current methodology. The autoencoder looks for anomalies 
and substitutes them with newly built values. This clean set is used as input for the RNN-LSTM model to predict the 51st value after 
the first 50 values are cleansed, with anomalies replaced by their corresponding reconstructed values. This process makes sure that 
the RNN-LSTM model's predictions are not impacted by the abnormal values from the first 50 observations. 
Also taken into consideration is a different tactic. The 50-value lookback makes predictions available starting at X51, therefore the 
current effort includes an autoencoder to look for anomalies in the first 50 data points. Adding models trained on padded arrays after 
concatenating an array with 50 iterations of the value X1 is another method. In this instance, the test array is [X1, X1,... (50 
times)..., X1, X2,..., Xn]. Predictions are produced for the padded test dataset using models trained on padded training data. We can 
only set the threshold once using this method. Padding with zeroes could be a way to prevent problems in cases where an anomaly 
appears at the test array's first member. 

IV.      RESULT AND DISCUSSION 
The following observations were made after running the dataset: 
1) It's important to recognize that forecasts made from time steps that have a lot of abnormalities in their past and present values 

are frequently remarkably untrustworthy. Relying on predictions made in such circumstances increases the likelihood of 
running into one of two different sorts of errors. 

2) With more Autoencoder and RNN-LSTM training, a notable pattern appears. The prediction errors for typical examples 
constantly tend to become closer to zero as the models go through more training iterations, but anomalous data points 
consistently show much greater errors. Setting an adequate threshold for anomaly detection is greatly aided by this behavior. 

3) A crucial finding is made regarding the accuracy of forecasts made using historical data, particularly when such data include 
anomalies. Imagine a situation where a sensor consistently produces elevated abnormal results over a long period of time. These 
unusual numbers are likely to produce similarly high projections. If the sensor produces normal values again after this period of 
anomalies, the prediction, which is strong and similar to the earlier anomalies, may falsely categorize the normal value as an 
abnormality. This might cause these false positives to spread across a number of succeeding data points. 

Several prediction iterations are used in a strategic strategy to solve this problem. A set threshold is used to conduct an analysis for 
abnormalities after each forecast cycle. The anomalous value is replaced with the appropriate expected value when this analysis 
identifies the first anomaly. The prediction procedure is then continued for the ensuing time steps, utilizing the substituted value this 
time. Anomalies are effectively kept out of the prediction process by using this approach. The total reliability of the anomaly 
detection system is increased by this iterative procedure, which makes sure that abnormal values do not affect the forecasts. 

 
Figure 1: Correcting anomalies before using it to make further predictions 
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When making predictions, models employ past anomalous data if there have been long-term anomalies. The prediction of the model 
is therefore unreliable. We make predictions and swap out the anomalous value for our anticipated value before the model is used to 
make more predictions in order to make it work in the case of persistently anomalous data (Fig. 1). The proposed method produces a 
much better outcome than the conventional strategy of generating a prediction, identifying prediction mistakes, and then making a 
choice. 
Reconstruction errors are first calculated for the first 50 data points. The presence of anomalies is indicated by higher reconstruction 
errors. The matching time index and its associated reconstruction error are flagged as anomalies if the reconstruction error exceeds a 
predetermined threshold. The next five highest reconstruction mistakes below the selected threshold are shown in figure 2 after that. 
Notably, it indicates a need to reevaluate the chosen threshold if the normal point with the highest reconstruction error and the 
marked anomaly with the lowest reconstruction error are close to each other. 

 
Figure 2: Result-RNN-LSTM with Autoencoder 

 
The anomalous values are substituted with the matching reconstructed values once the autoencoder has successfully found 
anomalies within the first 50 values. From the 51st data point onward, the RNN-LSTM based prediction model is used to forecast 
using this cleaned initial set of 50 values. Every time an anomaly is found, it is swapped out with the expected value for that 
particular point. The prediction procedure is then performed using the newly substituted value. Until all anomalous values have been 
replaced by their matching expected or reconstructed values, this iterative procedure is continued. After this procedure is finished, a 
properly cleaned dataset is obtained. The RNN-LSTM prediction model is applied once more to this cleaned dataset, and the top 
five prediction errors are displayed. With the use of the cleaned dataset's prediction errors, the final step serves to discover probable 
anomalies, offering a thorough evaluation of anomalies that go beyond the initial autoencoder-based detection stage. This method 
does not necessitate setting a threshold just for RNN-LSTM. Here, an autoencoder is not necessary. We receive predictions for each 
point in the test array using an RNN-LSTM based prediction model. Without the autoencoder component, the results (Figure 3) are 
fairly identical to the first method. 
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Figure 3: Result from RNN LSTM model 

 

 
Figure 4: Anomalous signal values & Corrected values 

 
Further threshold selection was performed. Accurate anomaly detection requires a procedure called threshold determination. A 
thorough investigation of the prediction error distribution was done in order to set an adequate threshold. A subset of altitude-
related, well-performing flight data that was thought to be typical of the entire population was used for this investigation. The 
analysis showed that the distribution of prediction errors follows the pattern of a normal distribution. This distribution's computed 
mean is 38.0727, and the matching standard deviation is 22.1488. Notably, the highest observed prediction error was 559. Two 
important techniques are being thought about in the context of threshold selection. In the first method, the threshold is raised above 
the greatest forecast error found in the dataset of "good" flights. The goal is to prevent any "normal" data point from the successful 
flights from being mistakenly marked as unusual. 
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In Fig. 4, left figure represents Anomalous signal values for which the reading was abruptly zero for almost ten seconds, indicating 
the presence of an anomaly. Left figure represents corrected values for which The predicted outcomes are used to replace the 
anomalous values, demonstrating that the prediction corresponds with the data's usual trend. 
A different option would be to set the threshold at "mean + 3 *" standard deviation. With this approach, abnormalities would be 
appropriately identified with a remarkable high level of accuracy—roughly 99.14%. 
 Several methods can be used to further refine the threshold selection process. The histogram of prediction errors can be fitted with a 
normal distribution curve as one method. This method aids in choosing the best threshold by giving a more comprehensive view of 
the properties of the distribution. Incorporating more "good" flight cases would result in a more representative population for the 
study, which would ultimately enhance threshold accuracy while also improving the quality of the analysis. 

 
Figure 5: Frequency distribution of prediction errors 

 

Figure 5 depicts the frequency distribution of prediction errors.  The determination of the threshold at which a prediction error 
should be considered an abnormality by analyzing this data can be done. In this distribution, the threshold can be calculated as mean 
+ 3 * standard deviation. 
 

V.      CONCLUSION 
The current study shows how machine learning approaches can be used in practice for the task of anomaly detection. The present 
work uses an LSTM-Autoencoder, a model that combines Long Short-Term Memory (LSTM) networks in both the encoder and 
decoder parts. This is the main component of strategy. The complex patterns connected to typical data instances are successfully 
captured by the autoencoder architecture while it operates unsupervised. Additionally, the present work make use of RNN-LSTMs 
networks' predictive abilities, which are trained under supervision to make predictions about the future based on past and present 
data. 
The results of the study have shown encouraging outcomes. It is noteworthy that both the prediction errors produced by the RNN-
LSTMs network and the reconstruction errors resulting from the LSTM-Autoencoder model clearly distinguish between normal and 
anomalous data points. The current work is able to efficiently select a sufficient threshold for anomaly identification due to the 
distinctness between the errors. By setting this threshold, abnormalities may be reliably found, improving the precision and 
effectiveness of the present approach. In conclusion, the current study shows how machine learning methods, specifically the 
LSTM-Autoencoder and RNN-LSTMs networks, can be successfully applied for anomaly detection tasks. The outcomes highlight 
how well this method distinguishes between typical and abnormal data instances, supporting its potential use in real-world 
applications requiring precise anomaly identification. 

 
VI.      FUTURE SCOPE 

The future scope of the present study can be applied to various applications. 
1) Multivariate Anomaly Detection: Extending our approach to multivariate anomaly detection settings is a potential direction for 

future research. Through the use of a set of additional parameters as predictors and a supervised learning framework, 
parameters' values might be predicted using this method. This method increases the accuracy of anomaly detection by using 
other parameters' predictive capacity in addition to a parameter's own historical values. This approach might offer a more 
thorough explanation of abnormalities by identifying interdependencies among parameters. 
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2) Advanced Time Window Selection: Choosing the quantity of historical and present values for forecasting is a crucial step in the 
prediction process. It is essential to thoroughly analyze the Autocorrelation Function (ACF) before making such decisions. It is 
crucial to reevaluate the use of historical data for prediction if future values show little association with past values. 
Additionally, examining the parameter's correlations with other parameters provides important information about which 
parameters should be used as predictors. 

3) Managing Boolean Parameters: A novel strategy for situations involving Boolean parameter values can involve training a 
classifier. Based on further pertinent characteristics that affect the parameter, this classifier would forecast Boolean values (0 or 
1). Instances where the actual recorded value deviates from the expected value could be reported as potential anomalies by 
assessing the probability of receiving a given value (for example, 0) and comparing it against a specified threshold. This 
method improves the accuracy of anomaly detection by making use of the inherent properties of Boolean parameters. 
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