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Abstract: Argus is a Linux-based rootkit detection framework designed to identify stealth malware by comparing the system’s
kernel-level state with the view presented to user-space utilities. Built using a Loadable Kernel Module (LKM) and a Python-
based client, Argus establishes a trusted “ground truth” by directly inspecting kernel data structures for running processes,
loaded modules, and active network sockets. It then contrasts this data against outputs from standard tools such as ps, Ismod,
and ss to uncover discrepancies indicative of process hiding, module hiding, or concealed network ports. The framework also
supports configurable UDP alerting for centralized monitoring and provides high-level threat classification based on detected
anomalies. While effective against kernel-level stealth techniques, Argus is designed primarily for educational and research
purposes, highlighting both the strengths and limitations of runtime kernel integrity verification in modern Linux environments.
Keywords: rootkit,(LKM Loadable Kernel Module), udp, network sockets.

I.  INTRODUCTION
The sophistication of cyber threats has made the protection of modern operating systems more complex. In this regard, rootkits have
been identified as one of the most potent threats in the modern digital landscape. The threats are able to maintain root access and
remain undetected by manipulating system calls and changing the output of user-space tools such as ps, Ismod, and ss. Therefore,
the detection of such threats by conventional detection tools that depend on user-space visibility has become impossible. In this
context, the need for the introduction of Argus as a security framework that detects stealthy malware threats in the Linux operating
system using the kernel verification approach has been identified.
Argus has been developed with two primary components: the Loadable Kernel Module and the Python-based user-space client. The
kernel module functions as the trusted observer that traverses the kernel’s internal data structures to obtain precise information about
running processes, loaded modules, and active network sockets. The precise information obtained represents the ground truth. The
user-space client receives the precise information obtained by the kernel module and compares it with the output of standard Linux
tools. The client is able to identify the discrepancies that may be indicative of hidden processes, concealed modules, and
unauthorized ports, which are common tactics used by rootkits.
The framework is lightweight, modular, and easy to deploy, as it only requires standard Linux commands such as “insmod" and
"rmmod" to function, with no significant modifications to the system necessary. Its detection method is read-only, which means that
the kernel memory space and standard system operations are left unchanged. Moreover, the Argus framework includes a UDP-based
alerting system, which sends real-time alerts to a user-space listener in the event of any anomalies, thus making the system more
secure. The Argus framework utilizes kernel-level monitoring, dual view comparison, and crypto integrity verification of kernel
modules, making it a robust solution for rootkit detection. Unlike other detection methods, Argus does not rely on signature-based
detection, which means it can detect unknown rootkits. Although there are limitations to some detection methods due to the current
kernel protections, the Argus framework is beneficial in showing the challenges of low-level security issues, which can be used to
bridge the gap between theory and practice, thus advancing the development of secure Linux systems.

Il. LITERATURE REVIEW
The proposed Argus framework is intended to be lightweight, modular, and deployable in the Linux environment. It is implemented
as a Loadable Kernel Module (LKM). This means that the module is dynamically inserted and removed using the insmod and
rmmod tools available in the Linux operating system. This ensures that the system is not altered in any significant manner, hence the
compatibility of the system with existing system configurations.
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Another important aspect of the Argus framework is its non-intrusive nature. This is ensured through the implementation of the
detection mechanism, which is strictly read-only. This means that the mechanism is implemented in such a manner that the kernel
memory is not altered in any way. This is important in ensuring the stability of the system, hence the non-intrusive nature of the
Argus framework.

Another important aspect of the Argus framework is the implementation of the alerting mechanism. This mechanism is implemented
using the user datagram protocol (UDP). This ensures that the system is able to send real-time alerts to the user whenever there is
the detection of anomalies such as the presence of hidden processes and the modification of the kernel code. This is important in
ensuring the overall security of the system.

The strength of the Argus framework is its ability to combine kernel-level monitoring, dual-view comparison, and kernel module
integrity verification. This way, it can compare “ground truth” data generated by kernel-level monitoring with data generated in user
space. This helps in identifying inconsistencies in data, which is indicative of “stealthy” behavior of rootkits. In addition, it is also
capable of identifying any unauthorized modification of kernel modules through its integration of kernel module integrity
verification mechanisms.

The main difference between the Argus framework and other signature-based detection mechanisms is its focus on behavioral
anomalies and structural inconsistencies. This way, it can detect unknown or “obfuscated” rootkits. Though some limitations are
evident due to kernel protection mechanisms, it is also apparent that it offers valuable insights into the challenges of developing
kernel-level security solutions. Therefore, it can be said that it is an excellent example of how security theories can be applied in
practical scenarios.

1. METHODOLOGY
The proposed framework of Argus uses kernel-level monitoring to track stealth-oriented rootkits in Linux-based systems. The
methodology is based on creating a trusted image of the system by accessing kernel data structures instead of depending solely on
user-space applications. This is done by inserting a Loadable Kernel Module (LKM) in the kernel space, which provides precise
details of active processes, kernel modules, and network sockets
Once the required data is available at the kernel level, the parallel collection of system-related data is performed using user-space
tools available in the Linux operating system. A comparative analysis is then performed between the two sets of data. Any
discrepancies that are detected during the comparison process are considered potential symptoms of rootkits.
In order to improve the accuracy of the rootkit detection process, the proposed methodology includes the cryptographic integrity
verification of the kernel modules using hashing algorithms. This ensures the integrity of the system by detecting any unauthorized
modifications to the kernel modules. Furthermore, the proposed system includes the implementation of the UDP protocol-based
alerting mechanism, which ensures the effectiveness of the rootkit detection process.

A. Kernel Module Initialization
The proposed Loadable Kernel Module of Argus is inserted into the Linux kernel by executing standard kernel commands.

B. Kernel-Level Data Collection

The kernel module accesses kernel data structures to collect precise details of:
Active processes

Loaded kernel modules

Open network sockets

This is considered the trusted image of the system.

C. User Space Data Acquisition
In parallel, the client written in Python would continue to acquire system-related information using standard Linux-based tools such

as ‘ps,” ‘Ismod,” and ‘ss,” which represents the user space.

D. Data Normalization and Preprocessing
The data acquired in the kernel space and the user space would be normalized and preprocessed to ensure consistency between the

two data sets.
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E. Dual View Comparison

The comparison algorithm wo

uld be implemented to compare the inconsistencies between the two data sets.
Missing entries in user space imply hidden entities

Excess entries imply anomalies

F. Anomaly Detection
The inconsistencies would be analyzed to detect the following anomalies:

Hidden Processes
Hidden Kernel Modules
Hidden Network Ports

G. Kernel Module Integrity Verification
The integrity of the kernel module would be verified using cryptographic hashing algorithms such as SHA-256.

H. Alert Generation
Once the anomalies are detected, the system would generate alerts using the UDP protocol to the user space in real time.

I . Result Logging and Reporting
The anomalies detected would be logged and reported to provide a proper understanding of the threats.

IV. SYSTEM ARCHITECTURE

Argus Rootkit Detection System Architecture

Collect Kernel Data Collect User-Space Data

—— ——
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[ | | | | J
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v

Log & Report Results

The Argus system architecture is structured in such a way that it provides a lightweight and modular approach in the detection of
rootkits in Linux-based systems. The system is structured in such a way that it provides the layered approach in the detection of
rootkits. The layered approach is realized in the system by combining the kernel space with the user space. The system maintains the
data collection and analysis functions in such a way that it provides the highest level of efficiency and security.

The central component of the system is the Loadable Kernel Module. The module is responsible for running in the kernel space. The
kernel space provides the most precise data regarding the running processes and the modules that are running in the system.

The kernel module accesses the kernel data structure and provides the most precise data regarding the running processes and the
modules that are running in the system. The kernel module provides the most precise data because it runs in the kernel space. The
user space component of the system is realized in the system in the form of the client.

The client is implemented in the system in the form of the Python-based client. The client sends the request to the kernel module
and receives the data. The client receives the data and at the same time sends the request to the Linux-based utilities such as the ps,
Ismod, and ss. The client receives the data and sends the data to the comparison engine.
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The comparison engine compares the data and provides the output. The output is realized in the system in the form of the UDP-
based alerting system. The UDP-based alerting system provides the highest level of efficiency in the system. The system is simple
and provides the highest level of efficiency..

V. RESULTS
The Argus framework was implemented and tested in a controlled environment running Linux. This ensured its effectiveness in
detecting stealth-oriented rootkits. It showed its capability to collect kernel-level data and compare it with user-space data without
interfering with normal system functioning. The lightweight nature of the framework ensured it did not cause significant
performance degradation during execution.
The dual view comparison mechanism used in testing proved to be effective in detecting inconsistencies between kernel-space and
user-space data. Hidden processes and modules, which could not be detected through normal Linux environment checks, were found
through kernel-level data inspection. This ensured the reliability of kernel-level data in verifying system state.
The integrity verification mechanism through the use of cryptographic hashing also proved to be effective in detecting unauthorized
changes to kernel modules. This ensured that the framework could highlight possible tampering with kernel modules through hash
value comparison. This further improves its detection capabilities beyond mere anomaly detection.
The UDP-based alerting mechanism also performed its role in generating alerts in real-time upon detection of suspicious activities.
This ensured efficient monitoring of system activities. From the testing, it is evident that the Argus framework is effective in
detecting stealth-oriented rootkits without affecting system stability.

VI. CONCLUSION
The Argus Rootkit Monitoring System offers an effective solution in the detection of malware with stealthy characteristics by
employing kernel-level monitoring in conjunction with dual view comparison methodologies. By using kernel-derived “ground
truth,” the system can bypass the limitations of conventional detection methodologies to provide better insight into the activities of
malicious rootkits.
The incorporation of the cryptographic integrity verification process strengthens the framework in the detection of unauthorized
modifications to kernel modules. With real-time notification, the non-intrusive design of the Argus Rootkit Monitoring System
offers an effective solution in monitoring system integrity in an efficient manner.
Although some limitations are associated with the Argus Rootkit Monitoring System due to the use of modern kernel protection, the
project effectively demonstrates the significance of low-level security analysis. It can be used as an effective foundation for future
research in the development of rootkit detection methodologies, leading to the development of a more secure Linux environment.
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