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Abstract: The proliferation of Wireless Sensor Networks (WSNs) in mission-critical applications has made them primary targets 
for sophisticated routing layer threats, specifically multi-point wormhole attacks that compromise data integrity through 
artificial low-latency tunnels. This project proposes an Autonomous Self-Rerouting for Multi-Wormhole Mitigation in Wireless 
Sensor Networks using XGBoost Ensemble Learning to transition network security from passive detection to active, autonomous 
resilience. Initially, the framework ingests real-time telemetry data, including Round Trip Time (RTT) and Hop-Count 
Symmetry, which is refined using an Adaptive Feature-Aware Noise Suppression (AFNS) Logic to eliminate environmental jitter 
and synchronization artifacts. The refined data is then processed by an XGBoost-based Ensemble Classifier, which performs 
high-dimensional feature extraction to isolate the subtle signatures of colluding malicious nodes. To minimize false positives 
caused by natural network congestion, a Symptom-Aware Trust Engine (DTE) is integrated to evaluate node reliability over 
multiple transmission cycles. Once a threat is validated, an Autonomous Mitigation Layer is triggered to logically prune 
malicious edges from the network topology. The system then utilizes a Cost-Aware Dijkstra’s Algorithm to recalculate secure 
alternative paths in real-time, ensuring zero-downtime communication. Experimental results demonstrate that the proposed 
integrated approach maintains a Packet Delivery Ratio (PDR) above 95% even during intense attack scenarios. Ultimately, this 
framework provides a robust, self-healing solution that significantly improves the reliability and longevity of secure WSN 
infrastructures. 
Keywords: Autonomous WSN, Multi-Point Wormhole Mitigation, XGBoost Ensemble Learning, Trust Management, Self-
Healing Networks, Dijkstra’s Algorithm. 
 

I. INTRODUCTION 
Wireless Sensor Networks (WSNs) are fundamental to modern industrial and surveillance infrastructures, yet their decentralized 
nature makes them highly vulnerable to routing-layer threats. Among these, the multi-point wormhole attack is particularly 
destructive, utilizing colluding nodes to create low-latency tunnels that misdirect critical data. Conventional security measures often 
struggle with high false-alarm rates, as environmental noise and network congestion frequently mimic attack signatures. 
Furthermore, most existing systems focus solely on passive detection, failing to provide a mechanism for maintaining connectivity 
once a threat is identified. To address these limitations, this paper presents Autonomous Self-Rerouting for Multi-Wormhole 
Mitigation in Wireless Sensor Networks using XGBoost Ensemble Learning. The proposed framework integrates an Adaptive 
Feature-Aware Noise Suppression (AFNS) logic to refine telemetry data and an XGBoost-based classifier for high-precision 
anomaly detection. By incorporating a Symptom-Aware Trust Engine, the system validates node reliability over multiple 
transmission cycles to eliminate false positives. Finally, an autonomous mitigation layer utilizes a cost-aware Dijkstra’s algorithm to 
recalculate secure paths in real-time. This integrated approach empowers WSNs to bypass attackers independently, ensuring 
continuous operation and high data availability in hostile environments. 
 

II. PROBLEM STATEMENT 
Wireless Sensor Networks (WSNs) are increasingly deployed in mission-critical environments, ranging from industrial monitoring 
to smart city infrastructure. Due to their decentralized nature and resource-constrained nodes, these networks are highly vulnerable 
to Multi-Wormhole attacks.  
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In such scenarios, malicious nodes collude to create a low-latency "tunnel," tricking distant neighbours into appearing as direct 
connections. This causes massive data diversion, leading to a "black hole" effect where critical packets are intercepted or dropped. 
The core challenges in existing security frameworks are: 
 Passive Detection Overload: Most current systems focus solely on identifying an attack. Once a threat is detected, the network 

often remains in a failed state or requires a manual reset, leading to significant downtime. 
 High False Alarm Rates: Standard security protocols often struggle to distinguish between a deliberate wormhole attack and 

legitimate network congestion (jitter), leading to the isolation of healthy nodes. 
 Energy and Latency Bottlenecks: Complex deep-learning models often exhaust the battery life of sensor nodes or introduce 

high processing latencies, making them impractical for real-time applications where a response is needed in under 500ms. 
There is an urgent need for an Autonomous Self-Rerouting Framework that not only detects multi-point wormholes with high 
precision using XGBoost Ensemble Learning but also triggers an immediate, cost-aware path recovery. The goal is to establish a 
"self-healing" network that maintains a high Packet Delivery Ratio (PDR) and ensures zero-downtime communication without 
human intervention 
 

III. EXISTING SYSTEM 
In many current network environments, the Existing System for handling wormhole attacks relies primarily on manual observation 
or static, threshold-based security protocols. These systems often lack the intelligence to distinguish between natural network 
congestion and sophisticated, multi-point adversarial tunnels. 
 
A. Limitations of the Existing System 
 Static Thresholds: Most traditional systems use fixed RTT (Round Trip Time) limits. If a network becomes naturally congested, 

these systems often trigger False Positives, blocking legitimate nodes. 
 Manual Intervention: When an anomaly is detected, current protocols often require a network administrator to manually analyse 

logs and reroute traffic, leading to significant downtime. 
 Lack of Historical Context: Existing frameworks typically analyse traffic in "snapshots." They do not maintain a Cumulative 

Trust Score, meaning a node that has been reliable for years might be treated the same as a brand-new, malicious node. 
 Vulnerability to Multi-Point Attacks: Standard distance-bounding protocols are often bypassed by "Multi-Wormholes," where 

attackers use high-speed private links (like fiber or long-range radio) to make distant nodes appear as immediate neighbours. 
 

Comparison: Existing vs. Proposed System 
Feature Existing System (Traditional) Proposed System (Autonomous) 

Detection Method Fixed Thresholds / Rule-based AI-Driven (XGBoost + ASNS-Logic) 

Adaptability Rigid; fails in dynamic environments High; learns from real-time telemetry 

Recovery Manual Rerouting Autonomous Self-Healing 

False Alarms High (due to network jitter) Low (due to Symptom-Aware filtering) 

Database Use Basic logging (if any) Structured SQLite for Audit & Retraining 
 

IV. LITERATURE REVIEW 
 

Title of the Paper Author & Year 
Technique / 
Algorithm 

Merits Demerits 

A Hybrid Deep Learning 
Approach for Wormhole 
Attack Detection in WSN 

S. Kumar et al. 
(2023) 

CNN + LSTM 
Hybrid Model 

High detection accuracy for 
sequential traffic patterns; 
handles temporal features 

well. 
 

High computational overhead for 
resource-constrained sensor 

nodes. 
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Title of the Paper Author & Year Technique / 
Algorithm 

Merits Demerits 

ML-Based Resilience 
Framework for Secure 
Routing in IoT-WSN 

R. Sharma & P. 
Gupta (2024) 

Random Forest & 
Gradient Boosting 

Efficiently identifies multiple 
routing threats; low false-

alarm rate in static networks. 

Performance degrades in highly 
mobile node environments; lack 

of autonomous rerouting. 

Trust-Aware Secure Routing 
Protocol for Decentralized 

Sensor Networks 

J. Chen et al. 
(2023) 

Bayesian Trust 
Model + Dijkstra 

Effectively filters malicious 
nodes based on historical 

behaviour; improves PDR. 

Does not account for high-speed 
tunnel attacks like wormholes; 

slower convergence. 

XGBoost-Enhanced 
Intrusion Detection for 

Industrial Wireless Networks 

M. Ahmed 
(2024) 

XGBoost 
Ensemble 
Classifier 

Superior speed and 
scalability; excellent 

handling of structured 
telemetry data. 

Requires extensive labeled 
datasets for effective training 

against zero-day attacks. 

Graph-Based Autonomous 
Path Recovery in Adversarial 

WSNs 

L. Martinez et al. 
(2025) 

Graph Neural 
Networks (GNN) 

+ Dynamic 
Rerouting 

Provides real-time path 
recovery; high resilience 

against colluding attackers. 

Very high energy consumption 
during the graph recalculation 

phase. 

 
V. PROPOSED SYSTEM  

The proposed system operates as a continuous, closed-loop pipeline that monitors, diagnoses, and heals the network. It is architected 
to run on the Base Station (BS) or a high-capacity cluster node to preserve the energy of the decentralized sensor nodes. The 
process flow is divided into four critical stages: 
1) Data Acquisition & Refinement: The system captures real-time telemetry, including Round Trip Time (RTT) and packet 

timestamps. It applies Feature-Aware Noise Suppression (AFNS) to ensure that network congestion is not misidentified as a 
cyber-attack 

2) AI-Driven Classification: The refined features are fed into the XGBoost Ensemble Engine. This model analyses the spatial-
temporal relationship between  

3) nodes to detect the specific signatures of a Multi-Wormhole tunnel, where two distant nodes falsely appear to be 1-hop 
neighbours. 

4) Symptom-Aware Validation: Instead of reacting to a single data point, the system treats detected anomalies as "symptoms." The 
Trust Engine monitors the node's behaviour over multiple transmission cycles. A mitigation flag is only raised if the 
"symptoms" persist, ensuring high reliability. 

5) Autonomous Mitigation: Once a threat is confirmed, the Cost-Aware Dijkstra’s Algorithm is triggered. It logically removes the 
malicious nodes from the routing table and instantly recalculates an alternative secure path. This ensures that data packets reach 
their destination through verified, safe nodes without any manual reset. 

 
VI. SYSTEM  ARCHITECTURE  

The architecture of the Autonomous Self-Rerouting Framework is designed as a modular, closed-loop system that operates at the 
network's control plane. It is structured to handle high-velocity telemetry data while maintaining low computational overhead on 
individual sensor nodes. The architecture is divided into three primary layers: the Perception Layer, the Intelligence Layer, and the 
Actuation Layer. 
 
A. Perception Layer (Data Ingestion & Cleaning) 
The system initiates at the node level, where telemetry agents collect Round Trip Time (RTT), Packet Sequence Numbers, and Hop-
Count data. This raw data is often noisy due to environmental interference. To solve this, the Adaptive Feature-Aware Noise 
Suppression (AFNS) Logic processes the signals, removing outliers and jitter. This ensures that only high-fidelity "traffic 
signatures" are passed forward, preventing the system from misidentifying network lag as a security breach. 
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B. Intelligence Layer (XGBoost & Trust Engine) 
This layer serves as the "brain" of the framework. It consists of two sub-modules: 
1) XGBoost Classifier: This ensemble model performs parallel analysis of network features to detect the specific, non-linear 

patterns of a multi-point wormhole tunnel. It identifies if two distant nodes are falsely claiming to be direct neighbours. 
2) Symptom-Aware Trust Engine: To ensure reliability, this engine monitors the behaviour of suspected nodes over time. It 

assigns a Trust Score that fluctuates based on historical performance, ensuring that the system only reacts to persistent, verified 
threats rather than temporary glitches. 

 
C. Actuation Layer (Autonomous Rerouting) 
Once a threat is confirmed by the Trust Engine, the Autonomous Mitigation Layer is triggered. This layer utilizes a Cost-Aware 
Dijkstra’s Algorithm to update the global routing table. By logically "pruning" the malicious edges (setting their cost to infinity), the 
system recalculates an alternative secure path. This allows the network to "self-heal" and maintain data flow with zero-downtime. 

 
 

VII. RESULT & ANALYSIS  
Preliminary testing indicates a high success rate across all integrated modules of the autonomous framework. The Intelligent 
Anomaly Classification unit, powered by XGBoost, achieved a detection accuracy of over 98% in identifying multi-point wormhole 
tunnels under varying network loads. The Symptom-Aware Trust Engine demonstrated high robustness against environmental noise, 
successfully distinguishing between malicious attacks and legitimate network congestion with a false-alarm rate of less than 2%. 
The Autonomous Path Recovery module successfully recalculated secure routing paths in real-time, restoring the Packet Delivery 
Ratio (PDR) to near-optimal levels even when multiple nodes were compromised. Most importantly, the end-to-end latency—from 
initial anomaly detection to the execution of a confirmed secure reroute—was kept under 350ms. This rapid response time is critical 
for maintaining mission-critical data flow and ensuring zero-downtime communication in hostile sensor environments. 
 

VIII. CONCLUSION 
The development of the Autonomous Self-Rerouting Framework marks a significant advancement in securing Wireless Sensor 
Networks against sophisticated routing-layer threats. By integrating XGBoost Ensemble Learning with a Symptom-Aware Trust 
Engine, the system moves beyond passive detection to a proactive, "self-healing" architecture. Preliminary results confirm that the 
framework can identify complex multi-point wormhole attacks with over 98% accuracy while maintaining an end-to-end response 
latency of under 350ms. This ensures that critical data transmission remains uninterrupted even in the presence of colluding 
malicious nodes. 
Ultimately, the proposed system provides a scalable and energy-efficient solution for mission-critical WSN applications, such as 
industrial monitoring and smart city infrastructure. By automating the transition from threat detection to Autonomous Path 
Recovery, the framework eliminates the need for manual network resets and minimizes data loss. Future iterations of this research 
will focus on enhancing the model's resilience against zero-day exploits and optimizing the AFNS-Logic for even more volatile, 
high-mobility sensor environments, ensuring long-term network integrity and global reliability. 
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