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Abstract: This research introduces a novel decentralized storage system implemented through the integration of blockchain
technology. The system is manifested in the form of a website developed using React.js, tailwindcss, and MySQL as the backend
database, complemented by the Inter Planetary File System (IPFS) for the secure storage of diverse document formats such as
.pdf, .jpg, and .png. Users can securely manage their documents within their respective accounts on the platform. One of the
primary features of the system is the ability for users to securely request access to specific documents from other users via the
blockchain. This mechanism ensures a transparent and tamper-resistant transaction process, bolstering the security and
integrity of document sharing. Additionally, users can seamlessly store their own documents within their personalized accounts,
enhancing the platform’s user-centric functionality. The utilization of React.js and tailwindcss ensures an interactive and
visually appealing user interface, contributing to an enhanced user experience. The backend infrastructure, supported by
MySQL, provides a robust and scalable foundation for efficient data management. This research contributes to the field by
presenting a comprehensive solution that addresses the challenges associated with centralized storage systems. The decentralized
architecture, coupled with blockchain-based access control, not only enhances security but also promotes transparency and
accountability in document management.
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I. INTRODUCTION

In an era characterized by an escalating reliance on digital documents and a growing need for secure and transparent data
management, the development of decentralized storage systems has emerged as a pivotal area of research and innovation. This paper
introduces a pioneering solution, integrating blockchain technology to establish a decentralized storage system that leverages the
capabilities of React.js, tailwindcss, MySQL, and the Inter Planetary File System (IPFS)[1]. Traditional centralized storage systems,
while prevalent, are not without their shortcomings, particularly in terms of security vulnerabilities and dependence on centralized
authorities. This research seeks to address these challenges by proposing a novel decentralized storage framework that not only
mitigates security concerns but also introduces an intricate layer of transparency and accountability through blockchain technology.
The core architecture of the system is implemented using React.js and tailwindcss, ensuring a dynamic and visually intuitive user
interface. The backend infrastructure, powered by MySQL, provides a robust foundation for efficient data management. The
incorporation of IPFS for document storage further enhances the system's resilience and reliability[2]. One of the distinguishing
features of the proposed system is its utilization of blockchain for access control and document sharing among users. By securely
facilitating access requests through a transparent and tamper-resistant blockchain, the system ensures the integrity of document
transactions. Users can securely share documents and manage their own files within personalized accounts, thereby fostering a user-
centric environment. This research not only contributes to the evolving landscape of decentralized storage systems but also aligns
with the broader objective of promoting secure and transparent data management practices. Through a synthesis of blockchain
technology and contemporary web development tools, our solution endeavors to redefine the paradigm of document management
systems in the digital age. The increasing prevalence of digital documents across various domains has underscored the critical need
for secure, transparent, and efficient storage systems. Conventional centralized storage solutions, while widely adopted, exhibit
inherent vulnerabilities such as single points of failure and susceptibility to unauthorized access. In response to these challenges, our
research pioneers a decentralized storage system that harnesses the potential of cutting-edge technologies, including React.js,
tailwindcss, MySQL, and the Inter Planetary File System (IPFS)[2]. The architectural foundation of our system centers on React.js
and tailwindcss, delivering an interactive and visually compelling user interface. The backend infrastructure, supported by MySQL,
ensures a scalable and resilient platform for robust data management. Augmenting this framework is the integration of IPFS,
providing a decentralized and tamper-resistant storage solution for various document formats, ranging from .pdf to .jpg and .png.

A pivotal aspect of our research lies in the incorporation of blockchain technology to enhance the security and transparency of
document management.
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The blockchain facilitates secure access requests between users, fortifying the integrity of document transactions. Users can securely
share documents and maintain their personal files within dedicated accounts, thereby fostering a user-centric ecosystem. By
addressing the limitations of centralized storage systems, our research not only contributes to the evolving landscape of
decentralized storage but also aligns with broader efforts to instill security and transparency in contemporary data management
practices.

Il. LITERATURE REVIEWS AND PAST RESEARCHES
The paper proposes a blockchain-based solution for issuing and verifying educational and professional certificates. The
methodology involves utilizing a permissionless blockchain, particularly Ethereum, for the storage of certificate hash values.
Additionally, a distributed peer-to-peer storage system (IPFS) is employed for storing the actual certificates. Certificates originate
from universities/colleges, with their hash values securely stored on the blockchain[3]. This system allows employers to verify
certificates using either the certificate ID or transaction hash value. The paper extensively discusses implementation details and
highlights the advantages of leveraging blockchain technology for certificate verification.
The paper introduces Meta-Block, a novel cross-layer storage management strategy designed specifically for decentralized
blockchain storage applications. The focus lies on enhancing the utilization of storage resources within decentralized storage
systems by capitalizing on the unique features of blockchain storage applications. The methodology includes a redesign of the
organization of Log Structured Merge Tree (LSM-Tree) and the implementation of a data prefetching strategy aimed at enabling
direct storage access.

11l. METHODOLOGY
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Fig. 1. System Architecture

A. User Interface and User Experience

The initial phase of the methodology revolves around crafting a user interface that integrates sleek aesthetics and an intuitive design,

ensuring an optimal user experience. This process begins with a comprehensive analysis of user expectations and industry standards

to establish a solid foundation for Ul development.

1) User-Centric Approach: Emphasizing a user-centric approach, user surveys and interviews are conducted to understand
preferences, pain points, and expectations. This insight guides the design process to create an interface that resonates with
users.

2) Wireframing and Prototyping: Leveraging industry-standard tools, wireframing and prototyping are employed to visualize the
layout and flow of the UI. This iterative process allows for quick adjustments based on user feedback and ensures the final
design aligns seamlessly with user expectations.

3) Sleek Aesthetics: The design philosophy prioritizes a clean and modern aesthetic. Using React.js and tailwindcss, a minimalist
design is implemented that enhances visual appeal while minimizing clutter, contributing to a sleek and sophisticated UI.

4) Intuitive Navigation: To enhance user experience, an intuitive navigation structure is implemented. This involves strategically
placing elements, employing clear and concise labels, and optimizing the user journey to enable users to effortlessly navigate
through the system.

5) Responsive Design: Recognizing the diverse array of devices users may utilize, a responsive design is implemented that ensures
a consistent and engaging experience across various screen sizes and resolutions.

6) User Testing: Continuous user testing is integrated into the design process. Feedback from real users is invaluable for refining
the UI, ensuring that it not only meets aesthetic standards but also aligns with user expectations, making it easy to comprehend
and navigate in a single glance.
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B. Hashing Algorithms

1) SHA-256

SHA-256, a member of the SHA-2 family of hash functions, stands as a cornerstone in modern cryptography. This algorithm
generates a 256-bit (32-byte) hash value, which serves as a digital fingerprint for data integrity verification. Widely regarded for its
robustness, SHA-256 has endured rigorous cryptanalysis, emerging as a stalwart in cryptographic applications[4]. Its security stems
from its resistance to various cryptographic attacks, including collision and preimage attacks, owing to its design principles and the
sheer complexity of the algorithm. Mathematically, SHA-256 operates through a series of bitwise logical operations, including
AND, XOR, and NOT, combined with modular addition and rotation functions. The algorithm processes data in fixed-size blocks,
iteratively transforming input data into a fixed-size output hash. Its utilization spans across diverse fields, from ensuring the
integrity of digital signatures to underpinning the infrastructure of certificate authorities. In essence, SHA-256 stands as a testament
to the resilience of cryptographic primitives, safeguarding sensitive data and digital communications in an ever-evolving
digital landscape.

2) Bcrypt

Berypt, a cryptographic hash function, is renowned for its robustness and resilience against brute-force attacks. It employs a
modified version of the Blowfish encryption algorithm, incorporating salt and key stretching techniques to enhance security. Berypt
produces a fixed-length hash value, typically 192 bits, making it suitable for securely hashing passwords and sensitive data[3]. Its
strength lies in its computationally intensive nature, making it resistant to high-speed attacks and parallel processing.
Mathematically, bcrypt operates by repeatedly applying the Blowfish encryption algorithm in a loop, with the input data and
randomly generated salt serving as inputs. This iterative process effectively slows down the hashing process, thwarting attempts to
crack hashed passwords quickly. Due to its effectiveness in thwarting password-based attacks, bcrypt is widely adopted in various
security-critical applications, including password hashing in web authentication systems. Its robustness and proven track record
make it a favored choice among security professionals seeking to fortify their systems against unauthorized access
and data breaches.

C. IPFS

The development of a blockchain-based decentralized storage system represents a paradigm shift in data management, leveraging
the combined power of blockchain technology and the Inter Planetary File System (IPFS). At its core, this system operates on the
principles of decentralization and immutability, ensuring data integrity and accessibility without reliance on centralized authorities.
The process begins with users uploading files onto the IPFS network, where they are broken down into smaller chunks and
distributed across a network of nodes. Each chunk is assigned a unique cryptographic hash, which serves as its identifier on the
IPFS network[2]. Simultaneously, the metadata associated with the file, including its hash and additional attributes, is recorded on
the blockchain. This linkage between the blockchain and IPFS ensures transparency and traceability, as the blockchain records the
transaction details and references to the IPFS file addresses.

The algorithm underlying this system involves several key steps. First, the file is divided into smaller chunks using a content-
addressable hashing mechanism, such as SHA-256. These chunks are then distributed across the IPFS network using a distributed
hash table (DHT), ensuring redundancy and fault tolerance. Meanwhile, the blockchain records the metadata associated with each
file upload transaction, including the hash of the file and its IPFS address. Smart contracts govern the interactions between users and
the system, ensuring trustless execution of file storage and retrieval operations[6]. Through this innovative approach, the
blockchain-based decentralized storage system offers a robust and censorship-resistant solution for securely storing and accessing
digital assets, ushering in a new era of decentralized data management.

Client /

~  Server | »| IPFS Storage
Browser

Fig. 2. Client and IPFS interaction
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Algorithmic steps for utilizing IPFS:
1) File Chunking
- Break files into smaller chunks.
- Generate a unique hash (CID) for each chunk.

2) Distributed Storage
- Store chunks across multiple nodes using a DHT.
- Ensure redundancy and fault tolerance.

3) Peer-to-Peer Retrieval
- Retrieve chunks using a P2P protocol.
- Directly transfer chunks between nodes.

4) Merkle DAG
- Construct a Merkle DAG to represent file structure.
- Facilitate efficient retrieval and verification.

5) Immutable Data
- Uploaded files are immutable.
- Any changes result in new CIDs.

6) Data Linking and Versioning
- Link related files using their CIDs.
- Enable versioning with distinct CIDs.

D. Blockchain

In the pursuit of creating a blockchain-based decentralized storage system, the integration of blockchain technology stands as a
pivotal aspect of the project's architecture. At its core, blockchain serves as the underlying framework that orchestrates the
decentralized storage network's operations. Through the utilization of smart contracts, a fundamental component of blockchain
technology, seamless interaction with the Inter Planetary File System (IPFS) is facilitated. These smart contracts automate and
enforce the rules governing the storage and retrieval of data within the decentralized network[5]. By leveraging the transparency,
immutability, and cryptographic security features inherent in blockchain technology, the decentralized storage system ensures
trustless and tamper-proof interactions among network participants. Each transaction and data access request is cryptographically
secured and recorded on the blockchain, providing a verifiable and auditable trail of data custody and ownership.
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Furthermore, the integration of blockchain technology enhances the resilience and reliability of the decentralized storage system.
Through the use of consensus mechanisms such as proof of work (PoW) or proof of stake (PoS), the network achieves consensus on
the validity of transactions and data updates. This consensus mechanism ensures the integrity and consistency of the stored data,
mitigating the risk of data manipulation or unauthorized access. Additionally, the decentralized nature of blockchain technology
eliminates single points of failure and central authorities, promoting censorship resistance and data sovereignty. Ultimately, by
harnessing the power of blockchain technology, the project endeavors to realize a robust, secure, and censorship-resistant
decentralized storage solution, empowering users with greater control over their digital assets and data privacy.

E. Backend

In the development journey of a blockchain-based decentralized storage system, the creation of a robust and scalable backend
infrastructure is fundamental. Leveraging Node.js as the backend framework provides flexibility and efficiency in handling
asynchronous operations and managing HTTP requests. Through the implementation of RESTful APIs, communication between the
frontend and backend layers is facilitated, enabling seamless interaction with the decentralized storage network. The backend
system orchestrates various functionalities, including user authentication, file upload and retrieval, and data management operations.
By incorporating MySQL as the database management system, the backend ensures data persistence and integrity. Utilizing features
such as joins and keys in MySQL enables efficient data querying and retrieval, optimizing the performance of the storage system.
The integration of advanced database concepts enhances data organization and accessibility, laying the foundation for a scalable and
reliable decentralized storage solution.

Moreover, the implementation of HTTP requests and APIs in the backend layer facilitates seamless integration with external
services and applications. Through standardized HTTP protocols, communication between different components of the storage
system is streamlined, fostering interoperability and ease of integration. The backend system acts as the bridge between the frontend
user interface and the decentralized storage network, translating user actions and requests into blockchain transactions and data
interactions. By abstracting the complexities of blockchain technology and decentralized storage operations, the backend layer
provides a user-friendly and intuitive interface for interacting with the storage system. Overall, the combination of Node.js, MySQL,
HTTP requests, and APIs forms the backbone of the backend infrastructure, empowering the project to realize its vision of a
blockchain-based decentralized storage system with seamless user experience and robust functionality.

Server-Side Systems

HTTP Request
Web-Server

Client (Browser)

! HTTP Response

Database
(MySQL)

Fig. 4. Http request and response

F. Smart Contract

In the endeavor to develop a blockchain-based decentralized storage system, the integration of smart contracts serves as a
cornerstone in ensuring the system's functionality and integrity. Smart contracts, autonomous and self-executing contracts encoded
onto the blockchain, play a pivotal role in securely storing the hash values of documents within the decentralized network. These
contracts are programmed to execute predefined logic and enforce the rules governing data storage and retrieval operations[3]. In
the context of the project, smart contracts act as custodians of document integrity, facilitating transparent and tamper-proof
interactions between users and the storage system. By leveraging the immutability and transparency of blockchain technology, smart
contracts provide verifiable proof of document ownership and authenticity, enhancing trust and reliability in the decentralized
storage ecosystem.
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Furthermore, the utilization of smart contracts enhances the security and trustworthiness of the decentralized storage system.
Through the deployment of cryptographic hashing algorithms within smart contracts, the integrity of document hash values is
safeguarded against tampering or unauthorized modifications. Each document upload transaction triggers the execution of a smart
contract, which securely stores the document's hash value on the blockchain. This immutable record ensures the traceability and
auditability of document storage activities, fostering accountability and transparency within the decentralized network. Overall,
smart contracts serve as the backbone of the blockchain-based decentralized storage system, enabling secure and reliable data
storage and retrieval while upholding the principles of decentralization and cryptographic security.

G. Document sharing
In the quest to create a blockchain-based decentralized storage system, the inclusion of document sharing features amplifies the
platform’s utility and versatility. By incorporating a secure document sharing mechanism, users can seamlessly exchange documents
within the decentralized network while ensuring data privacy and integrity. The process begins when a user requests access to a
specific document from another registered user. Upon receiving the request, the system initiates a secure communication protocol,
wherein the document owner is notified and prompted to approve or deny the access request. If the owner consents to the request,
only the document's hash key is provided to the requesting user, ensuring that sensitive document content remains securely stored
within the decentralized network. This approach not only streamlines document sharing but also enhances data security by limiting
access to document contents solely to authorized users, bolstering trust and confidentiality within the decentralized storage
ecosystem.
Furthermore, the implementation of secure document sharing features underscores the system's commitment to user-centricity and
privacy protection. By leveraging blockchain technology's transparency and immutability, the document sharing process remains
auditable and tamper-proof, mitigating the risk of unauthorized access or data manipulation. Each document sharing transaction is
recorded on the blockchain, providing an immutable record of user interactions and access permissions. Through this transparent
and accountable approach, the decentralized storage system fosters a culture of trust and collaboration among users, empowering
them to securely exchange documents while maintaining control over their data. Ultimately, the integration of document sharing
capabilities enhances the platform's functionality and user experience, positioning it as a reliable and secure solution for
decentralized document management and collaboration.

B

Receiver Requestor Smart Contract

| IPFS

Upload file

‘1 Return IPFS hash

!

Query the smart contract for Verifying Receiver
I 1
I

Request for docunfent :

|
I
s

! 1
Receiver receives request !

Accepting request

|

Return IPFS hash (Rehuested document)

|
|
1
1
|
1
1
|
1
|
|
e
|
1
|
1
1
1
|
1
|
|
|
|
|
|
|
1
|
e
1
|
|
|
|
|
|
|
|
|
|
I
|
|
1
1

|
|
|
1
|
|

Fig. 5. Sequence diagram for document sharing
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Fig 10. User “XYZ” can now access the document

V. CONCLUSION

This research has successfully introduced a novel decentralized storage system that leverages blockchain technology to address the
shortcomings of centralized storage systems. The implementation, in the form of a user-friendly website developed with React.js
and tailwindcss, coupled with a robust backend using MySQL and IPFS, provides a secure and efficient platform for document
management. The key features of the system, such as secure document storage on IPFS, user-centric document management, and
blockchain-based access control, contribute to enhanced security, transparency, and accountability in document sharing. The ability
for users to securely request access to specific documents via the blockchain ensures a tamper-resistant transaction process, further
bolstering the integrity of document management. The utilization of React.js and tailwindcss not only ensures a visually appealing
and interactive user interface but also contributes to an overall improved user experience. The backend infrastructure, supported by
MySQL, provides a scalable foundation for efficient data management, ensuring the platform's robustness.

This research makes a significant contribution to the field by presenting a comprehensive solution to the challenges associated with
centralized storage systems. The decentralized architecture, coupled with blockchain-based access control, not only addresses
security concerns but also promotes transparency and accountability in document management. The proposed system stands as a
promising alternative for secure and efficient document storage in a decentralized environment. Future work may involve further
optimizations, scalability testing, and real-world implementation to validate the system's effectiveness in diverse scenarios.
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