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Abstract: The rapid proliferation of digital health records has accentuated critical challenges in secure, scalable, and
interoperable medical data exchange across heterogeneous healthcare institutions. Conventional centralized architectures
exhibit fundamental vulnerabilities including single points of failure, susceptibility to data breaches, unauthorized access, and
irreversible data tampering — all of which critically undermine patient privacy and clinical data integrity. This paper proposes a
novel, decentralized blockchain-based healthcare data interoperability platform that synergistically integrates the InterPlanetary
File System (IPFS) with Ethereum smart contracts to establish a robust, patient-centric ecosystem for secure medical data
management. The framework incorporates Health Level Seven (HL7) standards, specifically Fast Healthcare Interoperability
Resources (FHIR) R4, to ensure standardized exchange of Electronic Health Records (EHRS). Patient records are encrypted
using AES-256-GCM prior to IPFS storage, while cryptographic hash values anchored on the Ethereum blockchain ensure data
integrity and immutability. Role-based smart contracts enforce patient-centric access control with real-time grant and revocation.
Experimental evaluations demonstrate superior transparency, integrity, and interoperability relative to conventional centralized
healthcare systems across all measured performance dimensions.
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L. INTRODUCTION
The global healthcare industry is undergoing an unprecedented digital transformation, driven by widespread adoption of Electronic
Health Records (EHRs), telemedicine, wearable health sensors, and Al-assisted diagnostics. By 2024, more than 96% of non-federal
acute-care hospitals in the United States had adopted certified EHR systems, yet interoperability between these systems remains
severely limited [1].
Patients receiving care across multiple institutions — hospitals, specialist clinics, diagnostic laboratories, and pharmacies —
frequently encounter fragmented, incomplete, or inaccessible medical histories, directly compromising care continuity, clinical
decision quality, and patient safety.
Conventional healthcare IT architectures are overwhelmingly centralized, concentrating vast repositories of sensitive patient data
within single institutional databases or proprietary cloud platforms. These architectures present systemic risks: the 2021 Universal
Health Services ransomware attack disrupted operations at 400 US hospitals, while the 2015 Anthem breach exposed nearly 80
million patient records. Such incidents underscore the inadequacy of perimeter-based security models in the face of increasingly
sophisticated adversaries. Furthermore, centralized systems inherently lack transparency — patients typically have no visibility into
who accesses their records or when, contravening the informed consent principles embedded in HIPAA and GDPR [2].
Blockchain technology, originally conceived as the substrate for decentralized cryptocurrency networks, possesses intrinsic
properties that make it exceptionally well-suited to healthcare data governance: immutability, transparency, cryptographic
auditability, and decentralized consensus-driven validation [3]. When combined with the InterPlanetary File System (IPFS) — a
peer-to-peer, content-addressed, distributed storage network — and Ethereum smart contracts for programmable, self-enforcing
access control logic, blockchain enables a fundamentally new paradigm for healthcare data management: tamper-proof, patient-
sovereign, cross-institutional, and standards-compliant.
This paper presents a comprehensive blockchain-based healthcare data interoperability platform integrating IPFS, Ethereum smart
contracts, and HL7 FHIR R4 standards. The platform ensures patients retain full sovereignty over their medical data, while
authorized healthcare providers access records securely, efficiently, and in compliance with applicable regulatory frameworks. The
remainder of the paper is organized as follows: Section Il surveys related work; Section 111 states the problem; Section 1V presents
the system objectives; Sections V and VI describe the architecture and technology stack; Section VII characterizes the evaluation
dataset; Section VIII reports experimental results; and Sections IX-X discuss expected outcomes and conclusions.
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This hybrid approach substantially improved storage scalability and data integrity guarantees; however, the system lacked machine-
learning capabilities and a production-ready user interface.

Yeh [7] developed a comprehensive, privacy-preserving healthcare system using blockchain with strong encryption and fine-
grained role-based access control. Despite strong security properties, the system did not adopt any healthcare interoperability
standard and incurred high infrastructure costs, limiting its practical deployment scope. Buyya et al. [8] introduced an Al- enabled
blockchain framework that incorporated federated learning for disease prediction alongside secure, automated data workflows. The
system demonstrated promising Al integration potential but suffered from high computational overhead and significant architectural
complexity that hampers adoption in resource-constrained healthcare environments.

1. LITERATURE SURVEY

Nakamoto's foundational Bitcoin whitepaper [1] established the cryptographic and consensus-theoretic basis for all subsequent
Blockchain systems. Crosby et al. [2] provided an early systematic survey of Blockchain applications beyond Cryptocurrency,
identifying healthcare as a high-priority domain. Kuo et al. [3] conducted a rigorous review of blockchain distributed ledger
technologies for biomedical and healthcare applications, identifying access control, data provenance, and interoperability as the
three critical research challenges. Buterin's Ethereum whitepaper [10] established the smart-contract programming model that
enables the programmable access control mechanisms central to the proposed system.

A comprehensive analysis of the prior art, summarized in Table I, reveals a critical gap: no existing system simultaneously
integrates AES-256-GCM client-side encryption, IPFS decentralized off-chain storage, Ethereum role-based smart-contract access
control, and HL7 FHIR R4 standards compliance within a single unified, production-deployable platform. The proposed system is
explicitly designed to address this gap.

Table I: Comparative Literature Survey

Ref  Author

s/ Year

Key Limitation
Strengths S

System

[1] Nakamot | Bitcoin ~ P2P | Decentralizati Not designed
02008 System on, Pow | for healthcare
consensus data
[2] Crosgy B oc!cHam Iaentl!les Survey only;
et al. | Beyond Bitcoin | healthcare as no
2016 survey priority domain| implementati
on
[3] | Kuo et | Blockchain for | Broad clinical | No specific
al. 2017 Biomedical applicability access control
Apps survey design
[4] | Azariaet | MedRec - | Patient- Scalability
al. 2016 Ethereum EHR | controlled, issues; no
access smart contract FHIR/AI
. |
[5] Jiang et Blockchain Cryptographic No analytics;
al. 2020 secure sharing interoperabilit y| complex
arch. deployment

[6] Mettler Blockchain+IP Distributed No ML;
2021 FS storage | storage, data limited UI/UX
framework integrity
|
[7] Yeh Privacy- RBAC,strong No
2022 preserving encryption HL7/FHR:
Blockchain Sys. High cost

[8] Buyya et | Al-enabled Al prediction, | High
al. 2023 blockchain automated computation;
healthcare workflows system
complexity
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[9] HL7 Intl FHIR R4 | Standardised Standard
2021 Specification RESTful only; no
clinical data | implementati
API on
[10] | Buterin Ethereum Programmable General-
2014 smart contract | decentralised purpose;
platform logic healthcare-
specific gaps

1. PROBLEM STATEMENT
The contemporary healthcare data ecosystem is afflicted by four deeply interrelated structural dysfunctions that collectively impede
safe, efficient, and equitable patient care delivery:

A. Interoperability Deficit

The global healthcare information technology landscape is characterized by a Tower of Babel of incompatible proprietary
Electronic Medical Record (EMR) systems: Epic, Cerner, Allscripts, Meditech, and hundreds of others, each with distinct data
models, APIs, and exchange formats. Despite the introduction of HL7 standards and government-mandated interoperability rules,
fewer than 30% of hospitals achieve seamless bidirectional data exchange with external institutions [3]. In multi-provider care
journeys — which account for the majority of complex or chronic condition management — this fragmentation forces clinicians to
make decisions based on incomplete information, directly contributing to medical errors that cost the US healthcare system an
estimated $28 billion annually.

B. Data Silos and Care Continuity Failures

Siloed medical records compel patients to undergo duplicative diagnostic procedures when transitioning between healthcare
providers, inflating costs and exposing patients to unnecessary risk from repeated radiation, contrast agents, or invasive sampling.
More critically, in emergency scenarios — stroke, cardiac arrest, anaphylaxis — the absence of immediately accessible allergy
records, current medication lists, and prior diagnostic findings can be catastrophic. A 2022 JAMA study found that 20% of adverse
drug events in emergency settings were attributable to incomplete medication history at point of care.

C. Security and Privacy Vulnerabilities

Healthcare data repositories are the most lucrative targets in the cybercriminal ecosystem: medical records sell for up to $1,000 per
record on dark web markets, compared to $5-10 for financial data. In 2023 alone, US healthcare data breaches exposed more than
133 million records. Centralized databases holding millions of patient records represent high-value single points of attack, while
internal unauthorized staff access — estimated to affect up to 27% of healthcare employees — remains inadequately detected and
controlled by legacy role-management systems [7].

D. Erosion of Patient Autonomy

Current healthcare architectures are fundamentally institution-centric rather than patient-centric: the institution owns and controls
the data generated from patient care. Patients rarely possess visibility into who has accessed their records, under what authorization,
or for what stated purpose. This opacity directly undermines the informed consent principles that are the ethical and legal foundation
of contemporary medical practice under HIPAA, GDPR, and the emerging array of national health data sovereignty regulations. A
decentralized, patient- empowered architecture is not merely desirable — it is urgently required.

IV.  OBJECTIVES
The proposed system is designed to simultaneously achieve five primary objectives, each addressing a specific dimension of the
problem space identified in Section I11:
1) Standards-Compliant Interoperability. Enable secure, transparent, and standards-compliant exchange of medical data across
heterogeneous healthcare institutions using HL7 FHIR R4 RESTful APIs, ensuring compatibility with existing global hospital
information systems without requiring major infrastructure replacements.
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2) Client-Side Privacy Preservation. Enhance patient privacy through AES-256-GCM encryption executed client-side before data
leaves the patient's device, ensuring that neither IPFS storage node operators nor network observers can access plaintext
medical records at any point in the pipeline.

3) Patient-Centric Access Control. Implement granular, patient-controlled access permissions via Ethereum smart contracts,
allowing patients to grant and revoke provider access in real time, with time-bounded authorizations that automatically expire
without requiring patient intervention.

4) Immutable Audit and Compliance. Provide an immutable, cryptographically verifiable ledger of all data access, modification,
and sharing events, supporting regulatory compliance with HIPAA, GDPR, and emerging national health data sovereignty
frameworks through automated, tamper-proof audit trails.

5) Scalable National Deployment. Design a cloud- deployable, horizontally scalable architecture suitable for nationwide
healthcare adoption, accommodating large volumes of multi-modal medical data — structured records, imaging,
genomics — with elastic capacity management on AWS/Azure infrastructure.

V. SYSTEM ARCHITECTURE
The proposed system follows a six-layer decentralized architecture that enforces strict separation of concerns across the full
lifecycle of healthcare data: collection, encryption, off-chain storage, blockchain anchoring, access control enforcement, and user
presentation. This layered design ensures that the compromise of any single layer cannot expose plaintext patient data or bypass
access controls enforced in other layers. The secure data flow pipeline is: Patient Input — Client-Side AES-256- GCM Encryption
— IPFS Distributed Storage — CID Hash Computation — Ethereum Blockchain Anchoring — Smart Contract Access
Enforcement — Authorized Clinician Output (Figure 1).

Fig. 1. Six-LayeerecentraIized System Architecture

A. Presentation Layer

A React.js single-page application provides three role- differentiated dashboards tailored to the distinct workflow requirements of
Patients, Doctors/Specialists, and Hospital Administrators. MetaMask browser extension integration handles cryptographic identity
authentication using Ethereum wallet digital signatures, completely eliminating username/password credentials and binding user
identity to an unforgeable cryptographic keypair. The presentation layer communicates exclusively with the backend via HTTPS-
encrypted API calls and never directly accesses blockchain or IPFS nodes.

B. API Gateway and FHIR Compliance Layer

A Node.js/Express backend serves as the system's FHIR- compliant API gateway, implementing RESTful endpoints conforming to
HL7 FHIR R4 resource specification for Patient, Observation, MedicationRequest, DiagnosticReport, Allergylntolerance, and
ImagingStudy resources. Every incoming write operation is validated against FHIR R4 JSON schemas using the HAPI FHIR
validator before any downstream processing, ensuring that only standards- compliant data enters the pipeline. This layer also
handles JWT-based session management, rate limiting, and API gateway logging.

C. Encryption and IPFS Storage Layer

Patient records are encrypted client-side using AES-256- GCM — the current gold standard for authenticated symmetric
encryption — before transmission to any external system. The 256-bit symmetric encryption key is derived deterministically
from the patient's Ethereum private key using HKDF (HMAC-based Key Derivation Function) with a domain-specific salt, ensuring
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that only the patient (or entities the patient explicitly shares the key derivation secret with) can decrypt their records. Encrypted
ciphertext is uploaded to IPFS, which computes a Content Identifier (CID) — a SHA-256-based cryptographic hash of the content
— that is deterministic and tamper-evident: any modification to the stored ciphertext immediately produces a different CID,
enabling instant integrity verification.

D. Blockchain and Smart Contract Layer

Three purpose-designed Solidity smart contracts govern the system's core logic and are deployed on the Ethereum Sepolia testnet
for evaluation, with production deployment targeting Ethereum mainnet or a suitable Layer-2 scaling solution. PatientRegistry.sol
manages patient identity anchoring using W3C Decentralized Identifiers (DIDs), creating a tamper-proof mapping between
Ethereum wallet addresses and patient identities without storing any personally identifiable information on-chain.
AccessControl.sol enforces role-based permissions with time-bounded grants, event-logged revocations, and emergency override
capabilities for critical care scenarios. RecordLedger.sol maintains an append-only, time-stamped mapping from patient DIDs to
IPFS CIDs, creating an immutable audit trail of all record storage and modification events (Figure 2).

Fig. 2. Secure Data Flow and Role-Based Access Control Mechanism

E. Cloud Infrastructure Layer

The API backend and IPFS gateway nodes are deployed on AWS EC2 instances within auto-scaling groups, providing elastic
capacity management in response to variable load. Route 53 DNS failover and multi-region deployment ensure geographic
redundancy and high availability. MongoDB Atlas serves as a metadata cache for rapid off-chain queries — patient record indexes,
consent logs, and audit summaries — complementing the blockchain's authoritative on-chain CID storage with low- latency read
access patterns essential for clinical workflow integration.

F. Security and Compliance Layer

A dedicated compliance layer implements HIPAA Technical Safeguard requirements — encryption, access controls, audit controls,
integrity controls, and transmission security — as well as GDPR Article 25 privacy-by-design and Article 32 security-of-processing
obligations. Automated compliance reporting generates HIPAA-compliant audit logs from the on-chain event stream, enabling
institutions to satisfy regulatory reporting requirements without additional manual overhead.

VI.  TOOLS AND TECHNOLOGY
The platform employs a carefully curated, open-standards technology stack optimized for security, scalability, developer
productivity, and long-term maintainability. Table 1l summarizes the complete technology stack with version details and functional
roles.
Table Il: Technology Stack Summary

Layer ‘ Technology Version Role / Purpose

Frontend React.js 18.x Role-specific dashboards;
component-based Ul

Frontend Web3js [/ 4.x Ethereum wallet auth;
MetaMask transaction signing
- __________________________________________________________|
Backend Nodejs / 20.x FHIR R4 RESTful API
Express gateway; middleware
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Standards HL7 FHIR R4 R4 Clinical data schemas;
RESTful exchange APIs

Validator HAPI FHIR 6.X Schema validation of all
FHIR resources

Blockchain Ethereum 0.8.x Smart contract
Solidity development language

Dev Tools Hardhat 2.X Contract  compilation,
testing, deployment

Testing Ganache 7.x Local Ethereum node for
unit testing

Storage IPFS (Infura) v0.12 Decentralized off-chain
record storage

Encryption AES-256- NIST Client-side authenticated
GCM encryption
- __________________________________________ |
Key HKDF- RFC Symmetric key derivation
Derivation SHA256 5869 from wallet key
e it |
Database MongoDB 6.x Off-chain metadata
Atlas cache; audit indexes
- _____ ___________ ___ ___________ ____________________|
Cloud AWS EC2 / Gen5 Auto-scaling, geo-
Azure redundant deployment

VII. DATASET DESCRIPTION
The system was evaluated using a comprehensive simulated multi-institutional healthcare dataset constructed to faithfully reflect
real-world clinical diversity, regulatory constraints, and operational scale. The dataset was designed in compliance with HL7 FHIR
R4 resource specifications and HIPAA de-identification standards (Safe Harbor method), with all patient identifiers replaced by
synthetic Ethereum wallet addresses and all protected health information synthetically generated using validated clinical distribution
models.
The dataset comprises three distinct data modalities: (1) Structured data — 200 synthetic patient profiles with complete
demographics, ICD-10-CM diagnosis codes spanning 47 distinct conditions, prescription histories generated from realistic
polypharmacy distributions, and quantitative laboratory results with reference ranges; (2) Semi-structured data — 850 radiology
reports and 650 clinical notes encoded as FHIR DiagnosticReport and DocumentReference resources respectively; and (3)
Unstructured binary data — 1,200 DICOM medical imaging files including chest X-rays, CT scans, and MRI sequences totaling
approximately 3.8 GB of imaging data.
The complete dataset spans three simulated hospital nodes a metropolitan tertiary care center, a regional community hospital, and a
specialist oncology center — and two diagnostic laboratory nodes. With 200 synthetic patients averaging 15 records each, the
dataset yields approximately 4.2 GB of heterogeneous medical data. This scale is sufficient to evaluate system performance under
realistic clinical loads while remaining tractable for controlled experimental evaluation. The dataset is fully reproducible via the
synthetic data generation pipeline published in the project repository.

VIIL. RESULTS AND DISCUSSION

A. Data Integrity and Tamper Detection

SHA-256 hash verification of IPFS-stored records achieved 100% tamper detection rate across 10,000 simulated read operations
encompassing both benign retrievals and deliberate modification attacks at the storage layer. Any unauthorized alteration of stored
ciphertext — even a single bit flip — produces a different IPFS CID, triggering an immediate integrity failure alert when the
retrieved CID is compared against the value anchored on the Ethereum blockchain. This cryptographic integrity guarantee operates
entirely independently of the storage infrastructure's trustworthiness, providing strong security even against malicious IPFS node
operators.
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B. Transaction and Retrieval Performance

Smart contract write operations on the Ethereum Sepolia testnet recorded an average transaction confirmation time of 3.2 seconds (o
= 0.4s) under normal network conditions, with 95th-percentile confirmation times of 5.8 seconds during simulated peak load. IPFS
content retrieval via Infura gateway averaged 1.8 seconds (¢ = 0.3s) for standard EHR payloads up to 5 MB, rising to 4.2 seconds
for large DICOM imaging files (50-200 MB). These latencies are clinically acceptable for non- emergency data access workflows
and are expected to improve significantly with Layer-2 scaling solutions such as Optimism or Arbitrum, which can reduce
transaction confirmation to under 1 second.

C. Access Control Effectiveness

Role-based access enforcement via the Access Control.sol smart contract achieved a 99.97% correct grant/deny rate across 50,000
simulated access requests, spanning all role combinations (patient, doctor, specialist, lab technician, administrator) and permission
states (active grant, expired grant, never-granted, revoked). All 100% of unauthorized access attempts — including replay attacks,
privilege escalation attempts, and expired-token reuse — were uniformly rejected by smart contract execution logic and
immediately logged as security events in the immutable audit ledger. The 0.03% failure rate corresponded exclusively to race
conditions in grant/revoke operations occurring within the same Ethereum block, addressable through transaction ordering controls.

D. FHIR Interoperability

FHIR R4 resource validation showed 98.6% schema compliance for records exchanged between the three simulated hospital nodes.
The 1.4% non-compliance rate was attributable entirely to legacy-format records in the test dataset that pre-dated FHIR R4 adoption
and required migration-time schema transformation. For records natively generated in FHIR R4 format, compliance was 100%.
Cross-institutional query response times averaged 2.1 seconds end-to-end, encompassing APl authentication, smart contract
permission verification, IPFS retrieval, and AES-256-GCM decryption.

E. Privacy and Encryption

Client-side AES-256-GCM encryption with HKDF- derived keys ensured zero plaintext exposure to IPFS storage infrastructure
operators, Infura gateway staff, or network-level observers across all 10,000 evaluation operations. Key derivation from Ethereum
private keys ensures that patient encryption keys are never stored in any central key management system, eliminating the single
point of cryptographic failure inherent in server- side encryption architectures.

Table I1I: Comprehensive System Performance Evaluation

Metric Result Benchmark / Notes

Transaction Confirmation Time . 32 s (0=04 | Ethereum Sepolia testnet; 95th-pct: 5.8 s
IPFS Retrieval Latency (EHR) . 18 s (0=0.3 | Payloads <5 MB via Infura gateway
S)

IPFS Retrieval Latency (DICOM) Avg.4.2's Large imaging files 50-200 MB
Tamper  Detection Rate 100% 10,000  simulated  read operations
Access Control Accuracy 99.97% 50,000 access requests; all roles

System Uptime (30- day eval.) 99.8% AWS multi-region; auto- failover
Avg. Gas Cost per Tx (write) ~42,000 gas RecordLedger.sol store operation

Smart Contract gas All 3 contracts on Sepolia
Deployment Cost total
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IX. EXPECTED OUTCOMES
The successful deployment of the proposed platform is projected to deliver transformative outcomes across multiple dimensions of
the healthcare data management landscape. For patients, the platform provides a user- friendly interface through which they can
exercise genuine sovereignty over their medical data — viewing their complete, consolidated health record regardless of where care
was received, granting and revoking provider access permissions with granular time controls, and reviewing a complete, tamper-
proof audit trail of every access event. This level of transparency and control is unprecedented in existing healthcare IT
architectures.
For healthcare providers and institutions, the platform eliminates data-access barriers that currently impede clinical decision-making
by delivering authorized, complete patient records within seconds — regardless of originating institution or EMR system. The
98.6% FHIR R4 compliance achieved in evaluation confirms that the platform can exchange data with any FHIR-compliant system
without bespoke integration work, dramatically reducing the cost and complexity of achieving cross- institutional interoperability.
Emergency access provisions in the smart contract design enable override access in life-threatening scenarios while maintaining a
complete audit record of emergency access events.
At the national healthcare system level, the platform provides a standards-compliant, scalable infrastructure foundation upon which
a nationwide health data network could be constructed — analogous to the NHSX vision in the UK or the 21st Century Cures Act
interoperability mandate in the US — without requiring replacement of existing EMR investments. The cloud-native, Docker-
containerized architecture enables deployment across diverse institutional IT environments. Future integration of Layer-2 Ethereum
scaling solutions (Optimism, Arbitrum) will reduce transaction costs by an estimated 90-95%, making per-record blockchain
anchoring economically viable at national scale.

X.  CONCLUSION
This paper presented a comprehensive, decentralized blockchain-based healthcare data interoperability platform that integrates IPFS
off-chain storage, Ethereum smart contracts, AES-256-GCM client-side encryption, and HL7 FHIR R4 standards within a
unified, production- oriented architecture. The proposed system fundamentally addresses the four critical limitations of conventional
centralized healthcare architectures identified in the problem statement: interoperability deficit, data siloing, security vulnerabilities,
and patient agency erosion. By combining cryptographic immutability from blockchain technology with the storage scalability of
IPFS, the programmability of Ethereum smart contracts, and the clinical interoperability of HL7 FHIR R4, the platform achieves a
level of security, transparency, and patient empowerment that no existing single-technology solution can match.
Experimental evaluation on a representative 4.2 GB multi-institutional synthetic dataset confirmed the platform's strong
performance profile: 100% tamper detection, 99.97% access control accuracy, 98.6% FHIR R4 compliance, 3.2-second average
transaction confirmation, 1.8-second average IPFS retrieval latency, and 99.8% system uptime over a 30-day evaluation period.
These metrics collectively confirm the clinical viability of the proposed approach and establish a rigorous baseline for future
development.
Future work will pursue three primary research directions: (1) Layer-2 Ethereum integration to reduce transaction gas costs and
confirmation latency, enabling economically viable per-record on-chain anchoring at national healthcare scale; (2) Federated
machine learning integration for Al-assisted disease prediction and clinical decision support without compromising patient data
privacy through differential privacy and secure aggregation techniques; and (3) Cross-chain interoperability protocols to enable
seamless connectivity across blockchain networks operated by different national healthcare authorities, supporting global health
information exchange in the era of increasing healthcare globalization.
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