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Abstract: We present a novel solution, the Blockchain-based Secure and Efficient Secret Image Sharing (BC-SESIS) scheme, 

designed to enhance the security and efficiency of secret image sharing in wireless networks. Traditional Secret Image Sharing 

(SIS) methods generate multiple shadow images to distribute a secret image, allowing retrieval with a subset of these shadows. 

However, existing SIS schemes suffer from vulnerabilities, particularly during communication, where shadow images are 

susceptible to tampering and corruption, compromising security. Leveraging blockchain technology, BC-SESIS encrypts and 

stores shadow images securely within the blockchain, mitigating risks of tampering and corruption. A smart contract, 

empowered with identity authentication, ensures the requisite threshold (k, n) for secret image restoration. To alleviate 

computational burdens on smart contracts and users, we propose an efficient outsourcing computation mechanism. This method 

delegates the restoration task to agent miners within the encryption domain, ensuring secure execution. The effectiveness of the 

BC-SESIS scheme is substantiated through theoretical analysis and extensive experimentation. Results underscore its capacity 

to uphold communication security while delivering high computational efficiency within wireless networks. 

Keywords: Blockchain, Secret image sharing, Wireless networks, Outsourcing computation. 

 

I. INTRODUCTION 

With the continuous advancement of wireless communication technology, ensuring the security of multimedia information 

transmitted over wireless networks is paramount due to vulnerabilities such as message alteration, tampering, and corruption [1]–[3]. 

Secret Image Sharing (SIS) emerges as a vital technology to safeguard secret images, achieved by generating n shadow images in a 

manner where any subset of k shadows can reconstruct the original image [4]–[13]. Initially proposed by Thien and Lin [4], the (k, n)-

SIS scheme utilizes polynomial theory, where k secret pixels serve as coefficients for a (k−1)-degree polynomial function. This 

function generates n shadow pixels, each computed from f(xi), where xi is an integer within the range of [1, n]. Consequently, n 

shadow images are transmitted to corresponding participants, facilitating secret image restoration through Lagrange’s interpolation 

algorithm.  

This threshold-based cryptography scheme ensures that any combination of k shadow images can reveal the secret image, while (k−1) 
or fewer shadows remain insufficient. 

Despite the security provided by (k−1) shadows, the susceptibility of these shadows to tampering or corruption within wireless 

networks poses a significant challenge [3], [9]–[13]. To address this concern, some SIS schemes incorporate image steganography [6], 

[7], [14]–[16], where each shadow image is discreetly embedded within a cover image, thereby reducing the risk of tampering or 

corruption. However, it's worth noting that even though these embedded shadows may remain imperceptible to human observation, 

sophisticated steganalysis tools can potentially detect them [17]–[19]. 

Blockchain, as a decentralized data structure, has gained widespread adoption across various domains [20]–[30] due to its ability to 

mitigate security risks associated with centralized systems. In the context of data communication and information security, blockchain 

not only safeguards against tampering and corruption but also addresses concerns related to malicious activities [27], [31]–[35]. 

Inspired by the potential of blockchain technology, we propose the Blockchain-based Secure and Efficient Secret Image Sharing (BC-

SESIS) scheme, with an emphasis on outsourcing computation in wireless networks. In BC-SESIS, shadow images are initially 

generated from the secret image, encrypted using the Fully Homomorphic Encryption (FHE) algorithm, and stored within the 

blockchain to prevent tampering or corruption during wireless communication. For secret image restoration, an identity 

authentication-enabled smart contract is deployed to achieve the (k, n) threshold of SIS. Additionally, to alleviate computational 

burdens on smart contracts and users, we introduce an efficient outsourcing computation method.  
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This approach delegates a significant portion of the secret image restoration task to agent miners within the encryption domain, 

ensuring secure execution. 

The BC-SESIS scheme has been rigorously evaluated through theoretical analyses and extensive experiments, showcasing robust 

resilience against data tampering and corruption while maintaining high computational efficiency. Our contributions can be outlined 

as follows: 

1) Introduction of a novel SIS scheme leveraging blockchain technology and the Fully Homomorphic Encryption (FHE) algorithm. 

This pioneering approach marks the first utilization of blockchain and FHE within the realm of SIS. By storing encrypted 

information on the blockchain, the BC-SESIS scheme ensures both secrecy and integrity, safeguarding the secret image from 

unauthorized access and preventing tampering or corruption of shadow images during wireless communication. 

2) Implementation of automated participant identification and task initiation mechanisms. Through smart contracts, the proposed 

scheme streamlines the secret image restoration process by automatically identifying participating entities and initiating 

restoration tasks upon sufficient authorization. Furthermore, the incorporation of an Automatic Identity Authentication 

(AutoIDAuth)-enabled smart contract facilitates the realization of the (k, n) threshold required for SIS. 

3) Development of an FHE-based outsourcing computation method for secret image restoration within the encryption domain. In 

BC-SESIS, shadow images undergo encryption using the FHE algorithm before storage on the blockchain. Leveraging the 

inherent properties of FHE, the outsourcing computation method enables polynomial computation tasks to be outsourced to 

miners within the blockchain network. This approach significantly alleviates computational burdens on smart contracts and users. 

 

II. OBJECTIVES 

The objectives of the Blockchain-Based Secure and Efficient Secret Image Sharing (BC-SESIS) scheme with outsourcing 

computation in wireless networks can be summarized as follows: 

1) Enhanced Security: Implement a robust security framework leveraging blockchain technology to protect secret image data from 

unauthorized access, tampering, or corruption during transmission over wireless networks. 

2) Efficient Secret Image Sharing: Develop a mechanism for secret image sharing that ensures confidentiality and integrity while 

allowing authorized participants to securely access and reconstruct the original image from distributed shadow images. 

3) Utilization of Fully Homomorphic Encryption (FHE): Employ FHE algorithm to encrypt shadow images before storing them on 

the blockchain, ensuring confidentiality while enabling secure computation on encrypted data. 

4) Automation of Identity Authentication: Implement an automatic identity authentication mechanism to verify participants' 

identities and trigger the secret image restoration process seamlessly. 

5) Threshold-Based Secret Image Restoration: Design and deploy smart contracts to enforce the (k, n) threshold requirement for 

secret image restoration, ensuring that a minimum number of authorized participants are required to reconstruct the original 

image. 

6) Outsourcing Computation: Develop an efficient outsourcing computation method to offload computational tasks associated with 

secret image restoration to miners within the encryption domain, reducing the computational burden on smart contracts and users. 

7) Demonstrate Computational Efficiency: Conduct theoretical analysis and extensive experiments to validate the computational 

efficiency of the BC-SESIS scheme, ensuring that it can operate effectively within the constraints of wireless networks 

8) Resistance to Tampering and Corruption: Evaluate the scheme's resistance against data tampering and corruption through 

rigorous testing and demonstrate its ability to maintain data integrity even in the presence of malicious actors or network 

vulnerabilities. 

III. LIMITATIONS 

While the Blockchain-Based Secure and Efficient Secret Image Sharing (BC-SESIS) scheme with outsourcing computation in 

wireless networks offers significant advancements in securing secret image sharing, it does have limitations. These include potential 

scalability issues due to the computational overhead of blockchain operations and fully homomorphic encryption (FHE) algorithms, 

which could hinder the scheme's performance in high-volume scenarios. Additionally, the reliance on blockchain introduces 

dependencies on network consensus mechanisms, leading to potential latency and throughput challenges, especially in wireless 

environments with limited bandwidth and high latency. Furthermore, the outsourcing computation approach may introduce trust 

concerns, as reliance on miners within the encryption domain could raise questions regarding their reliability and integrity in 

executing secret image restoration tasks. 
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IV. LITERATURE SURVEY 

In [1] their study, Zhan, Yao, Gao, and Yu (2018) delve into the realm of Mobile Ad hoc Networks (MANETs) with a focus on 

enhancing key generation efficiency by leveraging the unique characteristics of wireless channels, particularly the concept of 

reciprocity.  

The research addresses the critical challenge of secure key establishment in MANETs, crucial for ensuring the confidentiality and 

integrity of communication within these dynamic and self-organizing networks. Through a comprehensive literature survey, the 

authors investigate existing approaches and methodologies related to key generation in MANETs, aiming to identify gaps and 

opportunities for improvement. By proposing an efficient key generation scheme that capitalizes on wireless channel reciprocity, the 

study contributes valuable insights to the field of secure communication protocols for MANETs, offering potential advancements in 

key management practices for decentralized and resource-constrained network environments. 

In [2] their survey titled "Survey on channel reciprocity based key establishment techniques for wireless systems," Wang, Liu, and 

Vasilakos (2015) provide a comprehensive overview of key establishment techniques that leverage channel reciprocity in wireless 

systems. The study focuses on exploring various approaches and methodologies for secure key establishment, considering the 

inherent reciprocity of wireless communication channels as a fundamental basis. By analyzing existing literature, the authors 

highlight the significance of channel reciprocity in facilitating efficient and reliable key establishment mechanisms across different 

wireless environments. Through a systematic review, the survey identifies key challenges, trends, and emerging research directions 

in the domain of channel reciprocity-based key establishment techniques, offering valuable insights for researchers and practitioners 

alike in the field of wireless networking and security. 

In [3] their work "Wireless Network Security," authored by Karygiannis and Owens (2002) and published by the US Department of 

Commerce, Technology Administration, National Institute of Standards and Technology, the authors provide an extensive literature 

survey focusing on various aspects of wireless network security. This comprehensive survey covers a wide range of topics related to 

securing wireless networks, including authentication, encryption, access control, intrusion detection, and countermeasures against 

common attacks. By reviewing existing literature and industry standards, the authors aim to offer a holistic understanding of the 

challenges and solutions pertaining to wireless network security. This survey serves as a valuable resource for researchers, 

practitioners, and policymakers involved in the design, implementation, and management of secure wireless communication 

systems, providing insights into best practices, emerging technologies, and regulatory considerations in the field of wireless network 

security. 

In [4] their seminal work titled "Secret image sharing," Thien and Lin (2002) delve into the concept and techniques of secret image 

sharing, a critical aspect of secure multimedia communication. This literature survey provides a comprehensive overview of the 

principles, methodologies, and applications of secret image sharing, aiming to elucidate the underlying mechanisms and highlight 

the significance of this technology in safeguarding sensitive visual information. By analyzing existing literature and research 

findings, the authors explore various approaches to secret image sharing, including threshold-based schemes and cryptographic 

techniques, while discussing their strengths, limitations, and potential applications. Through this survey, Thien and Lin contribute 

valuable insights into the field of secure image communication, paving the way for further advancements and innovations in secret 

image sharing techniques and applications. 

In [5] their paper titled "An image-sharing method with user-friendly shadow images," Thien and Lin (2003) present a novel 

approach to image sharing that emphasizes user-friendliness while maintaining security. This literature survey explores the 

methodology proposed by the authors, which aims to enhance the accessibility and usability of shadow images in the context of 

secret image sharing. By analyzing the key principles and techniques employed in the proposed method, the survey sheds light on 

the mechanisms underlying user-friendly image sharing and highlights its potential applications in multimedia communication 

systems.  

Thien and Lin's contribution to the field of image sharing techniques with user-friendly shadow images provides valuable insights 

into addressing the usability challenges associated with traditional secret image sharing methods, offering new avenues for research 

and development in the realm of secure multimedia communication. 

In [6] their paper titled "Secret image sharing with steganography and authentication," Lin and Tsai (2004) contribute to the field of 

secure image communication by proposing a method that integrates steganography and authentication techniques. This literature 

survey delves into the methodology outlined by the authors, which aims to enhance the security and integrity of secret image sharing 

processes. By examining the principles and mechanisms underlying steganographic techniques and authentication protocols, the 

survey elucidates how the proposed method combines these approaches to ensure confidentiality, authenticity, and integrity in secret 

image sharing. Lin and Tsai's work provides valuable insights into the integration of cryptographic and authentication techniques 
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within the context of secret image sharing, offering potential solutions to address security concerns in multimedia communication 

systems. 

 

 In [7] their paper "Improvements of image sharing with steganography and authentication," Yang et al. (2007) contribute 

advancements to the field of secure image sharing by proposing enhancements to existing methodologies that integrate 

steganography and authentication techniques. This literature survey delves into the authors' approach, which aims to address 

limitations and improve the security and effectiveness of image sharing processes. By analyzing the principles and mechanisms 

underlying steganographic methods and authentication protocols, the survey elucidates how the proposed improvements enhance 

confidentiality, authenticity, and integrity in image sharing. Yang et al.'s work provides valuable insights into refining and 

optimizing cryptographic and authentication techniques within the context of secure image sharing, offering potential solutions to 

bolster security in multimedia communication systems. 

In [8] his survey titled "Secret-sharing schemes: A survey," Beimel (2011) provides a comprehensive overview of secret-sharing 

schemes, offering insights into their principles, methodologies, and applications. This literature survey delves into the diverse 

landscape of secret-sharing schemes, examining their theoretical foundations and practical implementations. By analyzing existing 

literature and research findings in the field of coding and cryptology, Beimel explores various secret-sharing schemes, including 

threshold-based and information-theoretic approaches, while discussing their properties, strengths, and limitations. Through this 

survey, Beimel contributes valuable insights into the field of secret-sharing schemes, shedding light on their significance in secure 

communication and data protection, and providing a valuable resource for researchers and practitioners in the field of coding and 

cryptology. In [9] their paper titled "Robust secret image sharing resistant to noise in shares," Yan et al. (2021) contribute to the 

field of secret image sharing by proposing a robust scheme designed to withstand noise interference in the shared images. This 

literature survey delves into the methodology presented by the authors, which aims to enhance the resilience of secret image sharing 

schemes against noise-induced errors. By analyzing the principles and techniques employed in the proposed method, the survey 

elucidates how robustness against noise interference is achieved, ensuring the integrity and reliability of shared images. Yan et al.'s 

work provides valuable insights into addressing the challenges posed by noise in secret image sharing schemes, offering potential 

solutions to enhance the robustness and effectiveness of multimedia communication systems. 

In [10] their study titled "Robust secret image sharing scheme against noise in shadow images," Sun et al. (2021) contribute to the 

field of secure image sharing by proposing a scheme designed to mitigate the impact of noise on shadow images. This literature 

survey explores the methodology outlined by the authors, which aims to enhance the reliability and robustness of secret image sharing 

schemes in the presence of noise-induced errors. By examining the principles and techniques employed in the proposed method, the 

survey elucidates how the scheme effectively addresses noise interference, ensuring the integrity and accuracy of shared images. Sun 

et al.'s work provides valuable insights into addressing the challenges posed by noise in secret image sharing schemes, offering 

potential solutions to enhance the security and resilience of multimedia communication systems. 

  

V. RELATED WORK 

A. Secret Image Sharing 

Naor and Shamir (1979) pioneered the concept of secret sharing schemes, where instead of directly transmitting the original secret 

data over the network, a set of random-like data, known as shares or shadows, is generated from the secret data and distributed to 

participants, ensuring each participant holds one shadow. In this scheme, the secret data elements are concealed within the constant 

coefficients of a (k - 1)-degree polynomial, and n shadows are generated by computing the polynomial at specific points. Thien and 

Lin (2002) extended Shamir's scheme for image data by embedding k secret pixels into the coefficients of the polynomial, resulting 

in smaller shadow sizes. Subsequent SIS schemes have focused on improving sharing efficiency, dependency on third parties, and 

the flexibility of image restoration. However, these schemes do not prevent shadow images from being tampered with or corrupted 

during transmission, potentially compromising the accurate restoration of the secret image. To address this issue, some SIS schemes 

incorporate image steganography to hide shadow images within cover images imperceptibly. Although this approach enhances 

security, statistical feature-based steganalysis methods may expose the hidden shadow images, thereby compromising secret 

communication security. Other schemes leverage integrity verification technology to detect tampering in shadow images. 
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B. Blockchain Technologies 

In contemporary literature, blockchain technology is widely acknowledged as a decentralized and distributed ledger system, where 

new information is appended to a block and made accessible to all users or nodes within a distributed network. Miners, responsible 

for generating new blocks via the Proof of Work (PoW) mechanism, play a pivotal role in maintaining the blockchain network's 

integrity. This mechanism not only enhances the cost of potential malicious attacks but also bolsters the overall security of the 

blockchain system. Recent research endeavors have increasingly focused on integrating blockchain technology into Internet of 

Things (IoT) systems to enhance their security and efficiency. For instance, scholars have proposed novel cooperative Mobile Edge 

Computing (MEC) blockchain computation offloading schemes and non-trustworthy MEC verification schemes to better allocate 

computing resources and optimize delay-limited computation offloading tasks. These approaches showcase the potential benefits of 

blockchain techniques in wireless network environments, inspiring the development of innovative solutions such as our proposed 

blockchain-based secure and efficient secret image sharing scheme. Compared to traditional secret sharing schemes lacking 

blockchain integration, our scheme boasts unique advantages, including anti-tampering capabilities for data validity verification, 

transparency allowing network nodes to access information, and multi-party security cooperation without reliance on third-party 

organizations. To facilitate the storage and retrieval of encrypted shadow image files, which often entail large sizes, within the BC-

SESIS scheme, we leverage the InterPlanetary File System (IPFS), a peer-to-peer distributed file system. By storing the image files 

in IPFS and referencing their hash strings (file addresses) on the blockchain, we mitigate storage burdens and reduce latency. 

Furthermore, the integration of smart contracts, widely utilized in blockchain technology, enhances the BC-SESIS scheme's 

functionality. These contracts, executed on the blockchain's Ethereum Virtual Machine (EVM), automate predefined processes, 

reduce transaction costs, and mitigate abnormal or malicious actions. Specifically, within the BC-SESIS scheme, an AutoIDAuth-

enabled smart contract is designed to achieve the (k, n) threshold of Secret Image Sharing, ensuring secure and efficient image 

restoration processes. 

 

VI. THE PROPOSED BC-SESIS SCHEME 

A. The Framework of Proposed BC-SESIS Scheme 

1) Security Model: In our approach, we adopt the semi-honest model, where participants with fewer than k shares may collude 

with external users to tamper with or corrupt image shares. We assume that attackers cannot compromise the security of the 

blockchain network, meaning they lack the capability to dominate the network's computing power and resources. The BFV 

homomorphic encryption algorithm is introduced to ensure secure outsourcing of secret image restoration, known for its 

efficiency, feasibility, and strong security properties. 

2) Roles: Key roles in our scheme include the Dealer, responsible for generating and distributing shadow images and encryption 

keys to participants; Participants, who receive a shadow image and encryption key, encrypt it, and upload it to the blockchain; 

the Applicant, a participant intending to restore the secret image; and Agent Miners, network nodes responsible for computing 

polynomials in the encryption domain for image restoration. 
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3) Trust Setup Phase: The trust setup phase involves the Dealer securely distributing n secret shares to participants, ensuring that 

any k or more participants can recover the original secret, while groups with less than k shares cannot. 

4) Framework: Our framework encompasses the secret image sharing and restoring stages. In the sharing stage, the Dealer 

generates and distributes shadow images and encryption keys to participants securely. Participants encrypt their shadows using 

the FHE algorithm, store encrypted shadows in IPFS, and upload their addresses to the blockchain. 

5) Secret Image Restoring Stage: The process begins with the Applicant initiating a request for image restoration, providing their 

identity information to the AutoIDAuth-enabled smart contract. Upon receiving the request, the smart contract validates the 

Applicant's identity and solicits authorizations from Participants to access their shadow images. Upon collecting k 

authorizations, the smart contract outsources a portion of the secret image restoration task - specifically, computing polynomials 

in the encryption domain - to the blockchain. Agent Miners then carry out the computation and relay the polynomial 

coefficients back to the smart contract. After verifying the coefficients, the smart contract forwards them to the Applicant, who 

then utilizes them to compute the secret image. 

This comprehensive process ensures secure and efficient secret image restoration within the proposed BC-SESIS scheme, utilizing 

blockchain technology and smart contracts to facilitate the restoration process while maintaining security and integrity. 

 

B. Secret Image Sharing Stage 

1) Step 1: Shadow Image Generation: In this step, shadow images are generated from the given secret image SI using a (k−1)-
degree polynomial, similar to existing polynomial-based Secret Image Sharing (SIS) schemes. The polynomial is defined based 

on positive integers k and n, with coefficients (a1, a2, ..., ak−1) and a prime number p. The Dealer inputs a set of n random 
numbers (x1, x2, ..., xn) into the polynomial to compute corresponding shadow pixels {f(xi)|1 ≤ i ≤ n}. This process is repeated 

until all pixels of the secret image have been traversed, resulting in n shadow images. To maintain fidelity, we set the prime 

number p as 257, ensuring all pixels of generated shadows are within the range of [0, 255]. 

2) Step 2: Shadow Image Encryption: To enable secure outsourcing computation of secret image restoration, the shadow images 

are encrypted using Fully Homomorphic Encryption (FHE) before uploading to the blockchain. The Brakerski-Fan-Vercauteren 

(BFV) algorithm is chosen for its efficiency and feasibility. A batch encryption strategy is employed to encrypt a set of vectors 

representing pixels in the shadow image. By encrypting multiple pixels in one encryption operation, efficiency in encryption 

and decryption processes is enhanced, saving considerable computing time. 

3) Step 3: Shadow Image Uploading: Due to storage constraints and latency concerns, directly storing large encrypted files on the 

blockchain is impractical. Instead, Participants upload encrypted files to the InterPlanetary File System (IPFS), which returns a 

unique hash string as the file's address. This address is then sent to the blockchain, ensuring efficient storage and retrieval of 

shadow images without overburdening the blockchain network. 

 

C. Secret Image Restoring Stage 
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1) Step 1: (k, n) Threshold Realization: In this step, the AutoIDAuth-enabled smart contract is designed to authenticate the 

identities of Participants and ensure the (k, n) threshold of SIS. When an Applicant seeks to restore a secret image, they submit 

a restoration request along with their identity and gas reward to the smart contract via the HTTP SSL protocol. The smart 

contract then authenticates the Applicant's identity and broadcasts the restoration request to all Participants, requesting their 

authorizations to access the encrypted shadow image files. Participants who agree to authorize send their identity information to 

the smart contract for authentication. If the number of authorizations exceeds k, indicating there are enough Participants for 

restoration, the smart contract proceeds to trigger the encrypted domain polynomial computation. Otherwise, the Applicant is 

informed that restoration cannot proceed due to insufficient authorizations. 

 
2) Step 2: Encrypted Domain Polynomial Computation: Once the smart contract collects authorizations from at least k 

Participants, it initiates the encrypted domain polynomial computation. Due to the significant computing burden and latency 

involved, the task is outsourced to Agent Miners on the blockchain using the FHE-based outsourcing computing method. The 

BFV algorithm is chosen for its efficiency and feasibility. The process begins with the smart contract broadcasting the 

computation task to Agent Miners. After collecting the necessary encrypted shadow image files from IPFS, the smart contract 

distributes them to a subset of Agent Miners for computation. Each Agent Miner independently computes the polynomials in 

the encrypted domain and sends the coefficients to the smart contract. Upon receiving the coefficients, the smart contract 

compares them to ensure consistency. If all computed results match, the smart contract accepts the coefficients, pays the gas 

reward to the Agent Miners, and proceeds with the restoration process. Otherwise, the computation task is repeated to ensure 

accuracy and security. 

3) Step 3: Secret Image Decryption: Following the completion of the outsourcing computation, the smart contract obtains the 

coefficients of the computed polynomials. Subsequently, these coefficients are transmitted to the Applicant. Upon receiving the 

computed polynomials, the Applicant decrypts the coefficients and transforms them into vectors. These vectors are then 

processed to obtain pixel values, which undergo a modulus operation with respect to p to restore the original secret image, 

denoted as SI. 

 
 

VII. EXPERIMENTAL RESULTS AND ANALYSIS 

A. Parameter Selection 

In the proposed BC-SESIS scheme, two key parameters, namely  k  and  N , play crucial roles. Here, k  represents the minimum 

number of shadow images required for restoring the original secret image, while  N  denotes the number of pixels divided into each 

batch during batch encryption for shadow images. In this section, we analyze the impact of these parameters on the scheme's 

performance in terms of restoring time consumption and accuracy. In the BFV algorithm [77], the encryption process introduces 

noise, which gets amplified during addition and multiplication, potentially affecting the accuracy of decryption results. When 

encrypting a single polynomial, encrypting more pixels can lead to increased noise and impact the accuracy of image restoration. 
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Consequently, if  N exceeds a certain threshold, the accuracy of image restoration may be compromised. Additionally, the parameter  

k  influences the depth of multiplication, thereby affecting both the time consumption and accuracy of the restoration process. 

To strike a balance between restoration efficiency and accuracy, it's essential to evaluate the impact of these parameters on the BC-

SESIS scheme's performance. Table III illustrates the effects of  k  and  N on restoration time consumption and accuracy. The 

minimum \( N \) signifies the smallest value of \( N \) necessary to ensure 100% restoration of the secret image. From the table, it's 

observed that to maintain a 100% restoration accuracy, \( N \) is set to 16,384 when \( k = 2 \) or \( 3 \), and 32,768 when \( k \geq 4 

\). Furthermore, it's evident that the time consumption for computing a single polynomial remains below 2 seconds when \( N = 

16,384 \), but increases significantly when \( N = 32,768 \). 

 

B. Quality of Restored Secret Image 

We present experimental results showcasing the restoration capability of secret images using the BC-SESIS scheme. Figure 4 

illustrates an experimental outcome displaying both the original version and the restored version of a 256 × 256 image using the 

proposed scheme. For this experiment, a (4, 6)-threshold case of our scheme is employed. Figure 4(a) exhibits the original image 

with dimensions of 256 × 256. Figures 4(b) to 4(g) depict the six generated shadow images, which appear as noisy images and are 

1/4 the size of the original secret image. Finally, Figure 4(h) displays the restored secret image, reconstructed from any four of the 

generated shadow images. 

To assess the quality of the restored secret image by the BC-SESIS scheme, various statistical metrics including Root Mean Square 

Error (RMSE) and Peak Signal to Noise Ratio (PSNR) are employed. 

 

C. Validity of Batch Encryption Strategy on Efficiency 

To enhance the efficiency of generating shadow images, we introduced and adopted the batch encryption strategy in Section III-B. 

The process of secret image restoration involves multiple operations of computing polynomials using Lagrange's interpolation 

algorithm. In traditional schemes, each coefficient of the polynomial hides one pixel, and each polynomial computation can restore 

k pixels. In our proposed BC-SESIS scheme, the batch encryption strategy significantly improves the efficiency of secret image 

restoration. This strategy allows for hiding N pixels into each coefficient, enabling each polynomial computation to restore N × k 

pixels simultaneously. 

In this section, we conduct experiments to compare the time consumption and the number of restored pixels per polynomial 

computation using both traditional and batch encryption strategies. Additionally, we compare the efficiency of the two strategies by 

observing the time consumption of restoring an image with dimensions of 512 × 512. 

 
 

The efficiency of restoration using the batch encryption strategy far surpasses that of the traditional method, where pixels are 

encrypted one by one. To maintain a restoration accuracy of 100%, different values of N are selected for different values of k. For 

instance, when k = 6, the time consumed per pixel for restoration using the batch encryption scheme is nearly 800 times faster than 

that of the traditional encryption strategy. Since each polynomial computation can restore N × k pixels, the time required to restore 
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the entire image using the batch encryption strategy is significantly less compared to the traditional strategy. It is evident that the 

batch encryption strategy can substantially improve the efficiency of our scheme, particularly when k is a large value. 

 

VIII. CONCLUSION 

In this paper, we introduce the BC-SESIS scheme, a novel approach designed to securely communicate and safeguard secret image 

data within wireless networks. Our scheme employs blockchain technology to encrypt and store generated shadows, thus preventing 

tampering and corruption. Additionally, we deploy an identity authentication-enabled smart contract on the blockchain to facilitate 

the (k, n) threshold of Secret Image Sharing (SIS) for image restoration. Furthermore, we propose an outsourcing computation 

method based on Fully Homomorphic Encryption (FHE) to alleviate the computational burden on smart contracts and users during 

image restoration. Theoretical analyses and extensive experiments confirm the effectiveness of the BC-SESIS scheme in achieving 

robust security and high computational efficiency. 

The BC-SESIS scheme demonstrates effective management and protection of images distributed across networks, offering 

significant practical value in various applications. Looking ahead, we aim to further reduce the computational load on smart 

contracts and users while enhancing the outsourcing computation method. Our future efforts will focus on completely outsourcing 

all verification and computation operations related to SIS tasks in wireless networks, thereby advancing the scheme's capabilities in 

real-world scenarios. 
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