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Abstract: DevOps speeds up the delivery of software but is risky with centralized logging. Blockchain integration into DevSecOps
provides decentralized, tamper-evident audit trails with smart contracts. This provides secure, traceable CI/CD pipelines using
tools such as Jenkins, Docker, Truffle, and MetaMask for real-time, verifiable logging and compliance automation.
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I. INTRODUCTION
Today's software delivery pipelines depend on automation for fast, repeatable, and reliable builds, tests, and releases. Yet, their
automated processes are still at risk of security compromise, unauthorized access, and inadequate transparency in audit records. As
software systems increase in sophistication and release frequency, immutable, verifiable logging and secure validation of the process
become essential. The integration of blockchain technology with DevSecOps practices presents a hopeful path to address these issues
by infusing transparency, traceability, and tamper-evident auditing into CI/CD pipelines.

A. Introduction

These days in software engineering, CI/CD (which stands for “Continuous Integration” and “Continuous Deployment”) pipelines
are cornerstone pieces of automation for building, testing, and deploying our software. However, these automated processes cause
several concerns such as security risks, insider threats, and non-auditable logging. As a distributed ledger with smart contract
features, blockchain technology has the potential to add new dimensions of security, transparency, and auditability to the DevOps
process. In this paper, we propose a blockchain-augmented DevSecOps pipeline, which uses Ethereum smart contracts to log each
of the important CI/CD actions with the guarantee of non-repudiation. Leveraging open-source technologies like Jenkins for
automation, Docker for containerization, and Truffle w/Ganache for blockchain interaction, we provide a single layer to govern
traditional software delivery against decentralized security models.

As a result, all builds, tests, and deployments performed can be traced and verified with cryptographic proofs that logs have not
been tampered. Further, through rolling a MetaMask compatible frontend, developers and auditors can now interface with the
blockchain on-the-fly to inspecting logs and how security compliance is being upheld.

B. Existing System

In traditional DevOps systems, logging and security validation are typically centralized and rely heavily on backend tools or scripts.
These systems do not provide cryptographic assurance of logs nor do they offer tamper-resistant records. Logs can be deleted or
modified if the central server is compromised. Also, role-based access control is often loosely enforced in CI/CD tools, leaving
room for privilege abuse. Without distributed verification, there is minimal trust in recorded software activities.

C. Proposed System

This paper proposes a Blockchain-Enabled DevSecOps Pipeline where all critical pipeline events—Iike build triggers, test results,
and deployment approvals—are logged onto the Ethereum blockchain. Smart contracts are designed to record and expose this
information securely and transparently. Jenkins acts as the automation orchestrator, Docker is used to deploy the application in
isolated containers, and the blockchain ensures that event logs are immutable and auditable. A web interface built with HTML and
Web3.js allows users to fetch logs via MetaMask for decentralized access.

This system ensures tamper-proof audit trails, real-time visibility, and enhanced compliance. It supports both manual and automated
logging via CLI (logEvent.mjs) and frontend Ul interaction.
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D. Obijectives of the Paper

This paper has one main goal, that is to inject blockchain technology into current DevOps pipelines to implement decentralized
logging. This integration is expected to guarantee immutability, maintain transparency and transparency of the software delivery
process. One of the main objectives is to prevent unauthorized tampering or deletion of CI/CD (Continuous Integration / Continuous
Delivery) logs. To contribute to this a smart contract will be implemented to record the significant events, builds, tests and
deployment steps. We will also provide a frontend using MetaMask so that users can securely check logs live. Finally, the system
will be assessed on performance, auditability, and cost of integration with standard DevOps toolchains.

E. Organization of Paper
Section 1: Introduction and proposed solution
Section 2: Related work and research gaps
Section 3: System design and architecture
Section 4: Implementation details and tools
Section 5: Testing and validation strategy
Section 6: Experimental results and screenshots
Section 7: Conclusion and future enhancements
Il. RELATED WORK
The increased complexity of CI/CD pipelines has amplified the demand for secure, auditable, and tamper-proof logging solutions.
Recent studies emphasize how blockchain integrated in DevOps increases trust, transparency, and traceability of software release.

A. Blockchain for CI/CD Security

Legacy CI/CD platforms use centralized logging, thereby exposing them to insider attacks and tampering with logs. Scholars such
as Saleh et al. (2024) and Dhawde (2024) suggested Ethereum-based logging systems with smart contracts for securing and auditing
pipeline events. Such methods provide immutability and provide decentralized audit trails.

B. Logging and Metrics with Smart Contracts

Smart contracts enable safe logging of CI/CD events like build success or failure and test outcomes. Ethereum is utilized by
Dhawde's model for keeping logs verifiably, preventing insider attacks and enhancing post-incident analysis in cloud-native DevOps
environments.

C. Supply Chain Security with Blockchain
Karanam (2024) focused on blockchain-enabled software attestation to mitigate threats such as dependency poisoning and privilege
escalation. Their approach encourages Zero Trust Architecture and RBAC to ensure CI/CD integrity and traceability.

D. Blockchain in Cyber-Physical Systems (CPS)

Khalil et al. (2021) investigated the use of blockchain for real-time security in CPS and 10T systems. Utilizing permissioned ledgers
such as Hyperledger, they imposed secure authentication, access control, and rollback protocols—principles relevant to secure
DevOps pipelines.

E. Reviews on Blockchain for Cybersecurity
Literature reviews observe blockchain's advantages in attack resistance and identity management. Despite being effective to
strengthen security, scalability, energy consumption, and regulatory issues are areas of concern.

F. Threat Models and Defense
Literature reviews observe blockchain's advantages in attack resistance and identity management. Despite being effective to
strengthen security, scalability, energy consumption, and regulatory issues are areas of concern.

G. Software Supply Chain Auditing
Benedetti et al. (2022) presented Sunset, a blockchain-based software that rates third-party software dependencies according to their
risk, enhancing accountability and vendor transparency in the supply chain.
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H. Blockchain Testing and Deployment Frameworks
Tools such as NVAL smartly automate smart contract deployment and analysis. These tools are crucial to test blockchain systems
incorporated in CI/CD pipelines so that trusted scaling and performance monitoring can be guaranteed.

I.  Developer Challenges
Bosu et al. (2019) reported developer pain areas in blockchain adoption—Ilike debugging tools and hard SDKs—requiring improved
DevOps integration, particularly in security-critical workflows.

J. 10T and Blockchain Security

Salah and Khan (2017) suggested blockchain for 10T device authentication and the defense against real-time threats. Their research
is in favor of employing smart contracts for verifiable identity and access control across distributed systems, pertinent to DevOps
security too.

Study (Year) Area of Focus Blockchain Use Case Key Takeaway
Saleh et al. (2024) CI/CD Pipeline Security Smart contracts for code integrity Traceable and secure deployments

Tamper-proof logs and better

Dhawde (2024) DevOps Logs & Metrics Ethereum-based log recording auditability

Software attestation using

Karanam (2024) DevSecOps Security Risks Secure supply chain and compliance

blockchain

Khalil et al. (2021) Cyber-Physical Systems Hyperledger fo_r distributed Real-time monitoring and M2M
(CPS) security auth

Benedetti et al. Supply Chain Risk ) . . . Dependency visibility and vendor
(2022) Evaluation Risk scoring via blockchain frust

. Network auto-deploy & evaluati Simplified setup of blockchai
Tran et al. (2022) Deployment Automation etwork auto-deploy & evaluation implified setup of blockchain
tools testbeds
Sala(g (ighan loT Security Smart contract-based auth Tamper-resistance in 10T comms

TABLE 1: Comparative View of Selected Literature

11l. PROPOSED SYSTEM AND MODULES
With mounting the need for reliable and secure DevSecOps pipelines, our system design incorporates blockchain technology into
CI/CD pipelines to verify immutable logging, transparent deployment, and decentralized validation of vital events. Taking cues
from trust mechanisms employed in distributed systems, our design builds on smart contracts and Web3 connectivity to facilitate
traceability and automation in software

A. Modules Overview

The system architecture is structured into separate functional modules:

Smart Contract Logger: Provides Solidity functions such as recordLog() and getLogsCount() to safely log CI/CD event logs onto the
Ethereum blockchain.

CI/CD Automation: Utilizes Jenkins and Maven to automate build, test, and deployment processes of code.

Docker Deployment: Deploys applications into containers that maintain an environment of consistency and fast delivery.
Blockchain Interaction: A Node.js layer powered by Web3.js streams Jenkins logs onto the blockchain.

Blockchain Interaction: A Web3.js-powered Node.js layer streams logs from Jenkins to the blockchain.

Frontend dApp Interface: An interface based on HTML and JavaScript allows users to retrieve and authenticate on-chain logs using
MetaMask.

Each module is structured to impose separation of concerns yet facilitate end-to-end trust in DevOps workflows.
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B. Blockchain-Integrated CI/CD
Traditional CI/CD environments typically do not have strong tamper-proofing, so they can be vulnerable to log tampering and
insider attacks. Adding blockchain brings distributed consensus and immutability to the picture, making each build, test, and
deployment operation provable. Previous research with Ethereum and Hyperledger has demonstrated the possibility of decentralized
audit trails. Our solution builds on this with the addition of blockchain hooks integrated into Jenkins pipelines to have real-time,
traceable logs for delivery phases.

C. Secure Logging and Audit Trails

Log integrity is essential for software security audits. In our system, logs generated during CI/CD executions are transmitted directly
to a smart contract using Web3.js. Unlike traditional log servers, our design guarantees:

e Real-Time Logging: Logs are written to the blockchain during pipeline execution.

o Verifiability: All entries can be publicly audited using a frontend interface.

e Tamper Resistance: Logs are cryptographically secure and cannot be modified or deleted.

This mechanism offers a reliable audit trail for security reviews and post-deployment assessments.

D. Smart Contract Design

At the core is the DevOpsLogger.sol smart contract. It:

e Accepts log entries with metadata (timestamp, sender).

e  Stores records immutably on-chain.

e Exposes APIs (getLog(), getLogsCount()) for retrieving data from CLI tools or web interfaces.

This replaces centralized logging APIs with decentralized alternatives, aligning with zero-trust and compliance-focused software
lifecycles.

E. Jenkins Pipeline with Blockchain Hooks

We define a customized Jenkinsfile that:

e  Clones source code from a Git repository.

o Copies blockchain-related files (e.g., ABI, event loggers).

e Builds and tests the application using Maven.

o Creates and deploys Docker containers.

e Executes a Node.js script (logEvent.mjs) to log pipeline data to the blockchain.

This tightly coupled integration facilitates continuous compliance and security visibility without altering the developer workflow.

F. Visualization and Verification

To enhance transparency, a frontend dApp was developed using Web3.js, HTML, and MetaMask. It enables:

e Retrieval of on-chain logs.

e Visualization of messages and timestamps.

e Manual log submission (e.g., for QA events or stakeholder updates).

Unlike traditional dashboards (e.g., ELK, Splunk), our frontend is serverless and directly queries the blockchain, eliminating
backend dependencies and enhancing accessibility across distributed teams.

IV. SYSTEM ARCHITECTURE AND DESIGN

A. Overview of the Architecture

The system integrates traditional DevOps tools (Jenkins, Maven, Docker) with Ethereum-based blockchain components (Ganache,
Truffle, Smart Contracts) to create a secure and auditable CI/CD pipeline. This architecture ensures that every build, test, and
deployment event is transparently logged and immutably recorded on the blockchain, offering traceability, accountability, and real-
time verification. The system integrates traditional DevOps tools (Jenkins, Maven, Docker) with Ethereum-based blockchain
components (Ganache, Truffle, Smart Contracts) to create a secure and auditable CI/CD pipeline. This architecture ensures that every
build, test, and deployment event is transparently logged and immutably recorded on the blockchain, offering traceability,
accountability, and real-time verification.
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Key Components:

o Jenkins: Manages the CI/CD pipeline and triggers logging events.

o Docker: Builds and deploys the web application in a containerized environment.

o Truffle & Ganache: Handles compilation and local deployment of Ethereum smart contracts.
e Smart Contract (Solidity): Stores log entries immutably.

e Web3.js Frontend + MetaMask: User interface for viewing and verifying blockchain logs.

o logEvent.mjs: Node.js script used to send Jenkins log messages to the smart contract.

o verifyLogs.mjs: Node.js script used to query blockchain logs from the terminal.

B. High-Level System Workflow Diagram
Success
Message
.D-
Cm
Developer Jenkins Server
o =
» 4 )
Qo — &8 S
Developer -
= Repo: . Delivery
Ly : : I
5 :Test Results >N
Developer - ¢
:Test Results Blockchain
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Fig 1: High-Level System Workflow Diagram

This flowchart visualizes the end-to-end path of a DevOps event—from source code commit to blockchain logging and real-time

visualization.
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Fig 2: Blockchain-Enabled DevSecOps Pipeline Integration

C. Jenkins Pipeline Design
The Jenkinsfile orchestrates all stages of the DevOps cycle:

Stage Purpose
Clone Code Pull source code from GitHub
Copy Blockchain Files Copy necessary .mjs, ABI, and contract JSON files into the workspace
Build with Maven Compile the web application
Build Docker Image Package the app into a Docker image
Run Docker Container Deploy and expose the application
Log to Blockchain Call the smart contract to store a log using logEvent.mjs

TABLE 2: The final pipeline ensures both functional deployment and traceable logging on-chain.
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D. Smart Contract Design

Our implementation uses Ganache to simulate a local Ethereum blockchain and Truffle for contract compilation and deployment. A
Solidity contract, DevOpsLogger.sol, defines a struct to hold log messages and timestamps. Functions such as recordLog() and
getLog() enable secure write/read access. Jenkins pipelines are defined using Jenkinsfile, specifying Maven build stages, Docker
integration, and blockchain logging via logEvent.mjs. This script connects to the Ethereum node, fetches contract ABI and address,
and logs build metadata. verifyLogs.mjs allows audit log retrieval and timestamp verification. Deployment artifacts are pushed to
IPFS, with hashes stored on-chain. The frontend application provides log search and visualization using Web3.js. Access is
controlled through MetaMask authentication. All interactions are cryptographically verifiable.

Algorithm 1: Smart Contract Logging

This algorithm is used to log CI/CD events into the blockchain using Solidity smart contracts.

Input: Log message from CI/CD pipeline

Output: Immutable on-chain log entry

Algorithm 2: Logging from Jenkins to Blockchain

This algorithm defines how the Jenkins pipeline triggers on-chain logging after a successful build.
Input: Build completion event

Output: Blockchain transaction recording build success

Algorithm 3: Verifying Blockchain Logs via Frontend

Used to retrieve and display logs from the blockchain using a Web3.js frontend interface.
Input: User request via Ul

Output: Human-readable DevSecOps log list

Algorithm 4: RBAC with Smart Contracts

Defines access controls enforced on-chain.

Input: User role and action request

Output: Approved or denied access based on policy

Algorithm 5: Secure Rollback Trigger

Ensures failed builds or threats can be rolled back securely.
Input: Failed build or detected anomaly

Output: Rollback to last known good state

E. Smart Contract Design
The Solidity smart contract DevOpsLogger.sol.

F. Blockchain Integration Layer

Implemented via Node.js scripts:

logEvent.mjs — Blockchain Logger Script

This script is invoked by Jenkins at the end of the build and logs CI/CD events to the blockchain.
verifyLogs.mjs — Blockchain Log Query Script

Used from CLI for auditors to inspect logs stored on the blockchain.

G. Frontend Ul Design (MetaMask Integrated)

e  Built using HTML + JavaScript + Web3.js, the frontend allows:
e MetaMask wallet connection

e Fetching total log count

o Displaying each log message with timestamp

e Recording logs manually (for testing or validation)
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Mware-Virtual-Platf

calyan@kalyan-VMwa orm: $ node logEvent.mjs
B Log recorded on blockchain: "Jenkins Build at 7/9/2025, 2:09:03 AM"

@ Transaction Hash: 0x131e3eb259f5e332d5c54e2dcd90b74cb67260c5622c1ddc7a98¢cb34c03c3d38
<calyan@kalyan-VMware-Virtual-Platform: $ l

Fig3: CLI- Based Log Output

H. File Structure Overview

The project is structured into modular directories to provide clarity and maintainability. The /contracts/ directory includes the
DevOpsLogger.sol smart contract, and Truffle deployment files are found in /migrations/ and truffle-config.js. The /jenkins/ directory
includes the Jenkinsfile for automating the CI/CD process. Blockchain interaction scripts such as logEvent.mjs and verifyLogs.mjs
are found in /scripts/. The frontend interface, implemented using Web3.js and MetaMask, is located in /frontend/, and compiled
artifacts such as the ABI are kept in the /build/ directory. The organization facilitates a clean delineation of blockchain logic,
automation scripts, and user interface elements.

I.  Implementation Tools

Layer Technology Function
CIl/CD Automation Jenkins, Maven Builds and deploys the app
Containerization Docker Runs the app in a portable container
Smart Contract Solidity (Truffle + Ganache) Stores and emits logs
Backend Log Hook Node.js Interacts with blockchain
Frontend Ul Web3.js + MetaMask Displays on-chain logs for transparency
Verification CLI Node.js (verifyLogs.mjs) Allows command-line log review

TABLE 3: Tools & their functions

V. IMPLEMENTATION
This part explains the end-to-end implementation of the Paper. The system was proposed to increase trust, traceability, and
transparency in the software development process by combining blockchain technology with a conventional DevOps CI/CD
pipeline.

A. Environment Setup and Toolchain Installation

The environment was built on Linux with open-source tools. Jenkins handled CI/CD automation, Maven was employed for
application building, and Docker was used for containerization. For the integration with blockchain, Ganache provided a local
simulation of an Ethereum network, and Truffle handled smart contract compilation and deployment. Node.js with WeDb3.js
supported blockchain interaction, with MetaMask offering wallet access in the browser. All tools were installed through default
package managers and tested for compatibility.

alyan@kaly Mware-Virtual-Platform:-$ truffle version

Truffle v5.11.5 (core: 5.11.5)

Ganache v7.9.1

Solidity v0.5.16 (solc-js)

Node v18.20.8

Web3.js v1.10.0
lyan@kalyan- V¥ tform:-$ ganache --version

ganache v7l9.7 (@ganache/cli: , @ganache/core: 0.10.2)
yan(kal ! Virty J rm:-$ mvn -v

Apache Maven 3.9.9

Maven home: /usr/share/maven
Java version: 21.0.7, vendor: Ubuntu, runtime: /usr/lib/jvm/java-21-openjdk-amd6d
Default locale: en_US, platform encoding: UTF-8

0S name: "linux", version: "6.14.0-22-generic", arch: "amd64", family: "unix"

Fig 4: Terminal showing all tool installations
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B. Smart Contract Design and Deployment
An immutable CI/CD logs recording Solidity smart contract, DevOpsLogger.sol, was created for the purpose. It contains a
deployment of a struct to hold messages and timestamps, and functions to log and get logs. Truffle was used to deploy the contract
on a local Ganache network. Successful deployment produced a contract address, allowing integration with the frontend and the Cl
pipeline.

kalyan@kalyan-VMware-Virtual-Platform: ~/devops-blockchain

kalyan@kalyan-vMware-Virtual-Platform: = kalyan@kalyan-vMware-Virtual-Plat!

> transaction hash: 0x96ffc060df816236fa0e035efbad86d261f24182c111faba61ed46
> Blocks: 0 Seconds: 0

> contract address: 0x8427394609¢5eA8191d46¢8d7CDI3BBBF383C02d

> block number: 1
> block timestamp: 1752004879
> account: 0x20879f0D3411740A18a19¢3E9208469e4A6F 78b0
> balance: 999.99800515225
P > nas used: 591066 (0x904da)
Terminal price: 3.375 gwei
> value sent: 0 ETH
> total cost: 0.00199484775 ETH

Fig 5: Truffle migration output with deployed contract address

C. Jenkins CI/CD Pipeline Configuration

The Jenkinsfile orchestrates all CI/CD stages, starting from code cloning and Maven build, to Docker image creation and container
deployment. At the final stage, the logEvent.mjs script logs the build success on the blockchain. The pipeline provides real-time
feedback through console outputs and transaction confirmations, ensuring traceability of each build step.

+ [ ! -f build/contracts/DevOpsLogger.json ]

+ [ ! -d node _modules/web3 ]

+ node logEvent.mjs

4 Log recorded on blockchain: "Jenkins Build at 7/9/2025, 1:34:51 AM"

W Transaction Hash: ©x4c0102a110465cf52e3af60f9dd3a853af13dbd4182b7963ad9411448f5e3be8

4 pipeline completed successfully.

Fig 6: Jenkins pipeline with all stages

D. Logging Scripts and Blockchain Interaction

Two Node.js scripts handle blockchain operations:

e logEvent.mjs: Sends CI/CD log entries to the deployed smart contract.

o verifyLogs.mjs: Retrieves stored logs for audit and review purposes.

Both scripts utilize Web3.js and interact with Ganache using a preconfigured private key for local testing.

E. Web-based Log Viewer DApp

A frontend DApp was built using HTML, JavaScript, and Web3.js. Users can connect via MetaMask to fetch and view logs directly
from the blockchain. The Ul also allows submitting custom logs, which are signed and stored on-chain. All interactions are verified
in real-time, promoting transparency and user accessibility.

F. Integrated System Deployment

The system runs across multiple localhost endpoints: Jenkins (:8080), Dockerized app (:8081), and Ganache (:8545). Logs generated
from Jenkins were successfully recorded on-chain and retrieved via CLI and browser-based frontend. Each component worked
seamlessly, contributing to a secure and traceable C1/CD workflow.
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Component Role
Jenkins Automates CI/CD and triggers logging
Maven Compiles and packages Java app
Docker Hosts app in isolated container
Truffle Compiles and deploys smart contracts
Ganache Provides local Ethereum simulation
Node.js + Web3.js Enables contract interaction
MetaMask Wallet for authenticating transactions
HTML/JS Frontend Ul for real-time log visualization

TABLE 4: Components and their roles

VI. RESULTS AND SECURITY ANALYSIS

After implementation, the blockchain-integrated DevSecOps pipeline was thoroughly tested. Jenkins, Docker, Truffle, and the smart
contracts all worked together to securely record CI/CD logs on an Ethereum-based blockchain. Each pipeline run—from code build
to container deployment—triggered a transaction using the logEvent.mjs script, successfully storing logs on-chain. Transaction
hashes confirmed immutability.

The verifyLogs.mjs script was used to fetch and verify logs from the smart contract. It retrieved logs in order, each with a timestamp
and message. The MetaMask-enabled frontend also worked as expected, dynamically displaying blockchain-stored logs in the
browser. This confirmed full-stack functionality and log integrity from pipeline to UI.

Log Message Timestamp (UTC) Truncated Transaction Hash
Jenkins Build #1 | 2025-07-09 02:09:03 AM 0x13elb...3d38
Jenkins Build #2 | 2025-07-09 02:09:10 AM 0x2b04d...5fd5

TABLE 5: Sample Logged Events and Blockchain Transaction Metadata

Performance Observations:
System performance under local conditions was within acceptable limits. Blockchain write times averaged ~2.5s, log reads took
<2s, and frontend fetches were near-instant.

Avg.
Operation Execution Outcome
Time
Jenkins Build + Docker ~25 seconds Successful
Run
logEvent.mjs (erte to ~2.5 seconds Successful
Blockchain) per log
verlfyLogs.mjg (Read | <2 seconds for successful
from Chain) 5 logs
Frontend Fetch (via Fully
MetaMask) Instant (<1s) functional

Table 6: System Performance Observations under Local Executi

Smart contracts proposed tamper-evident, cryptographically verifiable logging. A log was emitted as an event and history of the
pipeline would be transparently reconstructed. Students were dismissed if their inputs were malformed, and duplicate entries were
prevented. Secure wallet-based access was provided by MetaMask, where only authenticated users could write or query logs. This
dispersed the insider threat and dispensed with reliance on changeable databases.

In general, the system showed high recoverability, transparency and security. The logs were written once, read once, and verified by
both the scripts and the user-friendly frontend. Collaboration of DevOps tools with Block chain successfully provided solutions to
tampering, traceability, auditability in CI/CD workflows.
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VIl. CONCLUSION AND FUTURE WORK
This research showed that it is possible to include blockchain in a DevSecOps pipeline to make it more secure, transparent and
traceable. Injecting Ethereum smart contracts directly into the Jenkins CI/CD process, we constructed an immutable logging service
to capture pivotal pipeline events in real time. The use of Web3. js and MetaMask provided a secure way for developers to interact
with the blockchain and cryptographically trust build records.
We experimented with the Ganache for a local blockchain simulation, Truffle for interacting with their contracts, Docker for
containerization and Jenkins for CI. Tests also demonstrated that both logs were properly written and serviced with low latency. A
frontend that is viewable in a user friendly way with meta mask was created to watch these logs. Compared with the traditional
methods, our system is resistant to tampering, and mitigates the insider threats by decentralizing control.
Though, it was only tested on a local network. This configuration does not simulate real-world performance concerns such as
latency or gas fees on public blockchains. Moreover, the design accommodates only one CI/CD pipeline and a minimal Ul despite
supporting no features such as search or export.
Future enhancements involve deployment on public Ethereum networks, integrating more CI/CD tools such as GitLab, and
incorporating decentralized identity (DID) for secure access. Layer-2 solutions such as Polygon can minimize costs, and Ul
advanced features can enhance usability. Al tools can further augment log analysis and automation of compliance.
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