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Abstract: CAN stands for Controller Area Network. CAN is the major protocol used in Automobile industry. Through the CAN
protocol, all the critical electronics devices exchange the messages to smoothly perform the actions within the
automobiles/vehicles.

As the technology is the integral part of our life, the vehicles also connected to the networks through the SW clouds or loT
applications. When any system is exposed to network, there exists the scope for cyber attack.As the vehicles use the classical
CAN protocol for all the node to node communication using CAN messages, the CAN message field is the interesting part to
study & improvise.

If the CAN message field is protected using Cryptography, then any attacks will change the CAN messages. But it is not possible
to change the authentication filed as per the changed message since only the authorized nodes will have the proper keys or
Hashes (based on the Algorithm used). So, the receiver node will neglect the messages which fails with Authentication. As the
receiving node discards the message which fails in the authentication, that node will be protected although any of the messages it
received might be compromised.

L. INTRODUCTION

The work aims at developing a CAN controller with Message authentication algorithm. CAN is serial communication protocol used

for real-time, safety critical functions inside road vehicles and other controlled applications. It is a multi-master protocol and most

widely used inside vehicles.

Below are the main characteristics of the CAN protocol:

1) The maximum bitrate is 1Mbps in the classical CAN bus;

2) high speed CAN bus bitrate can vary from 125kbps to 1Mbps, while low speed CAN bus bitrate from 5kbps to 125kbps;

3) CAN Flexible Data rate (FD), the bitrate is up to 8 Mbps — with a payload size of 8 bytes in Classical CAN and up to 64 bytes
in CAN FD;

4) CAN uses different frame types to carry the information among the connected nodes

a) Data Frame: contains the data payload

b) Remote Frame: used to ask for the transmission of data frame with the same identifier from another node on the bus.

c) Error frame indicates that there is an error in the bus and this frame can be used by any node.

d) Overload Frame is used when a node on the bus is too busy to receive data from another node.

5) Also, CAN message has a packet format with Headers and delimiters carrying the data/frames in between. We are going to
introduce the Message authentication code (MAC) in the frames to confirm the data integrity.

1. PROPOSED WORK
By analyzing the problem, it is understood that the basic working principle of Automobiles/vehicles is the CAN protocol. As per the
default CAN protocol, the Can messages do not carry any security/authentication options. The solution to the cyber attacks could be
countered by the message authentication. If at all any information is compromised, the authentication checksums/keys will protect
the system from accepting such CAN messages in the receiver node.
Hence, although there is a malicious message intruded in the In-Vehicle network, but it cannot harm the system.
So, the work related to CAN protocol implementation with Message Authentication is targeted.
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1) IDLE: Default state. Whenever BUS is Free & data is ready to be sent, FSM goes to TXSoF.
2) TXSoF: Send bit ‘0’ . After that FSM goes to TXARB.
3) TxARB: Send ARBITRATION FIELD
4) TX_CNTL: Send CONTROL FIELD bits [In CAN FD BASE FORMAT the CONTROL FIELD consists of the bits IDE,
EDL,r0, BRS, ESI]
5) TX_DLC : Send DATA LENGTH CODE
6) TX_DATA : This will send payload data + MAC /Hash data
7) TX_CRC: After the data. Send 21 bit CRC.
8) TX_ACK: Wait for the ACK bit
9) TX_EoF : Send End of frame. After this EoF, FSM goes to IDLE state
Same state machine is responsible for the Parallel to serial conversion of the bits to transmit over CAN lines.
10) TX Flow : A top module is implemented to integrate both TX & RX logics under single module.
On the TX Side, it integrates TX FSM, SHA256, CRC generator & Bit stuffing module along with local RAM to store the
intermediate data.Once the Payload (32bytes) is available at the Input RAM, the process starts. Initially the payload data is passed to
the SHA256 module to get the 256 bit Hash.Once the Hash is received, the Hash value is also stored in the RAM. FSM sends the
EOF & continues to send other fields as per the data link layer message format. In the payload filed, 1% the 32bytes of payload is
transmitted serially followed by the 256bits of Hash. For both payload & SHA256 hash,, CRC will be keep updating.Once the last
bit of hash is sent over serial, the 21 bit CRC value will be sent followed by EOF.At the output, bit stuffing logic will be always
active.
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11) RX Flow: On the RX Side, it integrates RX FSM, SHA256, CRC generator & checker & Bit de-stuffing module along with
local RAM to store the intermediate data.In the RX side, whenever the FSM detects a SoF condition, the FSM goes to next state
& receives the fields as per the CAN message format.If any field is invalid, the error status will be set.When the payload starts,
the FSM makes the parallel payload byte & stores it into a RAM.Once all the 32bytes are received, the FSM stores next 32bytes
as the hash value.The received payload goes to the SHA256 module once again to generate the hash locallyOnce the RX side
generates the hash, it compares with the received hash.If both generated & received hash matches authentication is known.
Else, authentication test fails.Parallely, CRC calculation will also happen & received & calculated hash will be compared to
check the data integrity of the physical layer.
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The hash generated from Verilog code must match with the hash generated by any third party tool with same set of inputs. This
ensures that the Verilog module which is written is completely functional.

V. SIMULATION RESULTS
Coding used is Verilog: Standardized as IEEE 1364, is a hardware description language (HDL) used to model electronic systems
Validation & Simulation Results Error case Generation
Inject_error = 1 ; This injects a single bit error in the transmitted data
Inject_error = 0 ; This does not inject any bit error in the transmitted data
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CAN top module instantiation @ Testbench

Testbench : Select Can_top_tb as the top module & run the simulation.The testbench will contain a clock generation module & reset
generation module.Also, the testbench generates incremental data as the payload dataAdd the signals from TX FSM, RX FSM &
signals from relevant logical modules into wave window.Run the simulation for 1msCheck the TX FSM behaviour & RX FSM
behaviour
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TX Side Hash module behavior in Simulation
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RX Side Hash module behavior in Simulation

V. CONCLUSION

DE10-Lite Board is used t o validate the design on the on Board MAX 10 FPGA.
The inputs are fed from the In System probes & Sources interface using on board JTAG Interface. Same interface is used to verify

the outputs of the modules as well

DE10-Lite Board USB Interface

Hardware Testing Set up

ol In-System Sources and Probes Editor - D:/HPBhat/Redhill/CAN_prj/CAN_MAC - CAN_MAC -

File Edit View Processing Tools Window Help

Instance Manager: =1 & ® B ‘JTAG configuration invalid ‘ 0 4 B
Probe read interval Event log REL
Currentinterval: 0 samples per second Maximum size: 8 23
Automatic Save data to event log File
Manual |1 S :
Write source data: |Continuously ~ =l
Index InstancelD  Status  Sources:0 Probes:0 Name

Hardware Testing Set up — Interface to User inputs & output monitoring

In this project, the CAN data link layer is built with Message Authentication Feature. The implemented design is well validated in

Simulation as well as on the hardware using MAX 10 FPGA.
Further the VLSI properties of the design have been checked & the characteristics like resource utilization, Power & Timing

analysis has been done.
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