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Abstract: In today’s world, cloud computing has become the primary choice for data storage and management. However, the
security of data stored in a distributed environment via the cloud remains a key challenge. The traditional approaches to the
verification of integrity rely heavily on the use of centralized architectures, which result in lack of transparency, trust, and
vulnerability to failure points. Blockchain technology has been proposed as a decentralized means for securing data integrity in
a cloud computing environment due to those limitations. It becomes clear that blockchain technology allows us to improve
security and transparency significantly; however, at the moment, all existing solutions tend to consider only certain aspects of
the problem such as auditing, optimization of the storage space, etc. Most critical insights obtained in the research include the
issues of high cost, large overhead, limited scalability, and complicated architecture. Moreover, most studies do not have
adequate cost considerations and practical validation regarding implementation. Based on the above analysis, this paper
proposes important areas for further study, such as the development of architectures that are scalable, cost-effective, and feature
data integrity schemes. In addition, the research suggests the need for a unified solution that will integrate sharding, off-
chaining, and layer-two methods for massive cloud infrastructures.

I. INTRODUCTION
The use of cloud computing has been a necessary feature of contemporary data storage and processing because of its versatility,
scalability, and affordability. With increased dependence on cloud services providers by enterprises, cloud data integrity becomes an
important issue because it deals with the protection and maintenance of data consistency and accuracy when it comes to storing,
transferring, and retrieving data from cloud storage. The problem is that people do not usually have any control over distant cloud
servers; therefore, it may be difficult to verify whether data is changed or deleted by malicious individuals and faulty cloud storage
Servers.
It seems that traditional solutions for cloud data integrity verification depend on centralization and third-party audits. Such
approaches imply using a centralized system, which poses serious risks related to data and network security. Therefore, researchers
have tried to apply blockchain technology to increase the level of security of the data verification process by making it more
transparent and decentralized.
However, despite its numerous benefits, there are some problems associated with blockchain technology that have not been solved
yet. One of the biggest challenges faced by blockchain-based systems is scalability issues, excessive transaction fees, and additional
storage overhead, especially in cases where massive amounts of cloud data need to be processed. With the growing use of cloud
computing platforms, the development of blockchain infrastructure has also become more widespread. Nonetheless, combining
blockchain with cloud infrastructures poses many issues associated with performance efficiency, scalability, and safe cloud data
handling. Thus, the creation of scalable blockchain architectures for efficient cloud data integrity becomes a relevant issue for
scientific research.
With the growing popularity of blockchain systems and their wide-scale application in conjunction with cloud platforms, scientists
have attempted to address this problem and provide viable solutions for further research. There are already multiple studies devoted
to various ways of improving blockchain systems' performance and enhancing transaction processing speed while minimizing
blockchain storage overhead and ensuring maximum efficiency. Nevertheless, many studies have concentrated only on one aspect of
the matter, such as auditing framework design or scalability mechanisms.
There are several classifications for the reviewed literature. First, it can be categorized as either dealing with auditing blockchain,
using multiple clouds for integrity assurance, using off-chain solutions, or introducing new Layer-2 scalability methods.
In this paper, a survey of blockchain-based integrity methods in cloud computing will be provided. In this case, recent achievements
and developments of blockchain applications to cloud systems, such as scalability, efficiency, and secure data verification will be
examined.
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For this reason, 40 scholarly articles that have been written since 2014 until 2025 have been identified and analyzed. To identify

such works, it was necessary to search for the most relevant articles in reputable journals, conference publications, and online

libraries.

The purpose of this paper is to conduct a thorough review of blockchain technology in terms of cloud data integrity.

Contributions of the Paper

The main contributions of this study are summarized as follows:

e Asystematic review of existing research on blockchain-based cloud data integrity frameworks.

e A classification of the literature into key categories including blockchain auditing frameworks, multi-cloud integrity systems,
off-chain storage solutions, and Layer-2 scalability mechanisms.

e A comparative analysis of existing approaches based on architecture, scalability methods, cost considerations, and limitations.

o ldentification of research gaps and challenges that remain unresolved in current blockchain-based cloud integrity solutions.

e Discussion of future research directions for developing cost-efficient and scalable blockchain architectures for cloud computing
environments.

Il. BACKGROUND
A. Cloud Data Integrity

The development of cloud computing technology has seen it emerge as an important tool used to store huge amounts of data in the
modern world. Companies and individuals find themselves having to utilize the services provided by cloud service providers in
order to safely store their data, thus creating the need for ensuring data integrity. Data integrity in cloud computing is the
maintenance of consistency in data during its storage and transfer processes.
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Traditional models used to verify data integrity in clouds usually use centralized audit systems or the services of third-party
auditors. Users are not able to monitor the operations of remote servers and hence find it hard to check whether the data in question
has been corrupted or changed in any way. Cryptography methods like hash functions, digital signatures, and proof mechanisms
have been employed in maintaining data integrity in cloud computing.

Nevertheless, traditional techniques cannot be used successfully in large distributed cloud-based environments. The main reason
behind this is that centralized auditing techniques might create performance bottlenecks as well as single points of failure. In
addition, achieving trust and transparency between users and service providers is another obstacle faced by cloud computing
systems. For this reason, decentralized techniques like blockchain technology have been utilized as potential solutions.
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B. Blockchain Fundamentals

Blockchain is a distributed ledger technology that facilitates secure and tamper-proof recording of information without depending
on any central authority. Transactions in a blockchain network are collected in blocks that are linked to each other via hash
functions, thus forming a chain of blocks of information. All users in the blockchain network keep an identical copy of the
distributed ledger for transparency purposes.
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Another important feature of blockchain technology is its decentralized consensus algorithm. Consensus algorithms allow network
users to jointly confirm transactions in a blockchain system. Popular consensus algorithms in blockchain technology include Proof
of Work (PoW), Proof of Stake (PoS), and Practical Byzantine Fault Tolerance (PBFT). Consensus algorithms help prevent any
unauthorized changes and record only valid transactions in a blockchain network.

There are many benefits that blockchain technology can provide in cloud computing settings. The immutable nature, transparency,
and distributed architecture of blockchain technology makes it an excellent fit for creating reliable logs of the activities performed
on any type of data. Blockchain technology also supports smart contracts, which can automatically implement pre-defined policies
and rules.

There are several issues associated with blockchain technology, especially when dealing with high transaction volumes from cloud-
based applications.

C. Blockchain Scalability Issues

One of the most critical issues facing blockchain technology is scalability. As blockchain networks continue to expand, they become
slower since they experience difficulties with scalability due to problems like transaction speed, latency, and transaction costs. This
is due to the very structure of the technology as, for each transaction performed in a blockchain, there is a need for several different
nodes to verify it.
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Many public blockchains have limited the amount of data that can be stored in blocks through their consensus mechanisms, thus
placing a cap on the number of transactions they can perform per second. Blockchain technology usually processes far fewer
transactions than cloud servers do, especially when used for high transaction volume activities. Moreover, data storage in the
blockchain results in very fast-growing ledgers.

Various scalability techniques have been suggested by researchers as possible remedies to tackle these problems, including
techniques like sharding, off-chain storage techniques, and Layer-2 protocols. In sharding, the entire blockchain network is
partitioned into several partitions which carry out computations in parallel fashion, hence increasing the speed and efficiency of
transactions processing while alleviating the network from being congested with a large number of transactions. Off-chain storage
techniques enable huge amounts of data to be stored without storing in the blockchain network but still verify integrity using hashes.
While these techniques increase scalability in blockchain technologies, the integration of these technologies with cloud-based data
integrity schemes is still a topic that requires more research.

1. TAXONOMY AND CLASSIFICATION OF BLOCKCHAIN-BASED INTEGRITY MECHANISMS
Blockchain technology can be considered as a viable means of improving integrity and transparency in cloud computing. Given the
characteristics of blockchain technology, a number of scholars have suggested models that combine the use of blockchain
technology with cloud storage systems to provide secure verification of stored data. Nevertheless, each existing solution varies
greatly in its architecture, scalability techniques, and approach to storing the information. In order to get a better idea about these
techniques, the available literature on the subject can be divided into four main groups. These are blockchain audit systems, multi-
cloud integrity systems, off-chain storage techniques, and Layer-2 scalability solutions.

A. Blockchain Auditing Frameworks

Auditing frameworks for the blockchain concentrate on offering transparent verification methods that ensure the integrity of the data
stored in cloud infrastructure. As a rule, blockchain auditing tools use cryptographic data that is registered on the blockchain to
perform data verification while the actual data is stored in the cloud. Due to the inherent immutability of the blockchain, it is
possible to prove that the data stored in the cloud has not been altered by unauthorized users.

Many papers discuss the use of blockchain as an effective replacement for third-party auditing services. The use of blockchain in the
context of auditing usually requires the application of cryptographic methods such as hash verification, proof of storage, proof of
retrievability, and aggregate verification.

However, even if blockchain auditing provides enhanced trust and transparency, these benefits come at the price of added
computational burden related to the processing of the verification transactions. Besides, in the case of frequent verification of the
integrity of data stored in the cloud, there could be issues of network congestion.

B. Multi-Cloud Integrity Systems

Multi-cloud integrity frameworks involve the deployment of systems where data integrity and availability are achieved by storing
and managing data from multiple cloud service providers as opposed to using the centralized cloud framework. The main aspect of
these models is the utilization of the blockchain technology to act as a distributed trust layer for storing information on integrity
verification.

In such a system, distributed storage approaches are utilized in which data is either replicated or partitioned across various clouds.
The blockchain serves as the logging mechanism that ensures integrity and consistency in data operations within all participating
clouds.

However, there are also several challenges associated with these frameworks, particularly those related to coordination and
communications. Maintaining consistency and synchronization between multiple cloud systems can be challenging.

C. Off-Chain Storage Solutions

The rapid expansion of blockchain storage as more large amounts of data are added to the network constitutes one of the main
limitations of blockchain technology. Many scientists and engineers suggested several ways to overcome the problem by
implementing off-chain storage schemes, where large files are stored offline but have some kind of cryptographic representation
within the blockchain.
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Such an architecture is characterized by the use of external and usually decentralized storage solutions, such as InterPlanetary File
System (IPFS). The actual content of the file can be stored offline in the distributed storage solution and will be referenced via the
blockchain through its cryptographic representation — the hash value of the file or any metadata.

Off-chain storage solutions help reduce blockchain storage and increase system scalability. On the other hand, they may pose a
threat to the integrity of the data due to their nature. Therefore, it is necessary to establish constant communication between off-
chain and on-chain environments to ensure reliable information storage.
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D. Layer-2 Scalability Mechanisms

Nevertheless, scalability is another problem that exists within blockchain systems, especially those that have been integrated into
cloud computing environments. Layer 2 scalability systems refer to technologies employed in increasing blockchain efficiency by
conducting particular operations or transactions outside the blockchain system and using cryptography to maintain security.

Typical layer 2 technologies include sidechains, state channels, roll-ups, and batch transactions. These methods allow a reduction in
the number of transactions conducted on the main blockchain network and increase efficiency. The use of Layer 2 systems can
greatly increase the efficiency of blockchain cloud integrity systems.
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However, the implementation of these technologies involves complexities that must be considered for effective operation.
Specifically, off-chain transactions should be secured and the verification process must be consistent with the main blockchain
ledger. Moreover, integration of Layer 2 systems with cloud-based auditing systems presents architectural complexities.
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Summary of the Taxonomy

As can be observed from the taxonomy described above, the blockchain cloud integrity schemes can be grouped into four main
categories, namely auditing methods, multi-cloud integrity schemes, off-chain storage strategies, and Layer-2 scalability techniques.
All these methods are used to overcome the problems related to blockchain cloud integrity issues in their own unique ways.
Although all these methods are very helpful, combining them in a coherent manner is another important issue that needs to be
addressed. This will be discussed in detail in the next section.

V. LITERATURE REVIEW
A. Blockchain Auditing Frameworks
Many auditing architectures that employ blockchain technology have been developed over time due to the disadvantages
experienced in the use of conventional cloud auditing methods such as dependence on trusted third-party auditors. This is achieved
through the use of blockchain technology that facilitates data integrity validation via its immutability and cryptography.
Zhang et al. [1] suggested an integrity verification technique based on blockchain technology tailored for multi-cloud data storage
systems. The process involves separating storage from data verification whereby the hash function values of the data stored in the
clouds are recorded in a blockchain database. Users can verify the data integrity without the need to access the full data set,
increasing auditing efficiency. However, there are extra costs associated with using blockchain in data verification processes.
In a similar vein, Zhou et al. [2] presented a scalable scheme based on blockchains to minimize the cost of verification by
aggregating proofs. This solution reduces the amount of communication required for exchanging messages between the cloud server
and the blockchain node. Though the scheme is more scalable compared with the conventional auditing system, it is based on the
mechanism of aggregation, and some trustable elements can be needed for proof generation.
Han [3] performed a comprehensive analysis of blockchain-integrated integrity auditing methods for cloud data. This study provides
insights into several cryptographic audit models with proof-of-storage and proof-of-retrievability mechanisms implemented in
blockchain technology. In addition to revealing the benefits of decentralization in blockchain-enabled audits, the work reveals the
drawbacks, such as computational and storage overheads associated with blockchain networks.
In their paper, Islam et al. [5] presented a new auditing model based on an optimized version of B-tree structures used to enhance
efficiency in cloud auditing. The proposed scheme represents metadata in a hierarchical manner, which helps perform searches and
verification processes faster. Even though this solution ensures high speed, it does not fully utilize decentralization features of
blockchain solutions.
The Block-secure framework was presented by Li et al. [13] as a means of securing P2P cloud storage using blockchain technology.
The framework involves the use of blockchain in the management of authentication and access control to enable decentralized
storage between peer nodes. This approach enhances trust in the system through the use of blockchain-based identification.
Nevertheless, the framework might be less efficient in managing data of high volume due to blockchain computation.
The immutability auditing framework developed by Bappy et al. [16] is one that uses blockchain to enhance transparency in terms
of file version control within cloud storage services. Auditing of files and record keeping of the versions of files are done through
blockchain. This ensures audit trails of files that are traceable and non-manipulative but results in increased metadata storage costs
and transactions.
Storage-level integrity verification frameworks that could be considered in cloud computing are analyzed by Goswami et al. [26].
Existing methods have been classified based on the type of security involved. The paper offers a detailed analysis of storage-level
integrity verification techniques but does not propose an integrity verification framework using blockchain technology.
Kumar and Bhatia [27] undertook a systematic review of cloud security mechanisms by emphasizing the core principles of
confidentiality, integrity, and availability. The methodology adopted by the authors focused on studying existing security
frameworks and the gaps in current cloud security mechanisms. However, despite the important findings made by Kumar and Bhatia
[27], they do not offer any blockchain auditing solutions for cloud computing.
Ismail and Materwala [25] studied the architecture and consensus mechanisms in blockchain in order to explore the potential use
cases for decentralized networks and secure applications. The authors explored several consensus mechanisms and their effects on
security and performance. Nevertheless, while presenting an in-depth analysis of various aspects of the technology, Ismail and
Materwala [25] fail to develop an auditing solution.
Zyskind et al. [33] developed a data management platform for the decentralized network based on the blockchain technology.
According to the methodology suggested by the authors, access to the data is controlled by blockchain-based smart contracts
whereas data is kept outside the blockchain for cost efficiency and improved performance.
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Overall, while blockchain auditing frameworks significantly improve transparency and integrity verification in cloud environments,
many of these systems still suffer from high verification overhead, scalability limitations, and increased transaction costs,
particularly when dealing with large-scale cloud data.

B. Multi-Cloud Integrity Systems

The multi-cloud integrity approach is intended to overcome the limitations of the traditional infrastructure by decentralizing data
across several clouds. The multi-cloud approach will enhance reliability, security, and fault tolerance in cloud systems. Introducing
the use of blockchain within the multi-cloud approach facilitates decentralized validation and creates an environment of trust.

Huang and Yi [4] designed a new blockchain-based cryptographic key management technique enhanced with digital twin
technology. In their methodology, blockchain technology is used to store key information, whereas digital twins mimic behavior to
discover any anomalous activities within the cloud storage platform. Despite the fact that the model improves traceability,
integrating the digital twin infrastructure makes the entire system complex.

Hemalatha [6] suggested an innovative decentralized trust management architecture that could be employed in a cloud computing
environment. According to the author, decentralizing trust would facilitate the improvement of cloud systems in terms of security
and scalability. However, the suggested framework is still largely theoretical and requires more empirical research.

Watane [7] studied secure multi-cloud storage solutions utilizing redundancy and distributed verification processes to achieve data
integrity. In the methodology, data redundancy is implemented through replication using multiple cloud environments while
cryptographic verification techniques are used to verify consistency of the data. The use of the approach entails additional
communication and synchronization between cloud systems.

The work of Murthy et al. [9] suggested a blockchain-powered cloud computing architecture that incorporates distributed ledger
technologies in cloud computing services. The research aims to address challenges related to security, trust and transparency in
cloud environments by using a blockchain architecture. Although the methodology shows promise for improved data integrity, more
evaluation is needed.

The study by Li et al. [23] suggested blockchain architecture designed for the 10T environment. The blockchain-powered system is
intended to enhance secure data sharing and device authentication in 10T networks. Despite having several merits, the system incurs
computational overhead.

Ali et al. [28] created a blockchain-enabled data management framework for healthcare using hybrid deep learning. The proposed
framework protects patient information and provides safe information exchange between different healthcare service providers.
However, implementing Al algorithms within blockchain systems requires more computational power.

Xu et al. [38] carried out a review on blockchain applications in cloud computing infrastructures by examining how the blockchain
technology improves trustworthiness and transparency in cloud services. This paper illustrated the capabilities of blockchain in
solving cloud security problems; however, scalability and interoperability are still major concerns.

In general, multi-cloud integrity frameworks increase data reliability and decentralized trust, but they cause communication costs,
coordination difficulties, and scalability issues.

C. Off-Chain Storage Solutions

Storage scalability is among the major challenges faced by blockchains. The inability to scale storage becomes apparent when large
databases are stored within the blockchain. Off-chain storage techniques have thus been developed to overcome this limitation.
Jayabalan& Jeyanthi [12] proposed a blockchain design that incorporates IPFS to enable off-chain storage of health information.
Using this approach, large files are stored within IPFS whereas references in the form of cryptographic hashes are stored within the
blockchain for verification purposes. This combination provides a solution to scalability issues, although dependency on IPFS nodes
and latency in retrieving data become key drawbacks.

Benet [34] designed IPFS (InterPlanetary File System) as a decentralized storage technique that allows for file retrieval using a
unique hash function alongside a distributed hash table. IPFS supports peer-to-peer sharing of data. It also provides an effective
solution to scalability. Data persistence in IPFS, however, still relies on incentive-based schemes.

Liu et al. [32] introduced the concept of an elastic data carrier architecture for the purpose of optimizing smart contracts in
blockchains. Liu et al.'s [32] methodology reduces storage overhead by isolating large components of the data from the blockchain
transaction while preserving hash referencing for authentication purposes. Although the methodology is able to optimize storage in
blockchains, it presents extra issues related to synchronization between the blockchain network and outside storage.
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In their study, Ochéa et al. [31] discuss the cost-effectiveness of designing sidechain-based blockchain architecture within smart grid
applications. The study shows that off-chain sidechains are cost-effective and secure due to anchoring to the main chain at fixed
intervals. Nevertheless, sidechains have added complexities and need cross-chain communication mechanisms.

In general, off-chain storage methods minimize blockchain storage overhead, but they present additional challenges.

D. Layer-2 Scalability Mechanisms
Scalability has been another crucial problem faced by the blockchain technology industry. With the growth of blockchain systems,
transaction speeds and latencies have become vital issues. The main objective of the Layer-2 scalability solution is to perform off-
chain calculations and maintain security in the process.
In their review of Layer-2 proving schemes for off-chain computing and proof verification, Tortola et al. [8] investigated methods
such as rollups and zero-knowledge proofs which help carry out several transactions off the main chain and verify those transactions
on the main blockchain.
A bibliometric review of the blockchain literature trends done by Kandpal et al. [10] recognized scalability among the important
research challenges in the field. On the other hand, Gong et al. [11] reviewed the problem of scalability in blockchain storage and
suggested ways of improving scalability using data pruning and sharding.
Scalability problems in blockchain were also reviewed by Khan et al. [14] and Xie et al. [15]. They mainly considered the
challenges involved in consensus protocols, transaction speeds, and network latency. Additionally, Leonardos et al. [17] reviewed
the Ethereum fee market introduced in EIP-1559.
Sriman and Ganesh Kumar [18] suggested a transaction validation technique with an objective to enhance efficiency with reduced
transaction cost in Ethereum-based networks. Likewise, He et al. [19] studied the inefficiency of gas in actual world smart contract
implementations and offered ways for minimizing transaction cost.
Scalability measures such as sharding and consensus algorithm optimization techniques have been highlighted by Chauhan et al.
[20] and Kaur and Gandhi [21]. Furthermore, Rao et al. [22] reviewed blockchain scalability technologies along with the scope for
future studies.
Mohamed et al. [24] developed an efficient blockchain mining framework to optimize energy expenditure by utilizing renewable
energy sources in mining activities.
The foundational research work has also been instrumental in developing blockchain scalability solutions. In this regard, Gervais et
al. [35] studied the performance and security tradeoffs in proof-of-work blockchains. Buterin [36] created the Ethereum platform,
which enables programmable smart contracts but is challenged by scalability issues. Furthermore, Croman et al. [37] examined
scaling issues associated with decentralized blockchain architectures and provided enhancements to the network architecture.
Zheng et al. [39] and Casino et al. [40] performed extensive reviews on blockchain technology, pinpointing scalability, privacy, and
interoperability as key research issues.
While Layer-2 solutions provide significant benefits such as improved transaction rate and cost reduction, the deployment of such
solutions in cloud-enabled blockchain architecture is an arduous task.

Comparison Table

. Scalability Cost L
Paper Approach Blockchain Type Method Analysis Limitations
Zhang 2022 Mu_lt_l-clt_)ud integrity Permissioned OpFlr_ngd No Coordination
[1] verification verification overhead
Zhou 2022 [2] Agg_r_e gated proof Blockchain Proof aggregation | No Trust assumptions
auditing system
Han 2022 [3] Sur\_/e_zy of blockchain N/A Conceptual No No implementation
auditing models analysis
FRTI
Huang 2024 E/\I/?rfﬁham o Hybrid Distributed Partial System complexit
[4] y 4 verification 4 plexity
management
Enh d B-t . L . Limited
Islam 2024 [5] n _a_nce ree Blockchain Efficient indexing | No imite L
auditing scheme decentralization
Hemalatha Decentralized trust Blockchain Distributed trust No Conceptual
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2025 [6] architecture nodes framework
Watane 2025 Secure multi-cloud . Redundant Communication
Hybrid No
[7] storage storage overhead
Tortola 2024 Layer-2_provmg Blockchain Rollups / proof Partial Integratlgn
[8] mechanisms systems complexity
Murthy 2020 Blockchain-based Permissioned Distributed No Performance
[9] cloud architecture architecture evaluation limited
Kandpal 2023 | Bibliometric analysis . No technical
. N/A Analytical stud No . .
[10] of blockchain storage i uay implementation
Gong 2023 Blockchain storage Data pruning / Lack of
- . N/A . No .
[11] scalability review partitioning experiments
Jayabalan Blockchain + IPFS . . .
2022 [12] healthcare system Hybrid Off-chain storage | Partial IPFS dependency
Li 2018 [13] Blockchain-based Public blockchain Distributed No Computation
P2P cloud storage storage overhead
Khan 2021 Sca_lablllty challenges N/A Shart?mg / Layer- No Conceptual analysis
[14] review 2 review
Xie 2019 [15] Blockc_ham N/A Cor_15e_nsu_s No No architecture
scalability survey optimization proposal
Blockchain auditing -
Bappy 2023 framework with Blockchain Effl_c_lent_ Partial Metadata overhead
[16] . verification
version control
Leonardos Ethere_um fee market Public blockchain | Fee optimization | Yes Limited scalability
2021 [17] analysis focus
Sriman 2022 Gas-effl_ment Transaction Protocol
[18] transaction Ethereum optimization Yes compatibilit
confirmation P P Y
He 2024 [19] Sm_art_cor?tract gas Ethereum CO(_je o Yes Limite_d_ system
optimization optimization scalability
Chauhan 2018 | Blockchain Sharding
- . N/A . . No Conceptual stud
[20] scalability analysis discussion plual stucy
Kaur 2020 Scalability challenges Consensus Lack of
: N/A . No .
[21] and solutions redesign experiments
Blockchain Layer-2 .
Rao 2024 [22] - ! . N/A Y . No Conceptual analysis
scalability review techniques
. Blockchain . - . Resource
Li 2023 [23] framework for 10T Hybrid Distributed nodes | Partial constraints
Mohamed Energy-efficient . Resource . o
. . Blockchain N Yes Domain-specific
2021 [24] mining architecture ! optimization In-specif
Ismail 2019 Blockchai C
smal OC. chain . N/A onsen_sus No No system model
[25] architecture review comparison
Goswami Cloud data integrity Integrity . .
2024 [26] classification NIA mechanisms No No implementation
Kumar 2020 Cloud security Security Limited blockchain
. N/A No
[27] review frameworks focus
Ali 2023 [28] Blockchain Hybrid Dlstrl_buted ledger Partial System complexity
healthcare system security
Butt 2020 [29] Machine Iegrnmg for N/A Al-ba§ed No No blockchain
cloud security detection model
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Basu 2018 Cloud security survey | N/A Cryptographlc No Outda}ted
[30] protection techniques
Ochoa 2020 ETIOCkCham with Blockchain Sidechain scaling | Yes Integratlgn
[31] sidechains complexity
. Cost-efficient smart . . Synchronization

Liu 2019 [32] 'cl Blockchain Data separation Yes Y 1zl

contract storage overhead
Zyskind 2015 | Decentralized data Blockchain Off-chain data Partial Scalability issues
[33] management storage
Benet 2014 IPFS decentralized Distributed Content- No Data availability
[34] storage system addressed storage concerns
Gervais 2016 | Blockchain . . Network Limited cloud

. Public blockchain L No
[35] performance analysis optimization context
Buterin 2014 | Ethereum smart . . Programmable Scalability
[36] contract platform Public blockchain blockchain No limitations
Croman 2016 | Blockchain scalin . .
! g Public blockchain | Layer-2 concepts | No Conceptual

[37] study
Xu 2021 [38] Blockchain for cloud N/A Arc_hltectural No No implementation

survey review
Zheng 2018 Blockcha_lr_1 N/A Technglogy No Broad overview
[39] opportunities survey analysis
Casino 2019 Blo_ckcham research N/A thergt_ure_ No No technical model
[40] review classification

E. Research Gaps Identified from the Literature

However, after reviewing the analysed works in terms of four main themes, namely the auditing framework for blockchain, multi-
cloud integrity, off-chain storage system, and Layer-2 scalability framework, one can conclude that several research opportunities
could be considered in future. While most existing literature makes considerable contributions in addressing cloud data integrity
issues and improving blockchain scalability, very few works discuss a comprehensive approach applicable in cloud environments.

1) Lack of Integrated Integrity and Scalability Frameworks

A number of studies have explored how blockchain could serve as an effective tool to improve auditing in the cloud storage system.
To be more precise, Zhang et al. [1], Zhou et al. [2], and Islam et al. [5] were concerned about enhancing auditing efficiency by
adopting an efficient mechanism of verifying data integrity, e.g., through aggregating proofs or designing hierarchical index
structures. At the same time, Bappy et al. [16] proposed the concept of immutable auditing framework that would ensure version
control in the cloud computing environment. Nevertheless, none of the discussed models addresses scalability and other concerns
related to blockchain-based networks.

2) Limited Scalability Solutions for Multi-Cloud Environments

There is existing research that has considered using blockchain architectures in multi-cloud systems in order to provide higher levels
of trust and security. Several approaches suggested by Murthy et al. [9], Hemalatha [6], and Watane [7] consider decentralized
architectures that share the responsibility for verification among various nodes. In addition, Huang and Yi [4] used digital twins in
order to improve the level of monitoring and security. Although such architectures increase the levels of reliability and distributed
trust, there might be significant problems associated with high levels of coordination and communication delays. In addition, there
are few proposals considering blockchain scalability techniques such as sharding or Layer-2 solutions.

3) Insufficient Cost Optimization in Blockchain-Based Cloud Systems

Transaction fees, computational costs, and other related problems remain essential for blockchain systems. The works of Leonardos
et al. [17], Sriman and Ganesh Kumar [18], and He et al. [19] considered the problem of transaction fee schemes and optimizations
in terms of gas efficiency in the blockchain network.
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Mohamed et al. [24] developed energy-efficient mining architectures that allow lowering operation expenses. Nonetheless, none of
the works focuses specifically on cost issues related to blockchain cloud architectures.

4) Dependence on Off-Chain Storage Without Strong Integrity Integration

The usage of off-chain storage technologies, like IPFS, has become widespread among blockchain researchers in order to overcome
the inefficiency related to data storage on the chain. In particular, Jayabalan and Jeyanthi [12] combined blockchain and IPFS for
protecting the integrity of healthcare information. Moreover, the works of Liu et al. [32] and Ochoda et al. [31] discussed designs
where the big data sets could be stored in off-chain storages and the blockchain transactions would operate with metadata only.
While these proposals reduce the storage burden on blockchain, they pose several concerns related to availability and
synchronization issues, as well as security of off-chain elements.

5) Fragmented Research on Layer-2 Scalability Mechanisms

Many researchers addressed the scalability problems in blockchain networks. The contributions by Tortola et al. [8], Khan et al.
[14], and Xie et al. [15] discussed existing limitations and proposed various improvements, including Layer-2 protocols, sharding,
and off-chain computing. Furthermore, the seminal research performed by Buterin [36], Gervais et al. [35], and Croman et al. [37]
stressed some fundamental scalability issues of blockchain technology. Nevertheless, those solutions usually were not considered in
combination with cloud data integrity systems.

6) Lack of Unified Architecture for Cloud Data Integrity

The initial reviews of Zheng et al. [39], Casino et al. [40], Xu et al. [38], and Goswami et al. [26] highlight the vast opportunities
that blockchain technology offers in increasing the security and transparency levels in distributed systems. However, it is evident
that there is no unification framework in the existing literature, which addresses the issues of data integrity, scalability, efficiency,
and cost in cloud computing.

Summary of Research Gap

From the reviewed literature, it is evident that previous research efforts focus on addressing particular features when implementing
blockchain technologies in cloud computing. The current research gap lies in the absence of a cost-efficient, scalable architecture,
which combines sharding, Layer-2 scalability methods, and off-chain storage mechanisms to provide efficient verification of cloud
data integrity.

F. Future Research Directions

Expanding upon the gaps and limitations noted in the literature review, this paper proposes several future directions in order to
optimize and refine the use of blockchain technology in cloud computing for improving system integrity.

1) Integration of Sharding for Scalable Blockchain-Based Cloud Systems

It would be beneficial for future studies to examine how sharding can be applied in order to ensure the scalability of cloud
computing systems based on blockchain technology. By dividing the blockchain network into small shards, multiple transactions
can be processed concurrently by different shards. However, further research needs to be done to ensure that there are secure cross-
shard communication protocols.

2) Development of Efficient Layer-2 Techniques for Cloud Data Integrity \Verification

The Layer-2 techniques, such as rollups, sidechains, and state channels, have shown promise in terms of reducing blockchain costs
and improving scalability. Future work should focus on combining Layer-2 technologies with cloud data integrity systems, aiming
to decrease the volume of transactions that occur within the blockchain. More research needs to be done to determine whether these
techniques are able to provide security assurances under heavy loads of cloud data integrity verification.

3) Hybrid Blockchain and Off-Chain Storage Architectures

Off-chain storage techniques like IPFS and decentralization storage can significantly decrease the amount of storage space required
by blockchain. Future research can focus on creating hybrid architectures where blockchain technology is combined with
decentralized storage in order to address efficient management of cloud data storage space. The creation of efficient synchronization
methods that help verify data integrity can be helpful in achieving that goal.
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4) Cost-Efficient Blockchain Architectures for Cloud Computing

Energy consumption and fees are the key problems of existing blockchain architectures. Future studies should focus on developing
cost-effective architectures in order to minimize expenses in such systems and ensure high level of system security at the same time.
That can be achieved through adaptive batching of transactions and effective energy-efficient consensus algorithms.

5) Intelligent Resource Management Using Artificial Intelligence

Techniques such as artificial intelligence and machine learning can be used along with the blockchain technology for improving
resource allocation and workload management in cloud computing environments. These approaches will help in improving network
conditions, processing transactions, allocation of shards, and scheduling of verification in a blockchain-powered cloud platform.

6) Security and Privacy Enhancements in Blockchain-Based Cloud Systems

Although the blockchain technology has the potential to increase transparency and integrity, securing information is still an issue
when using the cloud computing environment. In future studies, researchers can look into the application of zero-knowledge proof
systems, homomorphic encryption, and secure multi-party computation in the blockchain technology.

7) Real-World Deployment and Performance Evaluation

In most cases, current blockchain-enabled cloud computing systems have been studied using simulation and theoretical approaches.
In future research, there is a need to conduct practical experiments with large datasets from cloud computing environments.
Summary on future scope

Overall, future research should focus on developing integrated blockchain architectures that combine sharding, Layer-2 scalability
mechanisms, and off-chain storage solutions to address the limitations of existing cloud integrity frameworks. Such approaches have
the potential to significantly improve the scalability, cost efficiency, and security of blockchain-based cloud computing systems.

V. CONCLUSION
The current study reviewed the available literature to present an overview of the existing blockchain solutions that have been
developed to maintain data integrity in the cloud. The literature was thoroughly classified based on the following four themes:
blockchain auditing systems, multi-cloud integrity, off-chain solutions, and layer 2 scalabilities. Each category represents unique
ways in which blockchain technology has been utilized to tackle various security, efficiency, and cost issues in the cloud.
Examples of blockchain auditing mechanisms include Zhang et al. [1], Zhou et al. [2], and Bappy et al. [16]. These blockchain
auditing techniques allow enhanced transparency and avoid the need for third parties' involvement to ensure auditability. In addition,
there are also several cases of multi-cloud integrity systems in the literature, such as those proposed by Murthy et al. [9], Huang and
Yi [4], and Hemalatha [6]. Furthermore, off-chain solutions including those based on IPFS architecture suggested by Jayabalan&
Jeyanthi [12], Benet [34], and Liu et al. [32] provide effective ways to overcome blockchain storage constraints in that they keep
large volumes of data off the blockchain while ensuring integrity through hash links. Lastly, Layer-2 scaling approaches and
optimization strategies mentioned in literature including Tortola et al. [8], Khan et al. [14], Xie et al. [15], and Croman et al. [37]
offer some possible ways to increase efficiency and reduce transaction costs.
Although there has been considerable advancement in these regards, it is still clear from the literature that most existing solutions
tackle separate concerns such as auditing process efficiency, blockchain storage, or scalability in a disconnected way. There are very
few works in this field that can serve as an integrated solution tackling data integrity, system scalability, and cost-efficiency together
at a large scale. Besides, problems such as transaction overhead in blockchain, synchronization between off and on-chain storage
layer, and multi-cloud coordination are yet to be resolved.
Thus, the findings from the above review call for the development of blockchains that will involve the integration of scalability
methods, auditing capabilities, and distributed data storage.
This is likely to improve the efficiency and effectiveness of blockchains while still retaining their high levels of security. The future
studies should therefore focus on the creation of highly cost-effective and scalable architectures of blockchains that include such
components as sharding, Layer-2 operations, and off-chain storage for verifying cloud data integrity.
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