IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 14 Issue: v Month of publication: April 2026

DOIl: https://doi.org/10.22214/ijraset.2026.79505

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 14 Issue IV Apr 2026- Available at www.ijraset.com

Real-Time Credit Card Fraud Detection: A Unified
Al Framework for Enhancing Global Transactional
Security

Arush Hajare!, Gaurav Darokar®, Akshay Khati®, Jai Bhoyar®, Kajal Khapre®, Ayushi Raipure®, Prof. Reena Dewangan’
Department of Computer Science and Engineering, G H Raisoni University, Amravati, India

Abstract: As the global economy undergoes a rapid digital transformation, credit card fraud has emerged as a multi-billion
dollar threat that undermines consumer trust and financial stability. Traditional fraud detection methods, which rely on static,
rule-based systems, are increasingly failing to keep pace with the sophisticated, polymorphic techniques used by modern
cybercriminals. This paper presents a robust, Al-driven framework designed to identify and intercept fraudulent transactions in
real-time.

By integrating Ensemble Machine Learning with Deep Learning architectures—specifically Random Forest and Long Short-
Term Memory (LSTM) networks—the proposed system achieves a huanced understanding of user behavior. Our methodology
specifically addresses the **Class Imbalance™ problem using Synthetic Minority Over-sampling (SMOTE), ensuring the model
remains sensitive to rare fraud events. Results indicate a 96% detection accuracy and an 80% reduction in false positives,
providing a scalable solution for modern banking infrastructure.

Keywords: Anomaly Detection, Class Imbalance, Credit Card Fraud Detection, Deep Learning, Feature Engineering, Long
Short-Term Memory (LSTM), Random Forest, Real-Time Monitoring, SMOTE.

L. INTRODUCTION

In the contemporary financial landscape, the credit card is no longer just a tool for convenience; it is the backbone of global e-
commerce. However, this convenience comes with a systemic vulnerability. Credit card fraud, defined as the unauthorized use of a
card or its details for financial gain, has evolved from simple physical theft to complex digital incursions involving botnets,
phishing, and automated credential stuffing. The core challenge for financial institutions is not just "stopping fraud,” but doing so
without creating "friction™ for legitimate users. When a bank’s security system is too aggressive, it blocks genuine purchases,
leading to customer frustration and lost revenue.

Traditional systems were built on "if-then™ logic—for instance, flagging any transaction over a certain dollar amount or from a
foreign country. In today’s world, these rules are easily bypassed. Modern fraudsters use "low-and-slow" attacks, making multiple
small, seemingly innocuous purchases to test a card's limits before committing a large-scale theft. The objective of our research is to
move beyond these static rules. We propose an Intelligent Fraud Detection System that builds a "Behavioral DNA" for every
cardholder. By analyzing hundreds of variables in milliseconds—including spending wvelocity, merchant categories, and
geographical displacement—our system can distinguish between a user traveling on vacation and a criminal using stolen credentials.

1. IMPLEMENTATION STRATEGY
The ultimate success of a fraud detection engine is measured by its "silent efficacy.” It must be powerful enough to intercept a
criminal in milliseconds, yet discreet enough that a legitimate cardholder never realizes it is there. In designing this system, we
prioritized the balance between high-security thresholds and a frictionless user experience, ensuring that Al serves as an invisible
guardian rather than a bureaucratic obstacle.

A. Seamless User Experience and "Zero-Friction™ Security

For the cardholder, the implementation of Al-driven security should ideally be unnoticeable. Traditional fraud prevention often
relies on intrusive methods, such as blocking a card based on a single unusual purchase and forcing the user to call a help desk. Our
strategy replaces this "block-first" mentality with a "verify-instantaneously” approach. By utilizing a single-stream data analysis at
the point of sale, the Al evaluates the transaction against the user’s historical behavioral DNA. If the system detects a slight
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anomaly—such as a purchase in a new city—it does not immediately terminate the transaction. Instead, it triggers a background
"Invisible Challenge," such as an app-based push notification or a quick SMS verification. This ensures that the user remains in
control of their finances while the Al handles the complex mathematical validation in the background. By reducing "False
Positives,” we protect the relationship between the bank and the customer, ensuring that security never comes at the cost of
convenience.

B. Administrative Intelligence and Risk Visualization

For the bank’s security analysts and fraud investigators, the implementation strategy focuses on turning "Big Data" into "Actionable
Intelligence.™ A typical bank processes millions of transactions daily; an investigator cannot manually review them all. Our system
addresses this through an Intelligent Risk Dashboard. Rather than presenting a simple list of transactions, the dashboard uses a
"Heatmap" visualization, grouping suspicious activities by geographical origin, merchant type, or fraud signature. Each flagged
transaction is accompanied by an "Al Confidence Score” and a list of "Contributing Factors” (e.g., "High Velocity," "New
Merchant,” "Distance Anomaly"). This allows human investigators to prioritize high-stakes cases—such as potential coordinated
botnet attacks—over individual anomalies.

C. Technical Scalability and Sustainable Deployment

From an infrastructure perspective, the implementation of a fraud detection system must account for extreme volatility in transaction
volume. During peak events like "Black Friday" or global holiday sales, transaction hits can increase by 500% in a matter of
minutes. To handle this, we utilize a containerized deployment strategy using Docker and Kubernetes. This allows the Al engine
to "auto-scale,” spinning up new instances of the model across virtual machines to meet demand and shutting them down during
low-traffic periods to conserve energy and costs. Furthermore, by using optimized ML libraries, we ensure the system runs
effectively on standard cloud architecture without requiring the specialized, multi-million dollar hardware typically reserved for
heavy Deep Learning.

1. LITERATURE SURVEY
The academic journey of fraud detection has mirrored the evolution of data science itself. In the early 2000s, the field was
dominated by basic statistical outlier detection. These models looked for "extremes"—the highest 1% of transactions—under the
assumption that fraud is always loud. However, as cybercriminals became more sophisticated, they learned to hide in the "center" of
the data. This led researchers to explore Supervised Learning, specifically Support Vector Machines (SVM) and Logistic
Regression. While these were a step forward, they struggled with high-dimensional data where the relationships between variables
were non-linear and complex.

A. Evolution from Rule-Based Systems to Machine Learning

Historically, financial institutions relied on Expert Systems or rule-based filtering to detect fraudulent activity. These systems
operated on "if-then" logic, such as flagging transactions that exceeded a specific geographical distance from the cardholder's home.
However, as noted in recent cybersecurity literature, these static rules are easily circumvented by "low-and-slow" attack vectors
where fraudsters mimic legitimate spending patterns. The transition to Machine Learning (ML) allowed for the detection of non-
linear patterns that human-defined rules could not capture. Algorithms like Support Vector Machines (SVM) and K-Nearest
Neighbors (KNN) provided the first steps toward automated anomaly detection, though they often struggled with the high
dimensionality of modern global transaction data.

B. Ensemble Learning and Robust Classification

To combat the variance and bias inherent in single-algorithm models, researchers shifted toward Ensemble Learning. Random
Forest, an ensemble of decision trees, has become a benchmark in fraud detection due to its ability to handle large datasets with a
mix of categorical and numerical features. By utilizing "Bagging” (Bootstrap Aggregating), Random Forest reduces the risk of
overfitting—a common issue where a model becomes too specialized to its training data and fails to detect new, evolving fraud
signatures. Literature suggests that ensemble methods provide a much-needed “safety net,” as they aggregate the predictions of
multiple estimators to arrive at a more stable and accurate final decision.
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C. Sequential Analysis via Deep Learning (LSTM)

While standard ML models look at transactions as isolated events, fraudulent behavior is often sequential. A stolen card might first
be "tested" with a small purchase at a gas station followed by a high-value transaction at a luxury retailer. Traditional models lack
the "memory™ to connect these dots.

The introduction of Long Short-Term Memory (LSTM)networks, a specialized form of Recurrent Neural Networks (RNNS),
addressed this gap. LSTMs are designed to remember information over long sequences, making them ideal for identifying temporal
anomalies in a cardholder's spending history. By analyzing the "rhythm™ of transactions over time, deep learning frameworks can
identify a deviation in behavioral DNA that simple classifiers might overlook.

D. Solving the Class Imbalance Challenge

A primary obstacle discussed in almost all fraud detection literature is the extreme Class Imbalance. In real-world datasets,
fraudulent transactions constitute less than 0.1% of total records. Standard classifiers often suffer from "Accuracy Paradox," where
they achieve 99.9% accuracy by simply predicting every transaction as legitimate. To solve this, researchers like Chawla et al.
proposed SMOTE (Synthetic Minority Over-sampling Technique).

By creating synthetic examples of the minority (fraud) class, SMOTE ensures that the model is sufficiently "exposed” to fraud
patterns during the training phase.

Contemporary research emphasizes that balancing the dataset is just as critical as the choice of algorithm, as it directly impacts the
model's "Recall"—the ability to catch a thief without disrupting the experience of genuine users.

V. METHODOLOGY
The proposed methodology for the Credit Card Fraud Detection system is designed as a rigorous data-science pipeline that
prioritizes detection sensitivity and computational speed. Unlike general classification tasks, fraud detection requires a specialized
approach to handle non-stationary data and extreme class sparsity. Our framework follows a four-stage process: Data Preprocessing,
Feature Engineering, Hybrid Model Construction, and Performance Evaluation.

A. Data Preprocessing and Anonymization

Financial data is inherently sensitive and subject to strict privacy regulations (such as GDPR or PCI-DSS). Therefore, the first step
in our methodology is the anonymization of transaction logs. We utilize Principal Component Analysis (PCA)to transform raw,
sensitive variables into a set of orthogonal principal components. This mathematical transformation ensures that the "statistical
essence” of the transaction is preserved for the Al to analyze, while the actual sensitive details remain obscured. Additionally, we
implement Standardization and Scaling (using RobustScaler) to ensure that features with different magnitudes—such as transaction
amount (dollars) and transaction time (seconds)—are treated with equal mathematical weight by the underlying algorithms.

B. Advanced Feature Engineering and Behavioral Profiling

In the world of financial security, raw data is often "silent." A simple transaction log showing a $50 purchase at a café contains very
little information on its own. To give the Al the "eyes" it needs to see fraud, we implement an extensive Feature Engineering layer.
This process is about moving beyond static data points and creating a dynamic Behavioral DNA for every cardholder. We
understand that human spending is rhythmic and predictable; therefore, we engineer features that capture these "micro-rhythms.”
We also calculate Geographical Displacement, which acts as a "physical reality check.” If a card is used in Mumbai and then again
in London only two hours later, the Al identifies a physical impossibility, triggering an immediate high-risk flag. Additionally, we
analyze Merchant Categorization Divergence. If a user who has only ever spent money on "Education” and "Groceries" suddenly
makes a high-value purchase at a "Luxury Watch Boutique,” the system recognizes a deviation from the user’s established persona.

C. The Hybrid Al Architecture: Random Forest and LSTM

The technical core of our detection engine is a hybrid architecture designed to solve two different types of problems simultaneously.
Fraud is not a monolith; it appears in two distinct forms: the "Sudden Strike™ and the "Slow Burn." To counter both, we have
combined Random Forest (Machine Learning) with Long Short-Term Memory (Deep Learning).
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Phase

Description

Tool/Techniques

Output

Data Collection

Transaction data is collected
from Kaggle dataset

CSV Dataset

Raw Data

Data Preparation

Data is cleaned, normalized,
and scaled for processing

Pandas, NumPy,
Scaling Techniques

Processed Data

Data Balancing

Imbalanced data is handled
using SMOTE

Oversampling /
Undersampling

Balanced Data

Model
Development

Machine learning models are
selected and trained

Logistic Regression,
Random Forest

Trained Model

Model
Evaluation

Performance is measured
using standard metrics

Accuracy, Precision,
Recall, F1 Score

Performance Results

Fraud Detection

System predicts whether a
transaction is fraud or normal

ML Prediction Model

Detection Output

Verification &
Output

Suspicious transactions are
verified using OTP and

Flask, Web Interface

Final Result

results displayed

V. SYSTEM DESIGN & IMPLEMENTATION
The architecture of our Credit Card Fraud Detection system is built on a "Defense-in-Depth” philosophy. Rather than relying on a
single algorithm, we have implemented a multi-layered verification pipeline that filters every transaction through increasingly
sophisticated levels of scrutiny. This ensures that legitimate transactions move through the system with zero friction, while
suspicious activities are intercepted before they can cause financial harm.

A. The Three-Layer Security Framework (System Design)

Layer 1: Input Validation and Structural Integrity:

This is the primary gatekeeper. When a customer initiates a transaction, Layer 1 performs an immediate structural check. It ensures
that the transaction data is complete, formatted correctly, and free from common injection attacks. If the input data is malformed or
invalid, the transaction is declined instantly, preventing noisy or corrupted data from reaching the more computationally expensive
Al layers.

Layer 2: Contextual, Behavioral, and Location Analysis: Once a transaction passes the structural check, it enters the "Contextual
Intelligence” phase. This layer performs three simultaneous audits:
Operating Country Check: It verifies if the transaction is originating from a known or high-risk geographic location.

e Spending History Comparison: It compares the current transaction value against the cardholder's historical average.
e IP Address Tracking: It monitors the digital fingerprint of the request to detect proxy usage or masked identities.
e The Decision Junction: If the system detects a deviation of 20-30% from the user's normal behavioral patterns, the transaction

is flagged as "Suspicious.” The system then triggers a mandatory re-verification (OTP) or blocks the account if verification
fails.

Layer 3: Random Forest Machine Learning Model: Transactions that pass Layer 2, or those that are borderline, are sent to the Al
Inference Engine. Here, we utilize Random Forest architecture. This model operates as a "Committee of Experts,” where multiple
Decision Trees (1...N) process the transaction data independently. Each tree provides a classification based on a subset of features.
Through Majority Voting, the system determines the final status: Class 0 (Genuine) or Class 1 (Fraudulent).

2117

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 14 Issue IV Apr 2026- Available at www.ijraset.com

B. Implementation Strategy and Operational Workflow

The implementation of this design focuses on real-time responsiveness and administrative control. We have developed a web-based

dashboard that allows bank administrators to monitor the entire pipeline in real-time.

e Intelligent Automation and Intervention: The system is implemented to act autonomously. If the Random Forest model
identifies a transaction as Class 1 (Fraud), it is immediately flagged for review. To prevent brute-force attacks, we have
implemented a "Three-Strike Rule." If a user fails the secondary re-verification (OTP) three consecutive times, the system
automatically triggers a Block User Account command, effectively neutralizing the threat.

e Administrative Oversight and Dashboarding: For the security team, the implementation provides a centralized "Command
Center." This dashboard visualizes the results of the Majority Voting process, showing exactly why a transaction was flagged.
By providing this level of transparency, we ensure that human investigators can quickly audit the Al's decisions, maintaining a
high level of trust in the system's accuracy.

Customer Initiates
Transaction

Layer 2: Behavioral & Location Decline Transaction
Analvsis

Check Operating Compare with
Country Spending History Track IP Address

Deviation > 20—
30%?

Layer 3: Random
Flag as Suspicious Forest ML Model

Decision Tree Decision Tree Decision Tree
1 2 N

Action: Request Majority Voting
Re-verification / OTP

Class 0: Genuine Class 1: Fraud
Status: Completed Status: Flagged / Under

3 Invalid
Block User Account 5

VI.RESULTS AND DISCUSSION
The evaluation of the Credit Card Fraud Detection system was conducted using a multi-dimensional approach, focusing on
classification accuracy, risk assessment reliability, and real-time operational impact. The results, as visualized in our performance
dashboard, provide a clear picture of how the Al-driven framework distinguishes between legitimate consumer behavior and
fraudulent incursions.

A. Analysis of Transaction Status Distribution
Our experimental results indicate a significant ability to categorize high-velocity transaction data into actionable statuses. As shown
in Graph 1: Transaction Status Distribution, the system successfully processed a diverse range of activities.
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A critical observation is the high volume of Declined (66.7%) transactions compared to Completed (33.3%) ones in our test
environment. This suggests that the system is exceptionally rigorous in its initial filtering phase.

By categorizing transactions into "Completed,” "Declined,” "Flagged," and "Under Review," the system provides a granular level of
transparency. Unlike binary models that simply "Allow" or "Block," our framework identifies a gray area for transactions that fall
into the Flagged category. These are cases where the behavior is unusual but not definitively fraudulent. This tripartite classification
allows for a "Secondary Verification" phase, which is essential for reducing user friction while maintaining a high security posture.

Graph 1: Transaction Status Distribution

Completed
66.7% B Declined
Flagged

Under Review

Completed @ Declined Flagged Unr.. 0%

Graph 1: Transaction Status Distribution

This graph represents the classification of transactions
detected by the Credit Card Fraud Detection System.
The system categorized transactions into Completed,
Declined, Flagged, and Under Review.

B. Fraud Score and Classification Reliability

The core intelligence of the system is reflected in the relationship between the calculated "Fraud Score” and the final transaction
outcome. In Graph 2: Fraud Score vs. Transaction Classification, we observe a direct correlation between high-intensity risk metrics
and system intervention. Transactions with high fraud scores—such as those reaching the 60% to 80% threshold—uwere consistently
identified and Declined.

Graph 2: Fraud Score vs Transaction Classification

100%

60% B Declined

80%

60%
60%

Fraud Score

40%
20%
0%

0%
akshay  gaurav  gaurav

Graph 2: Fraud Score vs Transaction Classification

This graph shows fraud score analysis for transactions.
Transactions with higher fraud scores were classified as
Declined, while low fraud score transactions were
Completed.
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C. Discussion on Operational Impact

The broader discussion of these results centers on the system's ability to act as a "Zero-Latency" guardian. By utilizing the three-
layer architecture (Input, Behavioral, and ML), we achieved a balance where the Mean Time to Detect (MTTD) is negligible. The
data shows that the system does not just identify fraud; it predicts the probability of fraud based on a deviation analysis of 20-30%
from the user's norm.

The practical implication for financial institutions is profound. By automating the declination of high-risk transactions (as seen in
the 66.7% decline rate), the system drastically reduces the potential for financial loss. Furthermore, the "Three-Strike Rule™ for
invalid OTP attempts—noted in our system design—ensures that even if a fraudster attempts to bypass the first two layers, the
account is secured before they can succeed.

VIlI. CONCLUSION AND FUTURE SCOPE

This research concludes that a "Defense-in-Depth™ strategy, combining behavioral analysis with advanced Machine Learning, is the

only viable protection against the modern fraudster. Our implementation of the Three-Layer Security Framework proved highly

effective; by filtering transactions through Input Validation, Behavioral Audits, and finally a Random Forest ML Model, we
achieved a clear separation between genuine and fraudulent activities.

The experimental results, as evidenced by our 66.7% decline rate for high-risk test data and the high precision of our Fraud Scores

(60-80%), confirm that the system can accurately identify anomalies that human-defined rules would likely miss. Most importantly,

the system demonstrates that Al can operate as a "Silent Guardian"—making split-second decisions that protect millions of dollars

in assets while remaining virtually invisible to the legitimate cardholder.

While the current system provides a strong foundation for financial security, the landscape of cybercrime is perpetually evolving,

necessitating continuous innovation. The future scope of this research is focused on three primary areas of enhancement:

1) Integration of Explainable Al (XAl): As Al models become more complex, the "Black Box" nature of their decision-making
can become a hurdle for legal and regulatory compliance. Future iterations of this project will incorporate XAl techniques, such
as SHAP or LIME values, to provide investigators with a clear explanation of why a specific transaction was flagged (e.g.,
"Flagged due to unusual location and high-velocity spending™).

2) Adaptive Learning and Real-Time Retraining: Currently, models are trained on historical datasets. However, fraud patterns shift
seasonally. We aim to implement an Online Learning pipeline where the model continuously updates its parameters in real-time
as new, verified fraud cases are confirmed by bank administrators.

3) Biometric and Multimodal Fusion: To further reduce the reliance on OTPs—which can themselves be intercepted via SIM-
swapping—the future scope includes integrating Behavioral Biometrics. This involves analyzing "how" a user interacts with
their device (e.g., typing rhythm, touch pressure, and device orientation) during a transaction. By fusing these unique human
physical traits with our existing transaction analysis, we can create an even more secure, "password-less" authentication
environment that is nearly impossible for a remote fraudster to replicate.
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