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Abstract: Social networking platforms have given us incalculable opportunities than ever before, and its benefits are undeniable.
Despite benefits, people may be humiliated, insulted, bullied, and harassed by anonymous users, strangers, or peers.
Cyberbullying refers to the use of technology to humiliate and slander other people. It takes form of hate messages sent through
social media and emails. With the exponential increase of social media users, cyberbullying has been emerged as a form of
bullying through electronic messages. We have tried to propose a possible solution for the above problem, our project aims to
detect cyberbullying in tweets using ML Classification algorithms like Naive Bayes, KNN, Decision Tree, Random Forest,
Support Vector etc. and also we will apply the NLTK (Natural language toolkit) which consist of bigram, trigram, n-gram and
unigram on Naive Bayes to check its accuracy. Finally, we will compare the results of proposed and baseline features with other
machine learning algorithms. Findings of the comparison indicate the significance of the proposed features in cyberbullying
detection.
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I. INTRODUCTION
Cyberbullying can be defined as an aggressive or intentionally carried out harassment by group or individual through digital means
repeatedly against a sufferer who is unable to defend themselves. This type of bullying includes threats, abusive or sexual remarks,
rumours and hate speech. Cyberbullying is an ethical issue found on internet and the percentage of the victims is also alarming.

A. Cyberbullying on Social Media Sites

The major contributors to cyberbullying are social networking sites. The dynamic nature of these sites helps in the growth of online
aggressive behaviour. The anonymous feature of user profiles increases the complexity to identify the bully. Social media is popular
due to its connectivity in the form of networks. But this can be harmful when rumours or bullying posts are spread into the network
which cannot be easily controlled. Twitter and Facebook can be taken as examples which are popular among various social media
sites. According to Facebook users have more than 150 billion connections which gives the idea about how bullying content can be
spread within the network in a fraction of time. To manually identify these bullying messages over this huge network is difficult.
There should be an automated system where such kinds of things can be detected automatically thereby taking appropriate action.
The victims mainly consist of women and teenagers. Intense effect on mental and physical health of the victims in such kind of
activities higher’ s the risk of depression leading to suicidal cases. Therefore to control cyberbullying there is need of automatic
detection or monitoring systems.

B. Detection Models for Cyberbullying

Many works in this field have shown that machine algorithms can be used for predicting and detecting cyberbullying actions. As
tremendous data is generated every second algorithms can be trained efficiently. Machine learning classifiers help to classify the
content of the texts into non - bullying and bullying classes. After classification of the content the bullying ones can be stopped.
This project aims to detect cyberbullying in tweets using ML Classification Algorithms. A training and predicting pipeline is
implemented to contrast performance of various popular classification algorithms and determine the best suited model. Extracted
features will be applied with Naive Bayes, KNN, Decision Tree, Random Forest, Support Vector Machine algorithm etc. and also
we will apply the NLTK(Natural language toolkit) which consist of bigram, trigram, n-gram and unigram on Naive Bayes to check
its accuracy. We will compare the algorithm and draw the results, results will indicate that our proposed framework provides a
feasible solution to detect cyberbullying behavior and its severity in online social networks.

The motivation behind this project is to prevent teenagers from getting depressed or committing suicide due to cyber bullying
activities and also to decrease the harassing incidents in cyberspace.
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Il. PROBLEM FORMULATION
The social media network gives us to great communication platform opportunities they also increase the vulnerability of young

people to threatening situations online. Cyberbullying on an social media network is a global phenomenon because of its huge
volumes of active users. The trend shows that the cyber bullying on social network is growing rapidly every day. Recent studies
report that cyberbullying constitutes a growing problem among youngsters. Successful prevention depends on the adequate
detection of potentially harmful messages and the information overload on the Web requires intelligent systems to identify potential
risks automatically. So, In this project we focus on to make a model on automatic cyberbullying detection in twitter by modelling
posts written by bullies on twitter. We have tried to propose a possible solution for the above problem, our project aims to detect
cyberbullying in tweets using ML algorithms like Naive Bayes, KNN, Decision Tree, Random Forest, Support Vector etc. and also
we will apply the NLTK(Natural language toolkit) which consist of bigram, trigram, n-gram and unigram on Naive Bayes to check
its accuracy. We will train the model using different algorithms and compare the results and check whether the model is able to
provide the desired results or not that is whether it is able to predict the text is bullied or not.

I11.LITERATURE REVIEW

Title

Problem

Solution

Result

An Effective Approach for
Cyberbullying Detection
and avoidance

The biggest problem
regarding cyberbullying is
that the age group of the
offenders range from as
young as eight to the legal
adult age of eighteen and
beyond. Once happen this
activity then victims are
often left permanently then
difficult to find them.

In this paper focused on the
issues of robust system and
objectives are 1) Automatic
detection and avoidance of
cyberbully attack in
internet. 2) Effective age
authentication for website
browsing and categorizing
the links based on age

Represented a novel
method on the current
scenario of cyber-bullying
and various methods
available for the detection
and prevention of cyber
harassment. Our concept
depends upon the text
analysis, the data which is
uploaded or text written by
any user is first analyzed.

Using Machine Learning to
Detect Cyberbullying

Teens and young adults, are
finding new ways to bully
one another over the
Internet. in a study
conducted by Symantec
reported that, to their
knowledge, their child has
been involved in a
cyberbullying incident

Used machine learning
algorithm to detect
cyberbullying. For training
the data downloaded from
website. The data was
labeled using a web service.
the labeled data, in
conjunction with machine
learning techniques
provided by the Weka tool
kit, to train a computer to
recognize bullying content

Used a language-based
method of detecting
cyberbullying. By
recording the percentage of
curse and insult words
within a post.

Cyberbullying Detection
System on Twitter

Increased cyberbullying
attacks on the social
network services. To
prevent these activities a
system was proposed.

In this system, the users can
identify the cyberbullying
related tweets based on the
keywords and populate it in
a news feed form. By doing
this, it allows users to
determine the identities of
the cyberbullies and the
victims from the
cyberbullying tweets.

With the advent of this
cyberbullying detection and
solution system in Twitter,
it will help the authorities
to monitor, regulate or at
least decrease the harassing
incidents in cyberspace
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IV.METHODOLOGY
This project will be developed using python, ML and web technology.

>

First we will search and find the dataset from Kaggle or Github and download it to train the model.

B. After downloading we will pre-process the data, clean the data then with the help of naive bayes, SVM (Support vector
machine), KNN and Random Forest we will train the dataset and generate models separately and also we will apply the
NLTK(Natural language toolkit) which consist of bigram, trigram, n-gram and unigram on Naive Bayes to check its accuracy.

C. We will fetch the real time tweets from twitter and then we apply the generated model to these fetched tweets and check if the
text is cyberbullying or not, also we will compare different algorithms and check the accuracy of various models and select the
best model.

D. For the frontend purpose we will create a platform where there will be different logins for user and admin and the user will be
able to post the tweet and the admin will be able to view the tweets and classify whether the tweet is bullied or not.

E. These all-purpose we are using python as backend, for training the model we are using ML algorithms.

The flow chart depicting the flow of our system is-

TWITTER = FETCH TWEETS FROM TWITTER

v

PREPROCESSING

!

COUNT VECTORIZE SVM

v

APPLY MODEL

‘ KNN
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The dataset we collected for training the model is-

Pre-processing was carried out by first changing all the uppercase words to lowercase. The next step was to remove all the
punctuation marks and emojis as they are not required for our purpose. The next important step is to remove the stop words. They
are the common words which are not useful in detection like “a”, “on” , “all” These words do not carry important meaning and are
usually removed from texts. A text file containing bad words was created. If the tweet has the words present in the bad words then it
is labelled as “TRUE” else labelled as “FALSE”. This final dataset contains the tweets and classification which is now used for
algorithm implementation.

e at the end of that vid.

Frjoy your New Smyma Beach.full of s Nathing comp.

mad even if it easing but ew. Non-Bullying
debut together while she gad to wear e Non-Bullying
Non-Bullying
fugly Am alnght starting to get a headache mysett. Non
Fugly?, Whom', You twot H Non
© wow cong varus actually o od unlike fucking horrifically fugly conq karma, Non-Bullying
I'm ted up with this migraine.”,"How's you Non-Bullying
King Show oft. Non-Bullying
rences talking about aliens when explaining aquarius they are fraudulent.’, "do not trust them, they are a fugly. Non-Bullying
Non-Bullying
was so beautifull’, 'Euphoria is such a bop t0o.", 2222 Non-Bullying
word fugly.”, ol fuck off anna Non-Bullying
Non Bullying
ay i am fatish and fugly. Non-Bullying

The 2fu ", Funny & ugly. Non Bullying

Our proposed framework provides a feasible solution to detect cyberbullying behaviour and its severity in online social networks
like twitter. After completion of the project we will get a system which would successfully detect the offensive text or comments
or the cyberbullied statements on Twitter. The system will help the society especially the teenagers and adults for preventing them
from further bullying.

V. RESULT DISCUSSIONS
The system is successfully able to predict whether the content is bullied or not. We have achieved the following output-

E® C\Windows\System32\cmd.exe
Microsoft Windows [Version 10.0.19642.1288]
(c) Microsoft Corporation. ALl rights reserved.

IC: \Mona\Predicting-Cyberbulling-on-Twitter-master>code .

C: \Mona\Predicting-Cyberbulling-on-Twitter-master>python "Predicting+Cyberbullying+Twitter+ Codel.py"
Tweet Text Label
.omg why are poc wearing fugly blue contacts s... Non-Bullying
.Sorry but most of the runners popular right n... Non-Bullying
.those jeans are hideous, and I?m afraid he?s ... Non-Bullying
.I had to dress up for a presentation in class... Non-Bullying
.Am I the only one who thinks justin bieber is... Non-Bullying

No we are not, But you are a race baiting libt... Bullying
you wont get anyone for this challenge., after... Bullying
I will follow you if you are not a libtard,Mus... Bullying
michaelianblack Ur a child, an ostrich w/ your... Bullying
FoxNews. not to all the ppl I know that live t... Bullying

rows x 2 columns]

Accuracy: ©.6551724137931034
UnigramNB Recall
Bullying recall: ©.5266666666666666

Most Informative Features
piece = True Bullyi :
Bullyi :
Bullyi :
Bullyi :
feminism = True Non-Bu :
someone = True Non-Bu :
sorry = True Bullyi :
pussy = True Bullyi :
iq = True Bullyi :
retard = True Bullyi :
UnigramDT Recall
Bullying recall: ©.7454545454545455

ARPUUUONNV
NMOOUNNROROW
PP PO

UnigramsLogit Recall v

= =i g = = . 18:02
& O Type heretosearch O &Hi =n m C & s m ’Q S2%C ~"TAFm NN %

Fig — Depicts the statement identified as buIIiedEr non-bullied
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¥ C:\Windows\System32\cmd.exe X
bullying precision: ©.5644171779141104 ~
bullying recall: ©.71875

INgramDT Recall

Bullying recall: ©.7464788732394366

[NgramsLogit Recall
Bullying recall: ©.6416666666666667

[Ngrams Recall
Bullying recall: ©.5694444444444444
Most Informative Features
piece = True
worthless = True
kid = True
low = True
feminism = True
someone = True
sorry = True
pussy = True
iq = True
retard = True
0. 6540880503144654
bullying precision: ©.5234899328859061
bullying recall: ©.6666666666666666
bullying F-measure: ©.5864661654135338

Bullyi :
Bullyi :
Bullyi :
Bullyi :
Non-Bu :
Non-Bu :
Bullyi :
Bullyi :
Bullyi :
Bullyi :

T T T R TR T T
AR PUVIUVION®WY
VOONWARUONW
[CRCRCRURCRCRCR RN

not-bullying precision: ©.7692307692367693
not-bullying recall: ©.6467661691542289
not-bullying F-measure: ©.70©27027027627027

C: \Mona\Predicting-Cyberbulling-on-Twitter-master>
C: \Mona\Predicting-Cyberbulling-on-Twitter-master>_

I 18:04
E8 O Type here to search (@] e B OB 7 G %

Fig- Depicts the precision and Accur%y

Table 1- Shows the Naive Bayes Algorithm Accuracy with Unigram, Bigram, Trigram, N-gram

Model Accuracy

Naive Bayes 0.6551
Unigram

Naive Bayes 0.6446
Bigram

Naive Bayes 0.6509
Trigram

Naive Bayes 0.6634
N-Gram

Table 2- Shows Bullying and Non-Bullying Precision and Recall

Text

Precision

Recall

Bullying

0.5234

0.6666

Non-Bullying

0.7692

0.6467

Graph- Shows the Naive Bayes Algorithm Accuracy with Unigram, Bigram, Trigram, N-gram

0.663

0.655

0.650 0.644
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VI.CONCLUSION
The study reviewed the existing literature for various machine learning algorithms and identified Naive bayes N-gram gives the best

accuracy and also the system is able to identify the bullied and non-bullied statements. The goal of this project is to the automatic
detection of cyberbullying-related posts on Twitter. Automatic detection of signals of cyberbullying would enhance moderation and
allow them to respond quickly when necessary. However, these posts could just as well indicate that cyberbullying is going on. The
main aim of this project is that it presents a system to automatically detect signals of cyberbullying on social media handle Twitter,
including different types of cyberbullying, covering posts from bullies, victims and bystanders.
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