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Abstract: Drinking water fraud is a major issue for water delivery businesses and authorities. This behaviour results in a
significant loss of income and is responsible for the bulk of non-technical losses. Finding appropriate criteria for detecting
fraudulent behaviour has been a prominent focus of research in recent years. Intelligent data mining methods can be used by
water delivery companies to detect fraudulent activity and reduce losses. This study looks into the usage of two classification
techniques (SVM and KNN) to discover suspicious water fraud clients. The main purpose of this research is to assist the Yarmouk
Water Company (YWC) in Irbid, Jordan, in overcoming their earnings shortfall. The SVM-based technique uses customer load
profile attributes to expose known abnormal behaviour.

Keywords: SVM, KNN, Prediction.

. INTRODUCTION
Water theft makes it harder to provide water to all citizens equally and diminishes the organization's revenue. Although the
MOI is a non-profit organisation responsible for delivering water to all residents, it is necessary to maintain a balance
between expenses and earnings in order to offer an equal water supply to all individuals. "In order to improve income, it is
important to precisely quantify the energy expended,” hence fraudulent water usage results in an incorrect consumption
quantity. According to the MOI, around 8000 structures in the city receive water without the use of a water metre, which the
MOI utilises to calculate each client's monthly usage.
Many people who are effected and who wants to stop the this fradulent behoviour in addition to overcome loss in their
bussiness due to these fraudulent behaviour created many methods to reduce this behaviour and in every methods there are
pros and cons. To decrease the cons and enhance the benefits we created a data mining model to overcome some of
disadvantages. The study employs the
The other methods like KNN and ANN has low accuracy and performance compared to SVM. The SVM has high
performance and accuracy. The SVM hits detection reate of 1-10% for random data and 80% intelligent detection. The profile
of the customer can be changed according to the activity of customer and customer behaviour. In this method the customer
data is classified into three types ( montly, seosonlly, yearly) according to the customer preferences. The customers historical
data is collected and tested to find the behaviour of the customer. This reasearch helps to provide customers load profile by
their form of water consumption. The main theme of this research is to find the fraud customer and true customer. In this
system customer water consumption are recorded in computer as a financial billing system which generates the water
consumption invoice. In this method a utility staff visits customer place records the data and issue the water bill.

I1.PROCEDURE

The main motivations of this study is to

1) Assist the MOI in lowering its NTLs in the water distribution industry.

2) Investigate the capacity to detect and identify NTL activities using data mining classification approaches, as well as the
difficulties associated with dealing with only 20% of the available customer's load profile data.

3) Fraudulent activity MOl DWTC teams manually and randomly inspect clients on-site so that the intelligent model
produced in this research study can forecast suspicious customers and assist them in detecting fraud activities.According to
recent data from the water distribution agency,, the financial losses caused by water use result from a large disparity
between water well production in the city and water consumption, as seen in Fig 2. In 2011, the difference reached 15
million cubic metres of water, which is considered a water loss.
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This technique employs to classify the customers according to their behaviour. The method compares the customer data with
already saved data by that it can tell whether the customer is fraud or not. The SVM andKNN classification models are used to
classify data these technique has high accuracy and greater performance..
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Figure 1 Utility of linear and nonlinear model

Customers who want water through agencies need to register with the system. This registration allows you to upload
information about your water consumption. Through this method, field executives monitor the restriction according to branch
and collect feedback from clients. Admin can prepare the data so that good and negative feedback can be analysed. Fraud details
are blocked by the user based on their feedback, preventing them from receiving any further water. Admin can locate the
fraudulent customers and determine the cause of the problem. This will provide a clear view of the present and previous state of
the dataset.

A. Algorithm
In this work the experiments are performed on two major and well known classification algorithms (K-Nearest Neighbor
(KNN)) &SVM are applied to the water customer’s dataset)* which is taken from the Executives. There accuracy is obtained by
evaluating the datasets. Each algorithm has been run over the training dataset and their performance in terms of accuracy is
evaluated along with the prediction done in the testing dataset. It is one of the most well-known and widely used open source
data mining technologies in the world. It has a comfortable user interface, where in a process view analyses are configured. It
uses a modular concept, where respective operators are used in the analysis process. These operators with the help of I/O ports
can communicate with the other operators in order to receive input data or pass the data and generated models over to the
following operator. The entire analysis process creates a data flow in this way. (K-Nearest Neighbor generates forecasts based
on the results of the K closest neighbours.)® Therefore, to make predictions with KNN, We'll need to come up with a metric for
calculating the distance between the query point and the cases in the examples sample.
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2) SVM Algorithm
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B. Modules

1) Customer Data: Customers whowant water through agencies must register with the system. (This registration is the sole
option for users to consume water from customers.)® Customer requests for water administration and bill generation.

2) Verify Feedback: Bills are generated by on-field executives once they have checked the limit. The amount of food they
consumed must match the information provided by admin. By this procedure we can check fraud details. After that, the bills
were uploaded, and the bogus clients were identified.

3) Action Against Fraudlent: Admin can track down fraudulent consumers who illegally drink more water than they need or
are entitled to, and their bills can be confirmed. The user can set fraud details to be blocked, preventing them from receiving
any more water, and the details can be handed over to cops to be prosecuted..

4) Graph Analysis: The graphs help admin grasp the data, and based on this analysis, fraud clients can be identified. The firm
steadily improves as they have a better understanding of where the problem emerges and where improvements and
deficiencies are needed. This will provide a clear view of the present and previous state of the dataset.

C. Webpage

Menu

WATER CONSUMPTION S S
USERS LOGIN b

Water is an essential element for the uses of households,indu try, and agriculture. Jordan, = ‘\7-
USERS REGISTRATIONS as several other countries in the world, suffers from water scarcity, which poses a threat A

that would affect all sectors that depend on the availability of water for the sustainability <
ADMIN LOGIN of activities for their development and prosperity

SAVE WATER

There are two ways in which we can classify our water use. One type is in-stream use; this oty oo

Includes hydroelectric power, boating and swimming, for example. While in-stream

activities do not use up the water, they can degrade the water quality through pollution. bt
The other type of water use is the withdrawal of water, and this classification includes

household use, industry use, irrigation, livestock watering and thermal and nuclear power.

Most withdrawals are consumptions, meaning that the activity uses the water and does

nat return it tn the couree.
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D. Interface Page

Data Mining based Model for Detection of Fraudulent Behaviour in Water Consumption

Upload Water Consumption Dataset | | Preprocess Dataset | Rua SVM Algorithm | Run KNN Algorithm
prT———

Close Application

E. Graph Analysis

SVM Accuracy KNN Accuracy

F. Chart Analysis
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1. CONCLUSION
To reduce the fradulent behaviour in water consumption the SVM and KNN classification models helps. These data mining models
has many advatages compared to other methods it increase profits. To reduce fradulent behour we used this data mining technique.
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