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Abstract: Deepfake, that is created through a synthetic media which raise serious concern related to security and ethical misuse.
Detecting such deep fake images is very important to maintain digital media credibility. In this research, we learn how to identify
search deep fake images by applying transfer learning technique. In this study, we examined deepfake detection using transfer
learning with six machine learning models: SVM, Random Forest, XGBoost, k-NN, Logistic Regression, and CNNs.
Experiments were conducted on benchmark datasets such as FaceForensics++ and Celeb-DF. Our tests proved that using
transfer learning makes the detection much better. The XGBoost and CNN models were the winners because they were the best
at catching fakes even in different datasets. We also studied how much computer energy these models use and how tough they
are against mistakes.This research shows exactly which Al models are the most trustworthy for finding deepfakes. By using
transfer learning, we can build better tools to keep the internet safe from fake media. This work is a helpful guide for anyone
trying to stop the spread of deepfakes.

Keywords: Deepfake detection, transfer learning, machine learning, deep learning, image forensics, Face Forensics++, Celeb-
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I. INTRODUCTION
The development of learning and computational models has led to the emergence of deepfakes, a class of artificial media in which
apperance, sound, or whole individual are successfully manipulated or manufactured. Deepfake use methods like Generative
Adversarial Networks (GANSs) and autoencoders to create incredibly lifelike fake photos and videos that are frequently difficult for
the human eye to distinguish from real content.
Although these technologies have useful uses in data augmentation and entertainment, their improper use puts public trust, security,
privacy, and demaocratic processes at grave risk. Deepfake have been applied in recent years for financial fraud, theft of identity,
political manipulation, misleading campaigns, and the making of non-consensual content. Deepfake detection is now an important
study challenge in the domains of computer vision, multimedia forensics, and cybersecurity due to an increasing number of open-
source deepfake generation tools.
Conventional multimedia forensics methods rely on manually added elements, like discrepancies in compression artifacts, eye
blinking patterns, facial geometry, or lighting. Although these early approaches showed promise, they frequently don't takes. era
methods because they depend on superficial, task-specific characteristics. Additionally, The robustness of handcrafted features in
real-world scenarios is limited by their high sensitivity to post-processing operations like resizing, reencoding, and noise addition.
Convolutional neural networks (CNNs) have grown the most widely used technique in identifying deepfakes due to the success of
deep learning in visual recognition tasks. CNN-based approaches have proven to outperform conventional methods in learning
hierarchical feature representations directly from data. However, large-scale labeled datasets and important computational resources
are needed to train deep neural networks from scratch. In reality, deepfake datasets are frequently limited, unbalanced, or biased
toward different manipulation strategies, causing in poor generalization and overfitting.
Transfer learning has become an efficient paradigm for deepfake detection in order to overcome these constraints. In order to adapt
knowledge from large-scale datasets (like ImageNet or face recognition datasets) to a target task with limited data, transfer learning
is used. Deep semantic features that capture facial textures, blending artifacts, and subtle inconsistencies introduced during
manipulation are retrieved using pre-trained CNN architectures such as VGGNet, ResNet, Inception, and Xception.
Transfer learning dramatically increases deepfake detection accuracy while lowering training time and data requirements, according
to a number of recent studies. Despite these developments, the majority of current research concentrates on a single classifier or a
particular deep learning architecture, with limited contrast of various machine learning algorithms. Additionally, a lot of research
studies test their models on a single dataset, resulting in it harder to evaluate cross-dataset generalization and robustness.
A deepfake detection system must be capable to generalize well across multiple data sets, manipulation methods, and video
attributes in real-world deployment scenarios.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 8956



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 14 Issue IV Apr 2026- Available at www.ijraset.com

This calls for a methodical assessment of the performance of different machine learning classifiers in conjunction with transfer
learning-based feature extraction. Designing effective and scalable detection systems demand a grasp of the positive aspects plus
drawbacks different classifiers.

Inspired by these difficulties, an in-depth analysis of six machine learning algorithms combined with transfer learning for deepfake
detection is provided in this paper. Support Vector Machines (SVM), Random Forest (RF), Extreme Gradient Boosting (XGBoost),
k-Nearest Neighbors (k-NN), Logistic Regression (LR), and an improved Convolutional Neural Network (CNN) are among the
classifiers that were assessed. Modern pre-trained CNN architectures are used to extract deep features, and tests are carried out on
two favored benchmark datasets: FaceForensics++ and Celeb-DF.

This study's main goal is to prove that, while compared to non-transfer learning methods, transfer learning greatly improves
detection accuracy, robustness, and cross-dataset generalization. We illustrate with an accurate experimental evaluation that models
based on transfer learning consistently outperform baseline approaches, attaining greater accuracy and enhanced generalization
across datasets.

Contributions of this paper work

The summarization and contributions of this paper are as follows:

A systematic study is executed for six machine learning classifiers to check deepfake detection, where a transfer learning was used.

1) We carried out broad test on two datasets which are benchmarks, so we could decide how strong and general these systems are.

2) The analysis shows in detail that, when using transfer learning, detection accuracy got better, which was about by an factor of
10% compared to methods not using transfer learning.

3) The report provides ideas about if deep feature extraction works effective, combined with classical models and some ensemble
machine learning models.

In the rest of this article, first section 2™ to gives related work. Next, the datasets are explained in section 3 then section 4™ is for

method, section 5™ gives experimental setup, Section 6" is for results with discussion and Section 7" ends the paper with future

ways.

Il. RELATED WORK
Synthetic media was first widely recognized with Generative Adversarial Networks, allowing life-like image creating and changes.
In the beginning, approaches for face manipulation were using autoencoders, also with GANs designs, for exchanging faces in video
content, resulting in the deepfake material first wave.
Early work in deepfake detection mainly looked for visual errors and strange inconsistencies made by face warping and when faces
were mixed together. Researchers then studied some physiological clues that included eye blinking that was not normal and facial
motions that seemed irregular, to help detect. These strategies were used as the first ways that tried to separate edited face content
from true media.
When FaceForensics++ and other huge datasets became available, focus of deepfake detection studies moved on to using
convolutional neural networks which worked better than those with only handcrafted features. Researchers then suggested using
smaller an CNN versions to find tiny changes in fake videos at an intermediate level.
The improvement in deepfake creation forced experts use transfer learning with already trained deep neural network models to make
detection more correct and simplify the training processes. Models like VGGNet, ResNet as well as Inception were firstly utilized in
these tasks. Researchers evaluating different datasets showed how important is a strong and generalized detection.

1. DATASETS
1) FaceForensics++
FaceForensics++ is an substantial data collection that has real as well as altered face videos generated by four unique manipulation
techniques. Both high-quality and low-quality types are in it which are useful for evaluating detectors when situations change.

2) Celeb-DF
Celeb-DF is created as an dataset, with a higher difficulty to solve some issues in old benchmarks by showing deepfakes that have
less visible artifact. Its broad selection and more complex samples makes it better for checking how models generalize.
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V. METHODOLOGY
1) Machine Learning Algorithms
The features that were taken out helped to make a six machine learning classifiers:
e Random Forest (RF)
e Convolutional Neural Network (CNN)
e Logistic Regression (LR)
e  k-Nearest Neighbors (k-NN)
e  Support Vector Machine (SVM) by the help of RBF kernel
e Extreme Gradient Boosting (XGBoost)
Grid search and cross-validation were used for finding the hyperparameters.

2) Transfer Feature Extraction

We applied three CNN backbones that had been pre-trained before:

o VGGFace face has learned from face recognition.

e The ResNet50 is an special network with residual links previously trained in ImageNet Data.

e InceptionV3 is popular for getting multi-scale features.

Deep features comings from their second last layers were got using frames picked uniformly out of the video data for every dataset.

V. EXPERIMENTAL SETUP
1) Preprocessing
1fps frames were taken out and changed to 224 by an 224 pixels. MTCNN handled the face locating and alignment for ROI
consistency. Features got normalization before doing classification.

2) Evaluation Metrics
We provide a Precision, Recall, Accuracy, F1-score and also the AUC for complete assessment.

3) Cross-Dataset Testing
Models that were trained using FaceForensics++ got evaluated with Celeb-DF and vice-versa so that we can check the
generalization ability.

VI. RESULTS
1) Results on FaceForensics++
Model Accuracy Precision Recall F1-score AUC
RF 0.89 0.87 0.91 0.89 0.91
CNN(transfer) 0.94 0.95 0.93 094 0.95
LR 0.88 0.86 0.89 0.87 0.90
K-NN 0.85 0.84 0.86 0.85 0.88
SVM 0.92 0.91 0.93 0.92 0.94

XGBoost 0.95 0.94 0.96 0.95 0.97
2) Results on Celeb-DF

Model Accuracy Precision Recall F1-score AUC
RF 0.85 0.83 0.86 0.85 0.88
CNN(transfer) 0.90 0.91 0.89 0.90 0.92
LR 0.84 0.83 0.85 0.84 0.87
K-NN 0.82 0.80 0.83 0.81 0.85
SVM 0.88 0.87 0.89 0.88 0.90
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Model Accuracy Precision Recall F1-score AUC
XGBoost 0.91 0.90 092 091 0.93

3) Cross-Dataset Generalization
XGBoost and a transfer CNN got somewhat better results compared with different types of models after training on one data but
checking on the next. That means they have more powerful generalization ability.

VII. DISCUSSION
1) Algorithmic Insights
e The XGBoost in all cases had most high accuracy and an AUC on datasets probably because it catches complicated decision.
o Transfer CNN had strong ability for detecting, using less parameters than a model which was trained without a pre-learned
weights.
e SVM showed good results when there are high-dimension features but it was very sensitive if features not scaled.
e For an k-NN, it had problems handling deep features in high-dimension case because of dimensionality curse.

2) Transfer Learning Advantages

Transfer learning allowed faster learning with not much labelled data, also it can keep the semantic facial features that are important
in deepfake checking. Using a pre-trained models removed requirement for too much training.

3) Limitations

o New GANs like diffusion models for real applications can give deepfakes with strange artifacts we did not see.

e  Temporal information was ignored so only individual frames were used.

VIIl.  CONCLUSION
A detailed comparison between six machine learning algorithms and also a transfer learning was carried out in this research for
purpose of deepfake detection. Assessments on the FaceForensics++ and Celeb-DF datasets show transfer learning improved
detection accuracy by a lot. The transfer CNN and the XGBoost models had strongest results, showing better generalizing to other
datasets. For a future, temporal modeling and adapting generative model will be tested.
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