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Abstract: This paper presents a comprehensive semi-fragile watermarking framework for deepfake detection based on Discrete
Wavelet Transform (DWT) and Singular Value Decomposition (SVD). The proposed system embeds an imperceptible watermark
in the frequency domain of digital images and verifies integrity through Bit Error Rate (BER) analysis. Unlike deep learning-
based approaches, the system is deterministic, computationally efficient, and does not require training datasets. Experimental
evaluation on 2,041 images demonstrates high visual quality (PSNR = 51 dB, SSIM = 0.998) and strong detection accuracy
(~96%). The framework provides a proactive authentication mechanism suitable for digital forensics and media verification.
Keywords: Deepfake Detection, Semi-Fragile Watermarking, DWT, SVD, BER, Image Authentication, Frequency Domain
Security.

L. INTRODUCTION

The use of deepfake technology based on generative adversarial networks (GANSs) and diffusion models has made it more
challenging to distinguish real images from fake ones. The availability of these technologies has raised serious concerns about
misinformation, identity theft, and tampering with digital evidence. Conventional detection methods are highly dependent on
machine learning classifiers trained on large amounts of data. These methods are prone to generalization problems when new
deepfake generation methods are developed. The proposed work suggests a proactive and different solution based on semi-fragile
watermarking techniques for deepfake image detection. Rather than focusing on the analysis of post-processing artifacts, the
proposed solution embeds a mathematically designed watermark within the image before it is distributed. The semi-fragile
watermark is embedded within the frequency domain through DWT-SVD decomposition, making it imperceptible yet robust
enough to withstand normal image processing tasks. The semi-fragile nature of the watermark makes it robust to slight image
modifications, such as compression, but vulnerable to malicious and deepfake image modifications. The use of deepfake technology
based on Generative Adversarial Networks (GANs) and diffusion models has made it even more challenging to distinguish real
images from fake ones. The current generation of generative models has the capability to produce very realistic images of facial
expressions, lighting, and texture, as well as semantic information that is very similar to real images. As these models improve, the
visual cues that were used to detect manipulated images are becoming more subtle or imperceptible to the human eye. The ease of
access to deepfake tools via open-source platforms and friendly applications has increased concerns regarding misinformation,
identity theft, political manipulation, cyber fraud, and tempering digital evidence. The technology can be misused by malicious
individuals to create events, impersonate people, or modify crucial visual evidence, thus affecting the authenticity of digital media
and online communication systems. Conventional deepfake detection methods are almost entirely based on machine learning
classifiers trained on large labeled datasets. This work proposes a semi-fragile watermarking framework based on hybrid DWT-
SVD techniques for deepfake detection. The system embeds an imperceptible watermark in the frequency domain and detects image
tampering using Bit Error Rate analysis. Unlike machine learning approaches, the proposed method is deterministic, training-free,
computationally efficient, and achieves 96% detection accuracy while maintaining high visual quality(PSNR ~ 51dB, SSIM =
0.998). The framework offers a proactive and explainable solution for digital image authentication.

1. RELATED WORK
A. Literature Review
Digital watermarking has evolved from spatial-domain least significant bit (LSB) methods to advanced frequency-domain
techniques such as DCT, DWT, and SVD based embedding. Spatial-domain techniques are simple but highly vulnerable to
compression and filtering attacks. Frequency-domain approaches improve robustness by embedding watermark information in
transform coefficients. DWT provides multi-resolution decomposition, enabling localized embedding in specific frequency bands.
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SVD-based watermarking gained popularity due to the stability of singular values under small perturbations.

Recent deepfake detection research focuses on convolutional neural networks, transformer-based architectures, and frequency
artifact analysis. While effective, these models require continuous retraining and high computational cost. The proposed work
differentiates itself by offering a deterministic signal-processing-based solution that does not depend on data-driven learning.

Digital watermarking has evolved from spatial-domain least significant bit (LSB) methods to advanced frequency-domain
techniques such as DCT,DWT, and SVD- based embedding. Spatial-domain techniques are simple but highly vulnerable to
compression and filtering attacks.

Frequency-domain approaches improve robustness by embedding watermark information in transform coefficients. DWT provides
multi-resolution decomposition, enabling localized embedding in specific frequency bands. SVD-based watermarking gained
popularity due to the stability of singular values under small perturbations.

B. Signal Processing Approach

Recent works on deepfake using convolutional neural-networks, transformer models, and frequency artifact analysis. Although
successful, these models need to be constantly retained and are computationally expensive. The proposed research distinguishes it
self in that it provides a signal processing solution that is determinestic and does not involve learning. Digital watermarking has
matures from spatial domain least significant bit (LSB) schemes to more sophisticated frequency domain approaches like DCT,
DWT, SVD.

Il.  SYSTEM ARCHITECTURE
A. Overview
The proposed system develops a semi-fragile watermarking-based deepfake detection framework using a hybrid Discrete Wavelet
Transform (DWT) and Singular VValue Decomposition (SVD) method.
Unlike machine learning-based deepfake detectors, the proposed system is a deterministic signal processing system that does not
require training data, GPUs, or neural networks.

B. User Interaction Layer
The User Layer acts as the interaction interface between users and the system.
1) Users
a) Content Owner
e Uploads original image
o Embeds watermark before publishing
b) Verifier / Investigator
e Uploads suspicious image
e  Verifies authenticity

2) Responsibilities

Accept user inputs (image path, commands)
e  Generate output logs

o Display metrics and classification results
e Trigger appropriate functional modules
e  Store generated watermarked image

e Distribute protected image online

e Upload suspect image.
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Deepfake Detection System using DWT-SVD
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Figure 1: Layered system architecture of the proposed semi-fragile DWT-SVD based deepfake detection framework showing
presentation, application, processing, and data management layers.

The figure presents the DWT-SVD semi-fragile watermarking process foe deepfake detection, where a watermark is embedded in
the frequency domain.
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Figure 2: Workflow of the proposed DWT-SVD semi-fragile watermarking system. the image is watermarked in the frequency domain

during embedding.
C. Application Layer
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The Application Layer is responsible for implementing for implementing business logic. It contains six major modules:

o  Watermark Generation Module

e Watermark Embedding Module

e Attack Simulation Module

e  Watermark Extraction Module

e Decision & Classification Module

e Batch Evaluation Module

The Application Layer is responsible for the functional implementation of the proposed semi — fragile watermarking scheme and is
divided into six modules: watermarking, embedding, attack simulation, extraction, decision, and batch evaluation. A reproducible
64*64 pseudo-random binary watermark is created through a fixed seed value. In the embedding process, the input image is
transformed into the YCrCb color model.

User Userinterface | WatermarkExtractor | | DeepfakeDetector

Upload Media
—_——
Extract Watermark
Verify Watermark

_ Result (Real / Fake)

Display Result
(—
User Userinterface | WatermarkExtractor | | DeepfakeDetector

Figure 3: Sequence diagram showing user interaction with the semi-fragile DWT-SVD watermarking system.

1) Watermark Generation Module: The Watermark Generation Module is tasked with generating a reproducible pseudo-random
binary watermark for authentication purposes. A fixed seed number(for example,42) is used for the deterministic generation of
a 64*64 binary image matrix with values of Os and 1s.The generated watermark is saved as a Numpy file for future reuse in the
embedding and extraction processes.

2) Watermark Embedding Module: The Watermark Embedding Module is the main module of the system and embeds the
watermark into the host image through a DWT-SVD method. First, the input RGB image is captured and checked for validity
using OpenCV.

3) Attack Simulation Module: The Attack Simulation Module assesses the robustness and semi-fragily properties of the
watermarking method by applying controlled distortions. The attacks supported include Gaussian noise addition, JPEG
compression, resizeing, and modifications for Al-based attacks.

4) Watermark Extraction Module: The Watermark Extraction Module reverses the above-mentioned embedding steps to extract
the watermark from the suspicious image. The image is first transformed into YCrCb color space and then subjected to DWT
decomposition on the Y channel.

5) Decision and Classification Module: The Decision and Classification Module makes decisions on the authenticity of the
images based on the Bit Error Rate (BER), which is measure the amount of erroneous bits between original, extract
watermarks.

D. Processing Layer

The Processing Layer performs mathematical operations:

1) DWT Engine: The  Discrete Wavelet Transform (DWT) Engine converts the input image From the spatial domain to the
frequency domain, thus allowing effective embedding of the watermark.

2) Through one-level Haar wavelet transform, the image is divided into various frequency sub-hands that correspond to different
resolution levels.

3) SVD Engine: The Singular Value Decomposition (SVD) Engine is responsible for the matrix factorization of the chosen
frequency sub-band into ortho-logical components and singular values. The singular values are a measure of the inherent energy
distribution of the image pertubations.
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4) Metric Computation Unit: The Metric Computation Unit is responsible for the assessment of image quality and watermark
integrity. Peak Signal to Noise ratio (PSNR) is computed to determine the visual quality of the watermarked image relative to
the original image, which is an indication of imperceptibility.

Knowledge Graph: Semi-Fragile Watermarking System for Deepfake Detection using DWT-SVD
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Figure 4: Sample knowledge graph of the DWT-SVD semi-fragile watermarking system illustrating the embedding of the
watermark in the HH sub-band, authentication based on BER, and final REAL/FAKE classification based on PSNR and SSIM
assessment.

E. Tool Integration

The proposed deepfake detection system integrates multiple Python libraries to implement DWT-SCD semi-fragile watermarking
framework efficiently:

1) Python Development Environment

2) OpenCV for image processing

3) NumPy Integration

4) Py Wavelets integration

5) scikit-image Integration

6) Logging and Data Management

7) JSON (Built-in Python Module)

AVA PROPOSED METHODOLOGY
A. DWT-SVD Based Semi-Fragile Watermarking Algorithm
The section outlines a proposed semi-fragile watermarking scheme for deepfake detection which integrates DWT and SVD
comprising two main steps:
Watermark Embedding Procedure
Stepl: Color Space Conversion, The RGB image is transformed into YCrCb color space and the luminance component Y is used to
embedding the watermark.
Step2: A single-level 2D Haar DWT is applied to the luminance channel Y, decomposing it into four sub-bands:
(YL, Yo Yul, Yun) = DWT(Y)
Step3: SVD is applied to the high-frequency sub-band Y Yun = USVT
Step4: Watermark Embedding and image reconstruction.
Y':IDWT(YLL, YLHlYHL!Y’HH)
Finally, the reconstructed luminance component Y'is combined with the original chrominance Cr and Cb, and converted back to
RGB color space to produce final watermarked image .
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B. Watermark Extraction and Authentication Algorithm
Watermark Extraction
Stepl: Convert Isto YCrCb color space and extract
luminance channel Y.
Step2: Apply 2D DWT:

(YSLL,YSLH,YSHL,YSHH) = DWT(Ys)
Step3: Apply SVD on Y3:

YSHH = UsSs VTS
Step4: Extract watermark:

W' =Ss- S/a

Step5: Threshold extracted values to obtain binary watermark.

C. Authentication Using Bit Error Rate(BER)
After obtaining the watermark from the suspected image, an authentication process is necessary to verify whether the image has
been altered. In the proposed system, the integrity of the watermark is checked by using the Bit Error Rate(BER), which measures
the difference between the original and the extracted watermarks.
1) Bit Error Rate Computation
*  W(i,j) denote the original binary watermark.
«  W!(i,j) denote the extracted watermark.
*  mxn be the watermark dimensions.
2) Working Principle of BER
The BER measures the proportion of incorrectly recovered watermark bits.
« Ifthe image is authentic, singular values remain nearly unchanged, resulting in W' ~ W; and BER approaches 0.
» Image manipulation disrupts watermarks, raising bit mismatches and BER.
3) Authentication Decision Rule
»  Two predefined thresholds T, and T, are used for classification:
BER < T, = Authentic Image
T, <BER < T, = Suspicious Image
BER > T, = Tampered / Deepfake Image

D. Image Quality Evaluation Metrics
» Peak Signal-to-Noise Ratio (PSNR): It evaluates the distortion of the watermark.
e Structural Similarity Index (SSIM): it is evaluates the perceptual similarity. between original and watermarked images
based on considering luminance, and contrast.

Cloud Deployment Workflow: DWT-SVD Semi-Fragile Watermarking System for Deepfake Detection

&) UsERINPUT €& API GATEWAY €) WATERMARK PROCESSING @D AUTHENTICATION RESULT

— -
REST API @ \ - R
= el (Flask, FastAPl) —_ — P — {:} e o ‘ { "BER": 0.84,
! | JSON “classification”:

&l fDocker Input | . -
= Web Browser / Mobile App Eython Scrlpts! LogAnalysis FAKEL |
REST CU * DWT (Wavelet Transform) F'N confidence™: "High
- ient HTTPS T 3
* SVD (Singular Value Decomposition) H
i~ ¥ H REAL | SUSPICIOUS
* BER Calculation son
Image Upload REST AP ) ) FAKE
e W (eg.. Flask, FastAPl)
{ "BER™ : 0.84,
ON
[ ‘m, } ******* > | @ [ - > oU[pu, ————»| “classification": “FAKE",
— = Docker Container |"confidence”: "High"
Original Image
Ob‘ect Storage Database
LEGEND
&4 Input Image Iﬁ"’ Watermarked Image” YREST API " File @ Object Storage ] Log Output
=) mputinage G = REST API [=) patsabase 3 patabase  [Gl Database [=7] Log Output

Figure 5: Stage-based cloud workflow showing image upload, API processing, DWT-SVD watermark verification, and final
REAL/FAKE classification with cloud storage and logging.
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V. EVALUATION
A. Evaluation Overview
The section evaluates the performance of the proposed Semi-Fragile Watermarking System for Deepfake Detection using DWT-SVD.
»  Imperceptibility of embedded watermark.
* Robustness against common image attacks.
»  Sensitivity to deepfake manipulation.
»  Detection accuracy using BER thresholding.
»  Computational efficiency.

B. Experimental Setup
Dataset Description
e Total Images: 2,041
* Real Images: 1,081
*  Fake Images: 960
* Image formats: JPG, PNG
*  Color model: RGB
» Resolution: Automatically resized during processing.

C. Watermark Configuration

Parameter Value
Watermark Size 64 x 64
Type Binary
(0/2)
Embedding Domain HH band
Wavelet Haar
Embedding Strength(a) 0.02

D. Evaluation Metrics
The imperceptibility of the proposed watermarking system is measured using Peak Signal to Noise Ratio(PSNR) and Structural

Similarity Index(SSIM) metrics. PSNR is calculated as

PSNR = 10log;q (MAX*MSE)
Where MAX is the maximum possible pixel value and MSE is the mean squared error between the original and watermarked

images.
Semi-Fragile Watermarking System for Deepfake Detection
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Figure 6: The following diagram illustrates the end-to-end process of semi-fragile watermarking using DWT-SVD for deepfake
image detection.
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The SSIM is employed to access the perceptual similarity between the original and watermarked images.
SSIM(x,y) = (2uxhty + C1) o5y + Cy) /
(“Zx + sz +Cy) (52x+ Gzy +Cy)

Performance Evaluation of Proposed DWT-SVD System
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Figure7: Performance analysis of the DWT-SVD watermarking system revels superior PSNR,SSIM, and BER metrics against
various attacks, indicating excellent imperceptibility and robust deepfake detection capabilities.

Table 1: Detection evaluation results across key metrics.

Metric Result
PSNR 51dB
SSIM 0.998
BER(Deepfake / Al) 0.85+
Overall Accuracy 96%
Embedding Time 0.5sec/img

VI.  DISCUSSION
A. Strengths and Contributions
The experimental outcome shows that the proposed semi-fragile watermarking system using DWT-SVD strikes a balance between
imperceptibility and manipulation detectability. The average PSNR value of 51 dB and SSIM measure of 0.998 ensures that the
watermarking process in the DWT frequency domain is imperceptible to the human eye. The robustness test reveals the semi-fragile
watermarking system performs correctly under normal conditions with no bit errors (BER = 0). Overall accuracy of 96%.
The main contribution of this work is the design of a determinestic, training-free deepfake detection system using DWT-SVD based
signal processing techniques. The proposed system uses frequency domain watermarking and BER classification for a transparent
authentication process without using datasets, training, or GPU resources.

B. Limitations

However, despite its efficacy, there are some limitations in the proposed DWT-SVD based semi-fragile watermarking system.
First, the proposed method needs watermarking during the image creation process. Therefore, it is more of a proactive protection
system than a forensic detection system. This means that it is not capable of detecting deepfakes in images that were not previously
watermarked. Secondly, the performance of the system is also dependent on the choice of embedding strength (o) and BER
threshold values. This is because improper parameter adjustment may influence the imperceptibility or detection capability.
Moreover, although the watermark is very sensitive to deepfake attacks, extreme image processing operations such as heavy
compression, strong filtering, or geometric transformations may also affect the watermark, potentially leading to false positives.
Finally, the system is only designed to work on static images and not directly applicable to video-based deepfake detection systems.
Finally, while the proposed system is efficient and interpretable for authentication, overcoming the above limitations will make it
even more robust and applicable in real-world scenarios

C. Failure Modes and Countermeasures

The proposed DWT-SVD semi-fragile watermarking technique could be vulnerable in situations like the absence of pre-existing
watermark, excessive compression, geometric transformation, malicious removal attacks, fixed threshold values, and sophisticated
Al-based image reconstruction.
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Mitigations involve grounding all factual claims in the retrieved sources with proper citations, using confidence scores to mark
uncertain outputs, following through with timeout policies and maximum step constraints in the orchestrator, and ensuring proper
access control in the MCP layer irrespective of the prompt. Current research involves using anomaly detection to detect
hallucinated text and active learning to enhance the knowledge graph.

VIl. FUTURE WORK

One of the most important directions for future work is the construction of a hybrid detection system that combines watermark-
based verification with machine learning-based forensic analysis Although the current system is very effective at detecting tampering
in pre-watermarked images, it would be possible to detect tampering in unwatermarked images as well by combining the current system
with a lightweight CNN or transformer-based model. Future work can concentrate on adaptive watermarking embedding, where the
embedding intensity is varied according to the image texture or perceptual model to achieve a better trade-off between
imperceptibility and robustness. Robustness can also be increased by using multi-band and multi-level DWT watermarking
embedding techniques, as well as geometric invariant methods, such as synchronization tools and log-polar transformation.

VIII.  CONCLUSIONS
This paper has discussed a semi-fragile watermarking technique for deepfake image detection using the DWT-SVD transformation
model. The proposed method embeds a semi-fragile watermark in the frequency domain of an image and relies on Bit Error Rate
(BER) analysis for image tampering detection. Unlike machine learning-based deepfake image detection techniques, the proposed
method does not require any training data, neural networks, or GPU support.
Experimental results showed that the embedding of the watermark satisfies the requirements of high visual quality with an average
PSNR of 51 dB and SSIM of 0.998, thus proving the imperceptibility of the watermark. The results of the robustness test showed a
clear separation of the BER values between the original and manipulated images, thus facilitating accurate classification. The
proposed system attained a detection accuracy of about 96% on a total of 2,041 images with low FP and FN rates.
Despite the fact that the framework is dependent on the embedding of the watermark in advance and is vulnerable to some
geometric and compression attacks, the framework is a lightweight and scalable solution for digital content authentication. The
paper also emphasizes the importance of signal processing methods in dealing with the manipulation of Al-generated media. The
system can develop into a comprehensive deepfake detection framework with future improvements such as adaptive embedding and
security hardening.
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