
 

13 XI November 2025

https://doi.org/10.22214/ijraset.2025.74926



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 13 Issue XI Nov 2025- Available at www.ijraset.com 
     

 
585 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

 

Defamation in the Age of Digital Age: With the Rise 
of Social Media, Defamation Law Has Evolved 

Significantly 
 

Himani Singh1, Prof. Zeeniya S2 

1Student, Law of Torts, PES University, Banglore 
2Assistant Professor, Faculty of Law, PES University, Banglore, India 

  
Abstract: Defamation law has been involved in protecting individual reputation from the ancient times against slander and libel 
and has undergone uncommon transformation in the digital era. The growth of social media apps/platforms such as Facebook, 
twitter, Instagram, snapchat and blog forums have revolutionised how people can express their opinions and way of 
communication. However, this transition has vanished the boundaries between free speech and defamation. In the digital age, 
reputational harm can be immediately and globally occurred giving rise to complex legal challenges concerning jurisdiction, 
anonymity, intermediary liability, and durability of online/digital content.  
This paper examines how defamation law has evolved in the digital era, especially in India, Canada and Australia. It 
demonstrates how traditional or old laws are unable to handle digital cases. India still uses the colonial defamation provisions 
under the Indian penal code, 1860, and the information technology act, 2000. However, Canada and Australia have made 
various reforms. Canada's courts have put limitations on where online cases can be filed whereas Australia has introduced 
‘serious harm’ and extended responsibility for digital content. 
This paper concludes that India needs to modernise its laws. It recommends three main changes- making a “serious harm” test 
for online defamation, setting clear rules and legal principles for jurisdiction and providing proper guidelines for social media 
platforms (platform owners and users). 
These will help protect both people’s reputation and right to freedom of speech. 
Keywords: Defamation law, Digital era, social media platforms, freedom of speech, right to reputation, jurisdiction, serious 
harm, intermediary liability, online defamation, Indian Penal Code 1860, Information Technology Act 2000. 
 

I. INTRODUCTION 
Digital media like Facebook, X (Twitter), Instagram, YouTube, and blogs have replaced television and newspapers as the primary 
means of communication in today's world. People can instantly access millions of people and freely express their opinions thanks to 
digital media. This has improved freedom of expression and given people the ability to voice their opinions, but it has also made 
people more susceptible to defamation, which is the dissemination of untrue or damaging information that damages someone else's 
reputation. Digital media like blogs, YouTube, Instagram, Facebook, and X (Twitter) have taken the place of TV and newspapers as 
the main ways people talk to each other in the modern world. With digital media, people can say what they think and connect with 
millions of others right away. People can say what they want and express themselves more freely, but they are also more likely to be 
hurt by false or damaging information that hurts someone else's reputation. The IIPRD (2024) article says that online defamation has 
problems with figuring out who has jurisdiction, who is responsible for what, and how quickly information spreads. The article 
made it clear that people who use social media a lot don't always think about how their posts and comments could hurt someone's 
reputation and get them in trouble with the law. The author also says that traditional legal processes are too slow and limited to deal 
with cases where false information spreads around the world in just a few minutes. 
[Defamation in the Digital Age: Navigating Social Media, Blogs, and Legal Consequences, IIPRD (2024).] 
The NM Law (2024) article also says that cyber defamation and online abuse are more common than ever because the internet is 
such a big part of our lives now. The primary laws governing defamation in India are Sections 499 and 500 of the Indian Penal 
Code, 1860, and Section 79 of the Information Technology Act, 2000, which deals with intermediary liability. It emphasizes that the 
law is not yet developed enough to establish clear guidelines for determining who is responsible for online comments or memes that 
damage someone's reputation, creating a legal gap that makes it difficult for victims to get help and allows the criminals to get away 
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with it [Cyber Harassment and Defamation in the Digital Age: Analysis of Recent Trends and Legal Challenges, NM Law (2024)]. 
These laws are no longer relevant when it comes to online speech, even though they were sufficiently effective for traditional print 
media. Criminal defamation laws, for instance, can be abused to suppress free speech or criticism, while civil remedies take time to 
repair damage to one's online reputation. 
The article by iPleaders (2024) goes into detail about how defamation laws and freedom of speech need to coexist. It argues that 
someone else's image or reputation shouldn't be destroyed by the right to free speech. The article states that while Article 19(1)(a) of 
the Indian Constitution guarantees freedom of speech, Article 19(2) permits reasonable limitations, such as reputational protection. 
Therefore, it is essential to carefully balance one's public speech with one's reputation. 
[ipleaders (2024), Freedom of Speech and Defamation Under Tort Law.] 
Other nations, on the other hand, have only lately started revising their defamation laws to consider the contemporary digital 
environment. Important improvements in Canada are described in the Canadian Bar Association article (CBA, 2024), including 
resolving the question of cross-border jurisdiction, restricting forum shopping, and defining what a "publication" is in relation to 
online defamation. Historic instances such as Crookes v. Newton (2011) and Haaretz.com v. Goldhar (2018) have greatly influenced 
Canada's rules around online responsibility and fair comments. 
[Social Media and Law Reform: Rule of Law Australia, Rule of Law Australia (2024).] 
It is therefore extremely crucial that Indian defamation laws are revisited and searched for potential means through which they can 
be legislated on to make sure that speech freedom is maintained while reputation remains intact. Today's world is that of the internet 
and requires legal guidance that not only punishes the perpetrators but also facilitates open discussion and democratic dialogue. 
Thus, this study deals with "Defamation in the Digital Age: With the rise of Social Media, Defamation Law Has Changed 
Exponentially." The study will try to discover how the old legal principles of defamation have changed with social media and what 
changes India can implement from worldwide practices for the sake of justice in the digital era. 
________________________________________________________________________________ 
1.Defamation in the Digital Age: Navigating Social Media, Blogs and Legal Consequences, IIPRD (2024), available at https://www.iiprd.com/defamation-in-the-
digital-age-navigating-social-media-blogs-and-legal-consequences/.  
2.Cyber Harassment and Defamation in the Digital Age: An Analysis of Recent Trends and Legal Challenges, NMLaw (2024), available at 
https://nmlaw.co.in/cyberharassment-and-defamation-in-the-digital-age-an-analysis-of-recent-trends-and-legal-challenges/.  
3.Defamation and Freedom of Speech Under Tort Law, iPleaders (2024), available at https://blog.ipleaders.in/defamation-and-freedom-of-speech-under-tort-law/.  
4.Defamation Law in the Age of Social Media: The Criticisms and Potential Reforms for the Issue of Court Jurisdiction, Canadian Bar Association (2024), available 
at https://cba.org/sections/civil-litigation/resources/defamation-law-in-the-age-of-social-media-the-criticisms-and-potential-reforms-for-the-issue-of-cou/.  
5.Social Media and Law Reform: The Rule of Law Australia, Rule of Law Australia (2024), available at https://www.ruleoflaw.org.au/civil/defamation/social-media-
and-law-reform/ 

 
II. OBJECTIVES OF THE STUDY 

The primary aim of this study is to examine how defamation law has evolved in the online world and observe how different legal 
systems address the growing numbers of digital and social media defamation cases. The study also seeks to find means to make 
Indian defamation law more effective, equitable, and contemporary. 

 
The stipulated goals of this research are: 
1) To discuss how digital media like Facebook, Twitter (X), and Instagram have revolutionized the conduct of defamation and the 

impact on personal reputation. 
2) To examine the existing Indian law regarding defamation, namely the Indian Penal Code, 1860, and the Information 

Technology Act, 2000, from the perspective of digital communication. 
3) To compare India's defamation laws with the laws and reforms introduced in Canada and Australia, where legislatures and 

courts have acted to update legal requirements for online/digital defamation. 
4) To delineate the challenges of applying defamation laws in cyberspace, including jurisdiction, anonymity of perpetrators, and 

intermediary liability. 
5) To suggest reforms of the law to reconcile the right to freedom of speech and the right to reputation in the fast-evolving digital 

environment of India. 
III. RESEARCH PROBLEM 

> Common law defamation is not keeping pace with the realities of the online age, where communication is fast, international, and 
often secret.  



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 13 Issue XI Nov 2025- Available at www.ijraset.com 
     

 
587 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

 

This raises three general issues: 
1) Lack of clarity and consistency in law governing digital defamation, especially intermediary liability and jurisdiction. 
2) Freedom of expression and protection of reputation are being tested as cyber spaces magnify rights as well as threats. 
3) Legal reform must be undertaken to make law on defamation more contemporary and effective in checking cyber defamation 

and abuse of social media. 
 

IV. RESEARCH QUESTIONS 
1) How has the evolution of social media websites changed the extent and nature of defamation in the online age? 
2) What are current legal regimes in India and other common law countries for handling defamation on new media? 
3) How do the courts handle liability and jurisdiction in online defamation, especially transboundary? 
4) What is the balancing of freedom of speech and reputation protection in cyberspace? 

 
V. RESEARCH HYPOTHESIS 

1) H1: The speed with which disinformation travelled because of the emergence of social media platforms grew and made 
defamation lawsuits more common and complex. 

2) H2: The defamation laws need to be overhauled since they are not stringent enough to address the new communication trends in 
today's digital era. 

3) H3: The freedom of expression and protection of one's reputation on the internet are commonly misconceived, leading to over-
censorship or rampant defamation. 

4) H4: Defamation online could well be managed by promoting awareness, accountability measures, and cross-border cooperation. 
 

VI. RESEARCH METHODOLOGY 
A. Nature of Research 
It is a doctrinal and analytical research study. 
It aims to realize how defamation law has developed in the digital age, particularly with the emergence of social media websites. 
The study relies on secondary legal sources such as articles, blogs, and reports from established law firms and legal institutions. 
The aim is to compare, interpret, and examine existing legal frameworks instead of carrying out field-based empirical studies. 

 
B. Type of Research 
This study is qualitative. 
It is not based on quantitative data but on the interpretation of legal doctrines, case laws, and scholarly debates. 
The aim is to know how judges and legislatures interpret defamation in online contexts, and its implications on freedom of speech 
and reputation. 

 
C. Sources of data 
Primarily based on secondary sources such as articles, journals, blogs. 

 
D. Limitations of the Study 
The research is conducted only on secondary data and not through interviews or surveys. 
It is primarily based on Indian law but has limited reference to Australian and Canadian views for comparison purposes. 
As a result of high-speed evolution in social media activities, new tendencies could emerge post this study 
 

VII. LITERATURE REVIEW 
A. Overview of Digital Defamation Studies 
Practitioner and policy writing in recent times concur that online platforms have altered defamatory speech's scale, speed, 
permanence, and anonymity. Writers highlight that online information is immediately reproducible and everywhere accessible, 
which makes reputational damage more extensive and makes remedies framed for published media cumbersome to apply. This 
preliminary finding reappears in practitioner digests and law-reform memoranda that recommend clearer legal rules fitting online 
situations. 
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B. Indian commentary: doctrinal stress and intermediary uncertainty 
Indian commentaries emphasize two interrelated issues. Firstly, the conventional statute (Sections 499–500 IPC; connected 
provisions of the IT Act) was authored prior to bulk online publication and thus leaves too much unaddressed—e.g., whether 
reposting, linking, or seemingly "liking" amounts to publication. Second, Section 79 intermediary liability generates practical 
uncertainty: platforms desire transparent, predictable takedown protocols and immunity when acting in good faith, but courts and 
policy debates experience tension between speedy takedowns and free-speech protections. Indian practitioner pieces also underscore 
a potential for abuse of criminal defamation to muzzle critics in the digital space. 
______________________________________________________________________________ 
1. IIPRD, Defamation in the Digital Age: Navigating Social Media, Blogs, and Legal Consequences (Feb. 27, 2024), https://www.iiprd.com/defamation-in-the-
digital-age-navigating-social-media-blogs-and-legal-consequences/  
2. NM Law, Cyber Harassment and Defamation in the Digital Age: An Analysis of Recent Trends and Legal Challenges (2022), https://nmlaw.co.in/cyber-
harassment-and-defamation-in-the-digital-age-an-analysis-of-recent-trends-and-legal-challenges/  
3. NM Law Evidence: cyber-harassment, traceability, and enforcement deficiencies 
NM Law's analysis highlights enforcement issues—traceability of anonymous posters, cross-border evidence gathering, and sluggish takedown/notice procedures 
that allow reputational harm to circulate before remedies are engaged. The article highlights how remedies effective for domestic print circulation (correctives, 
damages) prove ineffective online where content is replicated and archived. NM Law thus appeals for procedural mechanisms (rapid interim takedowns, cooperation 
protocols with intermediaries) in addition to doctrinal reform. 

 
C. Canadian practitioner scholarship: jurisdiction and the publication question 
The Canadian Bar Association's resources offer a restrained doctrinal approach to two perennial legal issues: whether link posting or 
citing amounts to "publication" and how to assess forum in cross-border internet defamation. The Canadian jurisprudence 
highlighted on the CBA site (e.g., Crookes v. Newton and Haaretz.com v. Goldhar) indicate courts trending towards sophisticated 
tests (no automatic republication from linking; forum policies centred on substantial connection or compelling harm). The CBA 
contends that uncertainty regarding forum and damages fuels legislative calls for clarity and international cooperation. 
________________________________________________________________________________ 
3. Canadian Bar Assn, Defamation Law in the Age of Social Media: The Criticisms and Potential Reforms for the Issue of Court Jurisdiction (Oct. 25, 2022), 
https://cba.org/sections/civil-litigation/resources/defamation-law-in-the-age-of-social-media-the-criticisms-and-potential-reforms-for-the-issue-of-cou/ 
4. iPleaders, Defamation and Freedom of Speech Under Tort Law,https://blog.ipleaders.in/defamation-and-freedom-of-speech-under-tort-law/ 

 
VIII. DISCUSSION AND ANALYSIS 

The advent of cyber technology and social media usage have revolutionized the way defamation happens, and laws deal with it. 
Previously, defamation could be committed through newspapers or mouth-to-mouth, but today, with the onset of cyber platforms, one 
tweet or posting can lead to universal and irrevocable damage to a person's reputation. In accordance with the IIPRD, defamation in 
the age of the internet involves any false or misleading comment made on a blog, social networking site, or other website that harms 
someone's reputation. ¹ The online posting of the same fulfils the traditional requirement of "publication" within moments. The 
evolution of social media sites has brought expression to the people but has also contributed to an increase in the dissemination of 
unverified and defamatory statements. According to NMLaw, sites such as Twitter and Facebook have proved to be formidable 
instruments of expression and defamation, and users are not aware that the freedom of speech on the internet is not absolute.² Indian 
law still invokes sections 499 and 500 of the Indian Penal Code, 1860, for criminal defamation, while indirectly such provisions are 
supported by the Information Technology Act, 2000, through regulation of intermediaries.³ Section 79 of the IT Act grants conditional 
immunity to internet intermediaries, proclaiming that they are exempt from liability for content provided by a third party if they take 
prompt action upon being informed of defamatory material. This principle of "intermediary liability" is one of the most controversial 
elements of cyber defamation globally. 
Currently, a persistent issue is reconciling the right to free speech with the right to reputation. The iPleaders article discussing 
Defamation and Freedom of Speech under Tort Law points out that Article 19(1)(a) of the Indian Constitution safeguards free speech, 
while Article 19(2) allows valid restrictions for defamation.⁴ In Subramanian Swamy v. Union of India,⁵ the Supreme Court supported 
criminal defamation, confirming that the right to reputation is part of the right to life under Article 21. This constitutional balance is 
reflected internationally. For example, Australian law incorporates defences like honest opinion and fair comment, which are 
described by the Rule of Law Education Centre as adding that the 2021 Australian Defamation Amendment Act brought in the 
"serious harm test" to make sure only serious harms go to court.⁶ The Canadian Bar Association further contributes that the 
international character of online defamation raises jurisdictional issues since courts need to determine where reputational harm 
actually happens.⁷  
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It proposes the "place of most substantial harm" test as a method of fairly determining jurisdiction in cross-border cases. Indian 
courts, too, have started adhering to a similar principle, assuming jurisdiction if the publication or harm is within India, even if the 
post was first made overseas. 
Legal experts and practitioners concurred that defamation statutes are antiquated and not well prepared to cope with the special 
challenges of digital media. Rule of Law Education Centre advocates reforms aimed at streamlining online defamation claims, 
demystifying intermediary liability, and increasing digital literacy.⁸ The IIPRD calls for taking on awareness campaigns and 
technology-based monitoring systems to deter defamation in the first place, while the CBA calls for harmonized legal principles 
among countries to avoid conflicting rulings.⁹ India specifically needs to modernize its defamation law, perhaps by de-criminalizing 
the offence and focusing on civil sanctions such as money payments and public apology rather than prison. A comparison of 
international practices shows that India continues to follow criminal sanctions, whereas Australia and Canada use largely civil 
means that balance free speech and reputation by using the test of seriousness of harm and public interest. In general, it is evident 
that social media has altered the character of defamation—its speed, scale, and duration. Courts are now having to read laws in the 
context of technological reality, and legislators need to build frameworks that protect people without limiting the democratic 
exchange of open discussion. The progress of defamation law in the digital age is thus not simply a matter of law but also of social 
and ethical concern, demanding a multi-stakeholder response from legislators, platforms, and users. 
________________________________________________________________________________ 
1. IIPRD, Defamation in the Digital Age: Navigating Social Media, Blogs, and Legal Consequences (2023), https://www.iiprd.com/defamation-in-the-digital-age-
navigating-social-media-blogs-and-legal-consequences/.  
2. NMLaw, Cyber Harassment and Defamation in the Digital Age: An Analysis of Recent Trends and Legal Challenges (2022), https://nmlaw.co.in/cyber-
harassment-and-defamation-in-the-digital-age-an-analysis-of-recent-trends-and-legal-challenges/.  
3. The Information Technology Act, No. 21 of 2000, § 79, INDIA CODE (2000). 
4. iPleaders, Defamation and Freedom of Speech under Tort Law (2023), https://blog.ipleaders.in/defamation-and-freedom-of-speech-under-tort-law/ 
5. Subramanian Swamy v. Union of India, (2016) 7 SCC 221 (India). 
6. Rule of Law Education Centre, Social Media and Law Reform (2022), https://www.ruleoflaw.org.au/civil/defamation/social-media-and-law-reform/.  
7. Canadian Bar Association, Defamation Law in the Age of Social Media: The Criticisms and Potential Reforms for the Issue of Court Jurisdiction (2023), 
https://www.cba.org/sections/civil-litigation/resources/defamation-law-in-the-age-of-social-media-the-criticisms-and-potential-reforms-for-the-issue-of-cou/.  
8. Rule of Law Education Centre, supra note 6. 
9. IIPRD, supra note 1; Canadian Bar Association, supra note 7. 

 
IX. CONCLUSION 

The present age of digital communications has transformed the meaning of defamation to the extent that it impacts the connection 
head-on between the law and technological applications of communications. The emergence of social media platforms, such as 
Facebook, X (Twitter), and Instagram has renounced the notion of users as consumers of content and given every user a platform to 
disseminate data almost instantaneously. While the underlying concept favours and promotes free expression, the speed of 
dissemination and the permanence of online content create extreme potential for reputational harm. 
The literature reviewed shows that defamation laws regulated by legislation based on printed and broadcast media are contending to 
fully adapt and respond to the realities of media on various digital platforms. 
There exist some jurisdictional classification issues, further complicated by user anonymity of user and the viral dissemination of 
information which makes it difficult to identify the perpetrator and enforce your right. The CBA and Rule of Law Australia highlight 
the need for consideration of cross-border standards and reforms as it pertains to online defamation law.  
Indian scholars (IIPRD, iPleaders) have stated the need for lawmakers to modernize laws that recognize property and defamation-
related claims as well as the conflicting rights provided for under Article 19(1)(a) (freedom of speech) with Article 21 (right to 
reputation) under the Constitutional framework. The data and literature reviewed also suggest not only the reformation of legal 
consequences for defamation but also relevant preventative measures, which in many cases include the digital 
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