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Abstract: Digital forensic systems demand strong confidentiality, integrity, and controlled access to sensitive evidence stored
in cloud environments. Traditional centralized storage architectures are vulnerable to unauthorized access, key
compromise, and audit manipulation. This paper proposes D-FENCE, a secure storage architecture integrating multi-level
authentication, optimized key generation, and advanced encryption mechanisms for digital forensic data protection. The
proposed system employs an Enhanced Equilibrium Optimizer (EEO) for optimal cryptographic key generation, combined
with multi-key homomorphic encryption to ensure secure data storage and computation. Authentication is strengthened
using layered access control and audit-driven verification mechanisms. Experimental observations from the implemented
prototype indicate improved security, controlled access, and reliable encryption performance with minimal computational
overhead. The proposed architecture is suitable for secure forensic evidence storage and cloud-based investigative
applications.
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L. INTRODUCTION

As The rapid growth of cloud computing and digital communication has significantly increased the volume of digital
evidence generated during forensic investigations. Ensuring the confidentiality, integrity, and availability (CIA) of forensic
data is critical, as such data often contains sensitive and legally admissible information. Conventional centralized forensic
storage systems face challenges such as unauthorized access, weak key management, and lack of tamper-proof auditing.
Recent studies emphasize the need for secure authentication, robust encryption, and optimized key generation to protect
forensic data throughout its lifecycle. Motivated by these challenges, this paper presents D-FENCE, a secure storage
architecture designed to strengthen forensic data protection using optimized cryptographic techniques and controlled access
mechanisms.

Il.  RELATED WORK

Several approaches have been proposed to enhance digital forensic security through encryption, block chain, and
authentication mechanisms. Block chain-based forensic frameworks improve evidence integrity and traceability but often
suffer from performance Overhead. Other studies utilize homomorphic Encryption to enable secure data computation,
though key generation and management remain challenging. Optimization-based key generation techniques, such as meta-
heuristic algorithms, have recently gained attention for producing stronger cryptographic keys. However, limited work
integrates authentication, optimized key generation, and secure storage within a unified forensic architecture. The proposed D-
FENCE system addresses this gap by combining these techniques into a single frame

1. PROPOSED METHODOLOGY
A. System Overview
The D-FENCE architecture is designed as a modular secure forensic storage system consisting of:
* User Authentication Module
* Optimized Key Generation Module
* Encryption & Decryption Module
* Secure Storage and Audit Module
Each module operates independently while maintaining secure interaction with other components.
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B. User Authentication Module

The system employs multi-level authentication to ensure that only authorized users can access forensic data.
Authentication includes:

1) Credential-based login

2) Role-based access control (RBAC)

3) Session monitoring and audit logging

This approach reduces unauthorized access and ensures accountability during forensic operations.

C. Optimized Key Generation Using EEO

To strengthen cryptographic security, D-FENCE uses the Enhanced Equilibrium Optimizer (EEO) for generating optimized
encryption keys. EEO improves randomness and unpredictability by:

1) Leveraging population-based optimization

2) Avoiding weak or repetitive keys

3) Enhancing resistance to brute-force and key-guessing attacks

Optimized keys are dynamically generated and managed within the system

D. Encryption and Decryption

The encryption module integrates:

Multi-Key Homomorphic Encryption (MHE) for secure data storage and computation

Symmetric encryption for fast file-level security

Encrypted forensic data remains protected even during processing, ensuring confidentiality throughout storage and
transmission.

E. Secure Storage and Audit Logging

Encrypted forensic files are stored in a secure cloud environment with:

Controlled access policies Tamper-resistant audit logs

Traceability of user actionsThis ensures legal compliance and preserves evidence integrity.
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Figure 1. Overall process of algorithm
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1) User submits forensic data

2) Authentication and authorization validation
3) Optimized key generation using EEO

4) Data encryption using MHE

5) Secure storage with audit logging

6) Authorized decryption and access

7) System Workflow

IV.  SYSTEM WORKFLOW

The forensic data handling process begins when the user submits forensic data into the system, initiating a secure workflow
designed to preserve confidentiality and integrity. Upon submission, the system immediately performs authentication and
authorization validation to ensure that only legitimate and permitted users can proceed further. Once the user’s identity and
access rights are verified, the system generates cryptographic keys using an EEO-based optimization technique, which
enhances key strength and efficiency while minimizing computational overhead. These optimized keys are then used in the
data encryption phase, where the forensic data is encrypted using the MHE algorithm, ensuring a high level of protection
against unauthorized access or tampering. After encryption, the secured data is stored in a protected storage environment,
accompanied by comprehensive audit logging that records all actions related to data access and modification for traceability
and accountability. Finally, when an authorized user requests access, the system performs verification once again and allows
controlled decryption, ensuring that only approved entities can securely access the original forensic data.
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Figure 2. Workflow

V.  PRELIMINARY RESULTS AND ANALYSIS (PHASEL)
Phase | primarily focused on implementing the core security components required for secure digital forensic data
management. Essential modules such as authentication, key generation, and encryption were developed and integrated
successfully. The initial results confirm that the proposed architecture is feasible and capable of enforcing basic forensic
security requirements.
The multi-level user authentication module was fully implemented and tested. It effectively restricted system access to
authorized users while partially supporting session monitoring and audit logging. Initial evaluations showed that unauthorized
access attempts were consistently prevented.
The Enhanced Equilibrium Optimizer (EEO)—-based key generation module was implemented to produce secure cryptographic
keys. The generated keys exhibited sufficient randomness and stability for encryption purposes. Key rotation and persistent
key storage are planned for completion in the next phase.
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Forensic data encryption was achieved using RC4 and Multi-Key Homomorphic Encryption (MHE). Encryption operations
were stable and ensured secure transformation of data prior to storage. However, controlled decryption access is still under
development.

User and data owner management modules functioned reliably during Phase I. Features such as role assignment, user
management, and controlled file operations helped enforce proper access boundaries. The messaging module also supported
basic user communication.

In summary, Phase | results demonstrate that the core security mechanisms operate correctly and efficiently. Although
advanced features such as decentralized storage and tamper-proof audit logs are pending, the current outcomes provide a
strong foundation for Phase 11 development and optimization.

VI. ISSUES IDENTIFIED AND RESOLUTIONS

1) Issuel: High Storage Overhead in Audit Logs The continuous generation of audit logs can significantly increase storage
requirements and impact system performance. This issue is addressed by introducing log compression, indexing, and
periodic archival of older logs to maintain Efficiency without compromising forensic traceability

2) Issue2: Access Control Misconfiguration Improper permission settings may result in unauthorized access to sensitive
forensic data. To resolve this, strict Role-Based Access Control (RBAC) along with token-based authentication is
enforced to ensure that users can access only authorized resources.

3) Issue 3: Real-Time Monitoring Performance Lag The admin monitoring dashboard may experience delays due to
continuous real-time data updates. This issue is mitigated by optimizing backend queries and adopting efficient
communication mechanisms such as Web Sockets to enable smooth and responsive real-time monitoring

VIL. RESULT AND ANALYSIS

A. Functional Validation

The functional validation process focused on verifying the correct operation of each implemented module under Phase I. User
authentication was tested using multiple user roles to ensure proper access control and session handling. The optimized key
generation module successfully produced cryptographic keys for different users, which were then correctly utilized by the
encryption module. File upload, encryption, storage, and retrieval workflows were executed end-to-end, confirming smooth
interaction between modules such as user management, data owner controls, and messaging. These tests demonstrate that the
system functions as designed and supports secure forensic data handling workflows.

B. Security Analysis

Security analysis was conducted to evaluate the system’s ability to protect sensitive forensic data from unauthorized access and
tampering. Multi-level authentication ensured that only verified users could access the system, reducing the risk of insider and
outsider attacks. The use of EEO-based key generation improved key randomness and unpredictability, strengthening
resistance against brute-force and key-guessing attacks. Additionally, encryption using Multi-Key Homomorphic Encryption
ensured data confidentiality even during processing, while preliminary audit logs provided traceability of user actions,
supporting forensic integrity

C. Performance Evaluation

Performance evaluation examined the system’s responsiveness and stability during normal operation. Authentication and
encryption processes were tested with multiple users and files, showing consistent and acceptable response times. The
encryption module demonstrated stable performance for moderate-sized forensic files without causing noticeable delays.
While audit logging and session monitoring introduced minimal overhead, the system remained stable without crashes or
significant slowdowns. These results indicate that the system is efficient for Phase | objectives, though further optimization is
required for large-scale data and real-time monitoring scenarios.

D. Result Summary

The overall results from Phase | validate the correctness, security, and baseline performance of the proposed system. Functional
testing confirmed reliable module integration, security analysis demonstrated strong protection mechanisms, and performance
evaluation showed stable operation under typical usage conditions.
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Although advanced features such as decentralized storage, tamper-proof audit logs, and full decryption access control are
planned for Phase Il, the current results confirm that the system provides a solid and scalable foundation for secure digital
forensic data storage and management.

VIIL. USER INTERFACE LAYER
The user interface of the proposed system was designed with a focus on simplicity, clarity, and secures interaction for forensic
operations. A structured dashboard-based layout was implemented to allow users to easily navigate between core
functionalities such as authentication, file upload, encryption, user management, and audit logs. The interface ensures that
users can perform required actions with minimal complexity while maintaining strict access control.
Role-based access is reflected directly in the user interface, where features and options are dynamically displayed based on
the user’s assigned role. Data owners have access to file management and user oversight functionalities, while regular users
are restricted to permitted operations only. This design reduces the risk of accidental misuse and reinforces security policies at
the interface level.
Clear visual feedback is provided during critical operations such as authentication, encryption, and file submission. Status
messages and confirmations inform users about successful actions or errors, improving usability and reducing ambiguity during
forensic data handling. This is particularly important in forensic environments where accuracy and clarity are essential.
Additionally, basic monitoring and logging information is accessible through the interface, allowing authorized users to
review recent activities and system events. Although advanced real-time dashboards are planned for Phase Il, the current
interface effectively supports Phase | objectives by offering a stable, intuitive, and secure interaction layer for the underlying
system modules.
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Figure 5. Decryption
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VIIl. CONCLUSIONS

This paper presented D-FENCE, a secure storage architecture aimed at improving the confidentiality, integrity, and access
control of digital forensic data in cloud environments. The proposed system integrates multi-level authentication, optimized
key generation using the Enhanced Equilibrium Optimizer (EEO), and secure encryption techniques to protect sensitive
forensic evidence. The EEO-based key generation enhances key randomness and resistance to cryptographic attacks, while the
encryption mechanism ensures secure data storage and controlled access with minimal performance overhead.The modular
design of D-FENCE supports scalability and practical deployment in forensic applications requiring strong security and
auditability. Authentication, role-based access control, and logging mechanisms strengthen evidence traceability and legal
reliability.
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