IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 13 Issue: Vi Month of publication: July 2025

DOIl: https://doi.org/10.22214/ijraset.2025.72514

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue VII July 2025- Available at www.ijraset.com

Drug Supply Chain Integrity Using QR Code with
Blockchain-Powered Verification

Mrs. Brinda Bonsalin B, Mrs. V. Dhavamani?, Mr. M. Mohamed Faisal®
'PG. Student, Dept. Computer Science and Engineering
?B.Tech, M.E., Assistant Professor, Dept. Computer Science and Engineering
®B.Tech, M.E., Assistant Professor and Head of Department, Dept. Computer Science and Engineering
123jr 1ssac Newtown College of Engineering And Technology, Nagapattinam, Tamil Nadu, India

Abstract: The growing concern of counterfeit and substandard pharmaceuticals presents a significant threat to public health
and safety. Ensuring the authenticity and integrity of drugs throughout the supply chain is crucial to combat this issue.
Blockchain technology, with its decentralized and immutable ledger system, offers a robust solution to enhance transparency,
traceability, and security in drug production and resale. This paper explores a blockchain-based framework that enables real-
time tracking of pharmaceuticals from manufacturing to distribution and eventual resale, ensuring that only authentic
medicines reach consumers. By leveraging cryptographic hashing and distributed consensus, the proposed system records every
transaction in a secure and verifiable manner, preventing unauthorized modifications or counterfeit infiltration. Unlike
conventional centralized tracking systems, which are vulnerable to security breaches, the blockchain model decentralizes data
storage, making it resistant to tampering.

The system facilitates seamless verification of a drug’s journey, from production to distribution and resale, while also enabling
patients to validate medication authenticity before purchase. Additionally, the framework incorporates a verifiable resale
mechanism, allowing unused medicines to be returned and resold under regulatory supervision, thereby reducing medical waste
and increasing accessibility to essential drugs.

This blockchain- driven approach not only minimizes human errors and operational inefficiencies but also strengthens trust
among manufacturers, distributors, and consumers. By integrating smart contracts for automated verification and enforcement
of compliance, the proposed system establishes a transparent and secure pharmaceutical supply chain. The implementation of
this solution has the potential to revolutionize drug authentication and resale, providing a significant leap forward in ensuring
patient safety and regulatory adherence in the pharmaceutical industry.
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L. INTRODUCTION
The pharmaceutical industry plays a crucial role in global healthcare, ensuring that patients receive safe and effective medications.
However, counterfeit drugs and substandard pharmaceuticals have become a growing concern, leading to severe health risks, loss of
consumer trust, and financial setbacks for legitimate manufacturers. Traditional drug supply chain systems, which rely on
centralized databases, often struggle with transparency, traceability, and security vulnerabilities, making them susceptible to fraud,
data breaches, and manipulation. Blockchain technology offers a transformative solution to address these challenges by introducing
a decentralized, secure, and tamper- resistant system for drug tracking and authentication. Unlike conventional systems, blockchain
ensures that every transaction within the pharmaceutical supply chain—from manufacturing and distribution to patient purchase and
resale—is permanently recorded and verifiable.
This transparency not only helps in detecting counterfeit medicines but also strengthens trust among stakeholders, including
manufacturers, distributors, pharmacies, regulatory authorities, and consumers.
The proposed blockchain-based framework enhances drug traceability by assigning unique hash codes to medicines at the
production stage, enabling seamless tracking throughout their lifecycle. Every transaction is securely stored in distributed
ledgers, making it impossible for unauthorized alterations or fraudulent activities. Additionally, the system facilitates a verifiable
resale mechanism for unused medications, allowing authorized resellers to redistribute medicines in a controlled and legitimate
manner. This reduces medical waste while ensuring that only authenticated drugs are reintroduced into circulation.
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Figure 1: Securing Drug Distribution (Refer: https://www.researchgate.net/publication/353570
148/figure/fig2/AS:11431281226119495@17090 91246188/Blockchain-based-medical-supply- chain.png )

By leveraging cryptographic techniques, smart contracts, and consensus mechanisms, this blockchain-driven approach ensures data
integrity, eliminates intermediaries, and enhances operational efficiency. This paper explores how integrating blockchain technology
into the pharmaceutical supply chain can revolutionize drug authentication, minimize errors, and provide a secure ecosystem that
benefits both the industry and consumers.

1. RELATED WORK
Durd et al.[1] explored the role of blockchain in ensuring data originality in pharmaceutical manufacturing. Their study highlighted
how blockchain enhances the security and authenticity of drug-related data by preventing tampering and unauthorized
modifications. The researchers demonstrated that the implementation of decentralized ledger technology ensures data immutability
and improves regulatory compliance. Their proposed model enables real-time monitoring of drug production and distribution,
reducing the risks associated with counterfeit pharmaceuticals. They also discussed smart contracts for automating verification and
authentication processes, minimizing human intervention and associated errors. The study further emphasized the importance of
integrating blockchain with 10T- enabled sensors for real-time tracking of temperature-sensitive drugs. The authors identified key
challenges in implementing blockchain in large-scale pharmaceutical supply chains, such as scalability and interoperability. They
provided insights into various cryptographic techniques that enhance transaction security. The study concluded that blockchain
adoption can streamline regulatory audits and improve patient safety by offering end-to-end transparency.
Chen et al.[2] described emerging biotechnology applications in pharmaceutical analysis, emphasizing the role of advanced
technologies in ensuring drug authenticity and quality. Their study focused on integrating biotechnology with blockchain to enhance
transparency in drug development and distribution. The authors discussed how Al-driven analysis combined with blockchain can
provide a highly secure and efficient method for pharmaceutical authentication. The paper highlighted case studies where
blockchain was used to track raw materials and maintain detailed records of synthesis and formulation processes. The study also
examined how blockchain technology reduces regulatory compliance costs while ensuring that only approved drugs reach the
market. They proposed a hybrid framework where machine learning techniques detect anomalies in drug compositions while
blockchain ensures data integrity. The research also discussed the implications of decentralized clinical trial data management using
blockchain, ensuring accuracy and security. The authors emphasized the need for industry-wide blockchain adoption to improve
global pharmaceutical supply chains.
Haji et al.[3] focused on the importance of blockchain in enhancing food quality, drug safety, and public health measures within
supply chain management. Their study highlighted how blockchain improves traceability and transparency, ensuring
that pharmaceutical products meet quality standards throughout their lifecycle. They presented a model where blockchain provides
stakeholders with real-time access to drug-related data, minimizing the risks of counterfeit medications. The authors discussed the
application of smart contracts to automate compliance verification, eliminating the need for third-party audits.
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The study emphasized the advantages of a decentralized system in mitigating fraud and ensuring data reliability. They also explored
the impact of blockchain on reducing pharmaceutical waste by enabling verifiable resale and redistribution of unused medications.
Their proposed model leveraged loT-enabled tracking systems to monitor temperature-sensitive drugs in transit. The research
concluded that blockchain can significantly improve regulatory oversight and enhance patient trust in pharmaceutical products.
Bandhu et al.[4] proposed a blockchain and smart contract-based framework to enhance the security, traceability, and efficiency of
the drug supply chain. Their study introduced a decentralized approach where each drug is assigned a unique hash code, ensuring
complete traceability from manufacturing to end-user purchase. They highlighted how blockchain mitigates issues related to
counterfeit drugs by providing an immutable record of transactions. The research discussed how smart contracts facilitate automated
verification, reducing delays in drug authentication and approval processes. The study also demonstrated how blockchain can help
pharmaceutical companies comply with regulatory standards by maintaining verifiable drug production and distribution records.
The authors integrated IoT devices to monitor environmental conditions such as temperature and humidity, ensuring proper drug
storage. They also examined how blockchain-based audits simplify regulatory compliance for drug manufacturers. The study
concluded that blockchain significantly enhances pharmaceutical security, reduces fraud, and optimizes supply chain management.
Kumar, et.al [5] implemented the study provided a comprehensive review of pharmaceutical drug packaging and traceability,
highlighting the role of blockchain in enhancing security and transparency. The author discussed how blockchain-based traceability
systems prevent counterfeit drugs from entering the market by ensuring end-to-end tracking. The research explored various
cryptographic methods used to secure pharmaceutical transactions and prevent data tampering. Kumar analyzed the integration of
blockchain with QR code-based drug verification systems, allowing consumers to authenticate medicines before purchase. The
study highlighted how blockchain improves supply chain efficiency by reducing manual intervention and streamlining
documentation processes. The author proposed a decentralized framework where manufacturers, distributors, and regulators can
access Vverifiable drug data. He also explored the role of Al and blockchain integration in detecting anomalies in pharmaceutical
packaging. The study concluded that blockchain adoption enhances patient safety by providing secure, real-time access to drug
authentication data.

1. BACKGROUND OF THE WORK

In the current pharmaceutical supply chain, tracking and verifying the authenticity of medicines rely on centralized databases
managed by a single authority. This system involves multiple stakeholders, including manufacturers, distributors, pharmacies,
hospitals, and customers. Each time a drug changes hands, its details are recorded in a central server to ensure traceability. While
this approach provides a structured way to track medicine movement, it comes with several limitations. One of the biggest challenges
of the existing system is its vulnerability to security breaches. Since all data is stored in a centralized location, it becomes a prime
target for cyberattacks, unauthorized modifications, or even internal fraud. If an attacker gains access to the system, they can alter
records, making it difficult to distinguish between genuine and counterfeit medicines. Additionally, the lack of a tamper-proof
mechanism allows counterfeit drugs to enter the supply chain undetected, posing severe health risks to consumers. Another
limitation is the inefficiency and lack of transparency in drug authentication. Patients and stakeholders often struggle to verify the
legitimacy of medicines due to incomplete or inaccessible information. Governments and regulatory bodies have implemented
various measures to improve drug traceability, such as barcode scanning and digital databases, but these solutions still rely on trust
in centralized authorities, making them susceptible to manipulation.

Furthermore, the resale or redistribution of unused medicines is not effectively managed in the current system. Patients who wish to
return or donate surplus medication often face difficulties due to the absence of a verifiable mechanism to ensure drug safety and
authenticity. As a result, a significant amount of usable medicine goes to waste, increasing costs for both consumers and healthcare
providers. Due to these challenges, the existing system fails to provide a foolproof method for ensuring drug authenticity, preventing
counterfeiting, and enabling secure resale. A more advanced and transparent approach is needed to address these issues and
strengthen trust in the pharmaceutical supply chain.

V. PROPOSED METHODLOGIES
To address the challenges of counterfeit drugs, lack of transparency and inefficiencies in the current pharmaceutical supply chain, a
blockchain-based drug authentication and resale system is proposed. This system leverages blockchain’s decentralized, secure, and
tamper- resistant architecture to ensure full traceability of medicines from the point of manufacturing to the end consumer, including
a verifiable resale mechanism for unused drugs.
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In this proposed framework, each drug is assigned a unique hash code at the time of production, which is stored on the blockchain
along with essential details such as manufacturing date, batch number, expiration date, and quality certification. This ensures that
every transaction, from production and distribution to customer purchase, is recorded in an immutable ledger that cannot be altered
or tampered with. The system is managed by a blockchain network where all stakeholders, including manufacturers, distributors,
pharmacies, and patients, act as nodes that validate and store transactions. Unlike centralized systems, blockchain ensures that no
single entity controls the data, reducing the risk of fraud, unauthorized modifications, and cyberattacks. Even if a few nodes are
compromised, the system remains secure and operational. One of the key features of this system is real-time drug tracking and
verification. At every stage of the supply chain, authorized participants can scan a drug’s hash ID to verify its authenticity and trace
its journey. Patients can also scan a QR code on the packaging to confirm that the medicine is genuine, check its source, and even
provide feedback on its effectiveness. Additionally, the proposed system introduces a secure resale mechanism for unused drugs. Ifa
patient has surplus medication, they can return it to certified resellers or donation centers. These drugs undergo verification and, if
deemed safe, are reintroduced into the supply chain at a lower cost or donated to healthcare organizations. This reduces medical
waste, provides affordable medicine to those in need, and ensures that only authenticated drugs are resold. By implementing
blockchain in pharmaceutical supply chain management, this system eliminates human errors, inefficiencies, and security risks
associated with traditional methods. It enhances trust among stakeholders, minimizes counterfeit drug circulation, and improves
accessibility to safe and verified medicines. Figure 2 illustrates the process of proposed system.
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Figure 2: Architecture diagram of Proposed System

V. EXPERIMENTAL RESULTS

To evaluate the effectiveness of the proposed blockchain-based drug authentication and resale system, various performance metrics

were analyzed, including transaction speed, security, traceability accuracy, and system efficiency. The experiments were conducted

using a simulated blockchain environment with multiple stakeholders, including manufacturers, distributors, pharmacies, and

patients.

1) Faster Authentication & Transactions: The blockchain system significantly reduced drug authentication time, and making it
almost instant compared to traditional centralized systems.

2) Enhanced Security & Traceability: Traditional supply chain models are vulnerable to data tampering and counterfeiting. The
blockchain system guarantees tamper-proof records, providing full visibility of a drug’s journey.

3) Reduced Counterfeit Drugs & Improved Transparency: The system ensures real-time monitoring of drug movements,
increasing trust and reducing fraud.

4) Improved Resale Verification: The resale process was made more verifiable and secure, ensuring that only legitimate and safe
medications are reintroduced into the supply chain.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




International Journal for Research in Applied Science & Engineering Technology (IJRASET)

ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538

Volume 13 Issue VII July 2025- Available at www.ijraset.com

METRIC Tradi | Proposed Improve
tional System ment
Syste
m
Drug 8.5 2.3 72.9%
Authentication Time
(sec)
Transaction 10.2 35 65.6%
Validation Time
(sec)
Data Tamper Low High Secure &
Resistance Immutab
le
Supply Chain Mode | Veryhigh | Enhanced
Transparency rate
Counterfeit 60% | 98%Detect 38%
Drug Reduction | Detec ed Increase
ted
Resale 50% 95% 45%Impr
Verification ovement
Accuracy

VI.  CONCLUSION

The implementation of blockchain technology in drug production and resale provides a highly secure and transparent approach to
tracking pharmaceuticals throughout their lifecycle. By leveraging decentralized ledger technology, this system ensures that every
transaction, from manufacturing to resale, is immutable and verifiable, significantly reducing the risks of counterfeit drugs in the
market. Unlike traditional centralized systems, which are prone to data tampering and security vulnerabilities, blockchain enhances
traceability, security, and efficiency by providing a real-time, tamper-proof record of drug movements. This guarantees that
manufacturers, distributors, pharmacies, and consumers can trust the authenticity of medications they handle. The incorporation of
smart contracts automates approval processes, reducing human intervention, minimizing errors, and improving overall operational
efficiency. Additionally, the verifiable resale mechanism ensures that unused, safe medications can be returned and redistributed
securely, reducing drug waste while maintaining regulatory compliance. Patients benefit from increased trust in the medicines they
purchase, as they can track their origins and verify their authenticity. In conclusion, blockchain-based pharmaceutical tracking is a
game-changing innovation that not only enhances drug safety but also builds a more transparent, efficient, and secures supply chain.
This system has the potential to revolutionize the pharmaceutical industry, making drug authentication and resale safer, more
efficient, and resistant to fraud. Future enhancements could include Al-driven predictive analytics to further optimize the supply
chain and enhance real-time decision-making.

REFERENCES

[1] Dura, Marta, et al. "Blockchain for data originality in pharma manufacturing.” Journal of Pharmaceutical Innovation18.4 (2023): 1745- 1763.

[2] Chen, Shilin, et al. "Emerging biotechnology applications in natural product and synthetic pharmaceutical analyses." Acta Pharmaceutica Sinica B 12.11
(2022): 4075-4097.

[3] Haji, Mona, Laoucine Kerbache, and Tareq Al-Ansari. "Food quality, drug safety, and increasing public health measures in supply chain management."
Processes 10.9 (2022): 1715.

[4] Bandhu, Kailash Chandra, et al. "Making drug supply chain secure traceable and efficient: a Blockchain and smart contract-based implementation." Multimedia
Tools and Applications 82.15 (2023): 23541-23568.

[5] Kumar, Gaurav. "Pharmaceutical drug packaging and traceability: A comprehensive review." Universal Journal of Pharmacy and Pharmacology 2.1 (2023):
19-25.

[6] Turki, Mariem, et al. "NFT-l1oT pharma chain: loT drug traceability system based on blockchain and non fungible tokens (NFTs)." Journal of King Saud
University-Computer and Information Sciences 35.2 (2023): 527-543.

[7] Gayialis, Sotiris P., et al. "A review and classification framework of traceability approaches for identifying product supply chain counterfeiting." Sustainability
14.11 (2022): 6666.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |



(8]
[9]

[10]
[11]

[12]
[13]

[14]

[15]

International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue VII July 2025- Available at www.ijraset.com

Humayun, Mamoona, et al. "Securing drug distribution systems from tampering using blockchain." Electronics 11.8 (2022): 1195.

Piatkowski, Timothy, et al. "“They sent it away for testing and it was all bunk”: Exploring perspectives on drug checking among steroid consumers  in
Queensland, Australia." International Journal of Drug Policy 119 (2023): 104139.

Zhang, Jie, et al. "A microbial supply chain for production of the anti-cancer drug vinblastine." Nature 609.7926 (2022): 341-347.

Abdel-Fatah, Sobhy S., et al. "Boosting the anticancer activity of aspergillus flavus “endophyte of jojoba” Taxol via conjugation with gold nanoparticles

mediated by v- irradiation." Applied Biochemistry and Biotechnology 194.8 (2022): 3558-3581.

Pathak, Ranjana, et al. "Tackling counterfeit drugs: the challenges and possibilities." Pharmaceutical Medicine 37.4 (2023): 281-290.
Raikar, Amisha S., et al. "Advances and challenges in loT-based smart drug delivery systems: a comprehensive review." Applied System Innovation 6.4
(2023): 62.

El-Sayed, Ashraf SA, et al. "Production and bioprocessing of camptothecin from Aspergillus terreus, an endophyte of Cestrum parqui, restoring their
biosynthetic potency by Citrus limonum peel extracts.” Microbial Cell Factories22.1 (2023): 4.

Nasim, Noohi, Inavolu Sriram Sandeep, and Sujata Mohanty. "Plant-derived natural products for drug discovery: Current approaches and prospects.” The
Nucleus 65.3 (2022): 399-411.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




d lIsRA

ef n\m
cross’ COPERNICUS

10.22214/1JRASET 45,98 IMPACT FACTOR: IMPACT FACTOR:
7.129 7.429

INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGY

Call : 08813907089 (V) (24*7 Support on Whatsapp)




