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Abstract: An efficient home security system has been meticulously developed on the robust Raspberry Pi 3B+ platform,
incorporating advanced features such as image processing, wireless communication capabilities, and precision motion detection.
The innovative system seamlessly integrates components including a Raspberry Pi Camera Module, enabling continuous real-
time video capture to facilitate vigilant visual surveillance of the property. This vigilant monitoring is further reinforced by the
implementation of a highly sensitive PIR motion sensor, specifically designed to swiftly detect any unauthorized movements
within the vicinity.Moreover, the incorporation of cutting-edge face recognition technology utilizing Python and Open CV
enhances the system's security functionality, enabling swift identity verification and instant alerts to be sent to homeowners in
the presence of potential intruders. To ensure the utmost efficiency and reliability, a GSM module has been seamlessly
integrated into the system, guaranteeing immediate call and SMS alerts to pre-registered mobile numbers in response to any
perceived suspicious activities, thus fostering a proactive approach to security.The consistent power supply of the system,
facilitated by an AC/DC adapter, ensures uninterrupted operation even during power outages, bolstering the system's overall
reliability and effectiveness. The dynamic processing capabilities of the Raspberry Pi 3B+ play a crucial role in managing
intricate tasks such as data processing, face recognition, and alert notifications, thereby sustaining seamless performance and
heightened security vigilance.A notable feature of this state-of-the-art security system lies in its inherent scalability and
flexibility, allowing for expansion and integration of additional security components to meet evolving security needs and
preferences. By amalgamating top-tier technology with cost-efficient hardware, this system stands as a reliable and indispensable
means of safeguarding one's home environment effectively.The comprehensive protection offered by this meticulously devised
solution encompasses real-time surveillance, proactive alert mechanisms, and an overall enhancement of safety protocols, thus
fortifying the security posture of residential settings to a commendable extent.
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I. INTRODUCTION

The necessity for reliable home security systems has grown dramatically in recent years due to the escalating concerns about
property damage and burglaries, underscoring the imperative need to establish a robust and efficient security infrastructure. This
trend has prompted extensive research efforts directed towards exploring innovative strategies that amalgamate various cutting-edge
technologies, such as wireless communication, motion sensors, and facial recognition. An illustrative example of this technological
convergence can be seen in the utilization of the Raspberry Pi platform to craft a highly sophisticated facial recognition-based
security system, showcasing its remarkable efficacy in person identification. Additionally, pioneering studies have delved into the
application of PIR motion detection within the realm of smart homes, demonstrating its exceptional proficiency in detecting
suspicious movements and potentially thwarting criminal activities effectively. To ensure seamless and timely communication of
security alerts, wireless communication technologies have emerged as a pivotal component in enhancing the operational efficiency
of home security systems, with notable advancements achieved through the integration of GSM modules with Raspberry Pi
platforms, as evidenced by rigorous testing. Moreover, the proposal put forth by innovative researchers integrating PIR sensors with
advanced image processing techniques promises to elevate the security standards significantly, enhancing the accuracy of intrusion
detection processes. Furthermore, experimental trials have underscored the exceptional synergy between Open CV and Python in
fostering the seamless integration of facial recognition systems, thus serving as a crucial catalyst in fortifying the surveillance
capabilities and bolstering overall security protocols. Through a comprehensive amalgamation of these innovative methodologies,
this study advocates for the conception of a comprehensive home security framework designed around the Raspberry Pi 3B+
platform, integrating a suite of features encompassing PIR sensors, facial recognition capabilities, and GSM-based alert
notifications. The primary objective of this integrated approach is to deliver pre-emptive notifications by promptly alerting relevant
stakeholders including law enforcement agencies, homeowners, and neighbors to potential security threats.
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By leveraging the latest advancements in hardware and software development, this solution not only offers a scalable and reliable
security solution tailor-made for residential environments but also accomplishes this at a reasonable cost, making it an accessible
and practical option for bolstering residential security standards.

Il. LITERATURE SURVEY
Essential facilities like server rooms, labs, vaults, and restricted-access areas benefit from the Super Secure Door Lock System,
which offers high-level security. This system uses advanced authentication methods, such as PIN codes, RFID cards, and
biometrics, to prevent unauthorized access and safeguard personnel and valuables. By combining multiple verification techniques,
multi-factor authentication enhances security and mitigates risks like spoofing. The system can also utilize encrypted
communications to deter hacking attempts. Additionally, it features tamper detection, real-time alerts, and integration with CCTV
and alarms for better monitoring. Admins can adjust access permissions through online platforms or maobile apps. These rugged
locks withstand forced entry with robust materials and have backup power for uninterrupted operation during outages, making them
ideal for businesses, data centers, and high-security environments requiring stringent access control and reliable security.
A new front door security algorithm employing Google-Net-BiT STM hybridization introduces an innovative approach to home
security. It leverages STM and Google-Net-BiT to track motion patterns and identify faces, objects, and suspicious activities
efficiently. The system's deep learning model, Google-Net-BiT, is adept at recognizing suspicious actions while STM helps
differentiate between normal and alarming motions. By combining the two, the algorithm can anticipate threats better than
traditional systems. This method enhances security, minimizes false alarms, and improves real-time danger detection for homes and
businesses. The hybrid model's blend of temporal tracking and visual analysis results in a more intelligent, reliable, and speedy front
door security solution.
A smart home security system uses advanced technology for enhanced comfort and protection. It connects to the internet, allowing
remote monitoring and control via devices. Common components are smart cameras, motion detectors, sensors, locks, and alarms.
Key benefits include remote access and instant alerts for prompt action. Additional features like facial recognition and cloud storage
improve security. Integration with smart home platforms such as Apple Home Kit enhances safety and convenience. Automation,
like triggering lights upon motion detection, deters intruders. These systems offer control, property protection, and peace of mind
through user-friendly apps and top-notch security measures.

1. PROPOSED SYSTEM

The innovative system, driven by the versatile Raspberry Pi circuit, showcases a blend of cutting-edge technology and seamless
functionality. Powered by a reliable power supply, the Raspberry Pi electronic board seamlessly connects to the internet through a
USB modem, providing uninterrupted wireless connectivity. The system boasts a range of essential components, including a PIR
sensor, camera, GSM module, LCD display, and a motor-operated relay. Upon detecting human presence with precision, the PIR
sensor triggers the camera to capture images, facilitating facial recognition technology. This advanced feature enables the system to
promptly identify registered individuals and unlock the door, ensuring smooth access control. In case of an unrecognized face, the
system triggers a loud alarm and swiftly notifies the designated mobile number via the GSM modem, enhancing security measures
through proactive alerts. Such intricate processes seamlessly integrate to offer a comprehensive security solution, highlighting the
system's efficiency and reliability in real-world applications.
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A. Hardware Selection and Setup

1) Raspberry Pi 3B+:

The Raspberry Pi 3B+ is equipped with a powerful central processing unit that plays a crucial role in its functionality, enabling tasks
such as executing facial recognition with impressive accuracy and efficiency. Additionally, the CPU on the Raspberry Pi 3B+ serves
as the brains behind the operation, controlling various components with precision and reliability. This means that the device can
seamlessly handle complex tasks like facial recognition while simultaneously managing other interconnected systems. The CPU's
performance and capabilities make it a versatile tool for projects that require handling multiple functions simultaneously, and its
ability to execute facial recognition accurately showcases the device's advanced technological capabilities. Overall, the Raspberry Pi
3B+'s CPU is an essential component that drives its functionality, allowing users to explore a wide range of possibilities in the realm
of computing and technology.

2) Power Supply (AC/DC Adapter):

This power supply unit delivers a consistent and reliable flow of electricity to the Raspberry Pi single-board computer, ensuring that
the device operates smoothly without any interruptions caused by fluctuations in power. This stable power source plays a crucial
role in maintaining the overall efficiency and performance of the Raspberry Pi, safeguarding it against potential damage that could
occur due to power instability. By reliably providing the necessary power input, this power supply unit contributes to the seamless
functionality and longevity of the Raspberry Pi, supporting its various computing tasks and applications with steady and
uninterrupted power delivery.

3) Raspberry Pi Camera Module (5MP):

The camera system captures detailed images of individuals' faces, allowing for precise and reliable facial recognition. This advanced
technology utilizes sophisticated algorithms to analyse facial features, enabling swift and accurate identification of individuals. By
combining cutting-edge hardware and software, the system can effectively match faces against stored data, offering enhanced
security and convenience in various applications. The captured images undergo thorough processing to generate unique facial
templates, enhancing the overall accuracy and efficiency of identification processes. With continual advancements in the field, facial
recognition technology proves to be instrumental in modern security and authentication systems.

4) PIR Motion Sensor:
The system is designed to swiftly detect any movement within its vicinity using advanced sensors, subsequently triggering the
camera to embark on the process of capturing high-resolution images for further analysis through intricate image processing
algorithms. This seamless integration of motion detection and camera activation enhances the system's ability to promptly respond
to any changes in its surroundings, ensuring continuous and effective monitoring capabilities that are crucial for various security and
surveillance applications.

5) GSM Module (SIM800L):

The security system automatically sends a text message and places a phone call to the homeowner as soon as it detects any
unauthorized individual on the premises. This real-time notification functionality ensures that the homeowner is promptly informed
about potential security breaches, allowing them to take immediate action to safeguard their property. By combining SMS alerts and
phone calls, the system provides a dual layer of communication, enhancing the chances of the homeowner being alerted promptly
regardless of their preferred method of notification. This feature gives homeowners peace of mind, knowing that they will be
quickly notified in case of any security threats.

B. Software Components

1) Python:

The primary programming language for system development is an essential foundation for creating robust applications, managing
complex databases, orchestrating intricate software solutions, and seamlessly integrating various technological components. This
language serves as a versatile tool that empowers developers to design efficient algorithms, streamline data processing operations,
enhance user experiences, and optimize system performance. Its widespread use across diverse industries underscores its
adaptability, reliability, and scalability in supporting multifaceted projects with stringent requirements and diverse functionalities.

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 3297



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue 111 Mar 2025- Available at www.ijraset.com

Embracing this programming language entails mastering its syntax, libraries, and frameworks to unlock boundless possibilities for
innovation and problem-solving in the ever-evolving landscape of technology development.

2) OpenCV:

The facial detection and recognition system is a cutting-edge technology utilized in various industries to accurately identify
individuals, providing enhanced security and streamlined processes. This advanced system works by analysing unique facial
features, such as the distance between eyes and the shape of the jawline, to authenticate identity and grant access. By employing
sophisticated algorithms and machine learning techniques, the technology enables swift and precise identification, contributing to
improved efficiency and security protocols. Whether used in surveillance systems, smart devices, or access control systems, face
detection and recognition technology continues to revolutionize how we interact with and secure our digital world.

3) Haar Cascade and LBPH Algorithms:

The technology was successfully implemented for facial recognition purposes, effectively enhancing security measures in various
sectors such as law enforcement, banking, and personal devices. The sophisticated facial recognition system utilizes advanced
algorithms to accurately identify individuals, providing a seamless and reliable authentication method that is becoming increasingly
popular in today's digital world. Furthermore, this cutting-edge technology has the potential to revolutionize the way we interact
with devices and access secure information, offering a convenient and secure solution for various applications, including access
control, identity verification, and personalized user experiences.

4) AT Commands:

The device is equipped with a GSM module that allows users to perform various communication functions such as sending SMS
messages and making phone calls. This feature enables seamless connectivity and communication, offering users the convenience of
staying connected while on the go. By utilizing the GSM module, users can efficiently stay in touch with others, whether through
sending text messages or making voice calls. This versatile functionality enhances the overall user experience by providing a
reliable means of communication. Overall, the inclusion of the GSM module significantly improves the device's communication
capabilities.
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C. Working Process

The system operates in five main stages:

1) Face Registration:

The Raspberry Pi Camera Module is designed to capture multiple high-resolution images of family members in various settings and
contexts. These images undergo a series of pre-processing steps to ensure optimal quality, including enhancements to improve
sharpness and clarity, noise reduction techniques, and adjustments to brightness and colour saturation levels. By implementing these
pre-processing techniques, the camera module can produce stunning and professional-looking images that accurately represent the
individuals being photographed, making it a versatile and powerful tool for capturing memorable moments and creating lasting
memories with family and loved ones.

2) Motion Detection:

The PIR motion sensor, a crucial component of the system, is designed to constantly monitor the designated area for any signs of
movement. Upon detecting motion, the intelligent programming of the Raspberry Pi swiftly initiates the camera functionality to
promptly capture a detailed image of the scene. This proactive approach guarantees that the facial recognition feature is only
engaged when necessary, effectively preventing the generation of unnecessary false alerts in response to insignificant or benign
movements. The meticulous coordination between the sensor, Raspberry Pi, and facial recognition mechanism ensures optimal
performance and accuracy in identifying and responding to genuine threats.

3) Face Recognition & Intruder Identification:

The process involves creating a digital representation of the captured image and then subjecting it to analysis through the Open CV
LBPH algorithm, which compares it with a database of pre-registered faces. In cases where a match is identified, indicating that the
individual is authorized, the system simply continues its operations without taking any further action. On the other hand, if the
system fails to find a match for the detected face, signifying that the person is not registered, the system promptly categorizes them
as an intruder, triggering appropriate security protocols.

4) Alert Notification via GSM Module:
Once an intruder is detected, an alert message is sent to the homeowner’s registered phone number. The GSM module (SIM800L)
uses AT commands to send an SMS alert containing:
e Thetime and location of the intrusion.
e Animage of the intruder (optionally sent via email if internet access is available).
e Additionally, the GSM module places an automatic call to notify the homeowner immediately.
5) User Response and System Actions:
Upon receipt of the alert message, the homeowner is promptly notified and empowered to take appropriate action. Looking ahead,
potential advancements could involve seamless integration with mobile applications or Internet of Things (10T) platforms, fostering
the opportunity for remote system management capabilities. Furthermore, through customization options, the system could be
configured to automatically activate an alarm or dispatch alerts to designated security personnel, all in alignment with the user's
specified preferences and settings.

V. RESULT
To enhance the security system's effectiveness, continuous surveillance of the entry points is essential. This feature ensures that any
unauthorized access is immediately detected, providing the homeowner with a sense of safety and peace of mind. Through timely
notifications sent via SMS or call, the homeowner can promptly take necessary actions in response to any potential security
breaches. Additionally, the captured images not only act as visual evidence of the intruder's presence but also play a crucial role in
aiding law enforcement agencies during identification and legal proceedings, enhancing the overall security measures in place.
Incorporating an audible alarm into the security system serves as a powerful deterrent against potential intruders, deterring them
from proceeding further with any malicious intent. Moreover, the proper calibration of Passive Infrared (PIR) sensors is vital to
ensuring that false alarms triggered by non-human movements are minimized, preventing unnecessary disruptions and ensuring the
system's reliability in detecting real threats efficiently. It is important to maintain a stable connection for the GSM module to
consistently send alerts in a timely manner, enabling the homeowner to stay informed about any security-related incidents as quickly
as possible.
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By implementing a secure method for storing captured images, such as utilizing cloud backup for redundancy, the homeowner can
have peace of mind knowing that the evidence of any security breaches is safely stored and readily accessible for future reference or
legal purposes. Overall, these thoughtful considerations and enhancements to the security system help to create a robust and reliable
defence mechanism that not only safeguards the property but also ensures the well-being and security of the homeowner and their
belongings.
V. CONCLUSION

Implementing a comprehensive smart home security system plays a crucial role in fortifying the safety and security measures of a
residence to a significant extent. This cutting-edge system encompasses a wide array of features that collectively work in synergy to
provide a comprehensive defence against potential security threats. The integration of various sophisticated components, including
but not limited to continuous surveillance, timely alerts, image capture, and audible alarms, ensures a well-rounded and efficient
security solution for homeowners. The continuous monitoring feature incorporated within the system emerges as a pivotal element
by guaranteeing the immediate detection of any unauthorized access attempts, thereby instilling a sense of security and peace of
mind among homeowners who rest assured knowing their property is actively safeguarded. Furthermore, the prompt alerts feature,
whether transmitted through SMS or calls, empowers swift responses to potential security breaches, allowing homeowners to take
necessary actions in a timely manner. The significance of the image capture functionality should not be understated, as it serves not
only as a deterrent to potential intruders but also as invaluable evidence in the event of a security incident. These captured images
can play a critical role in aiding law enforcement by facilitating identification and bolstering legal proceedings when required. In
addition to these features, the inclusion of audible alarms in the system acts as an additional layer of security, dissuading intruders
and signalling nearby individuals about any suspicious activities. For the system to operate optimally and ensure reliability, the
accurate calibration of Passive Infrared (PIR) sensors is imperative to minimize false alarms and avoid unnecessary disruptions.
Safeguarding a stable GSM module connection is equally vital to ensure consistent alert delivery, thereby enabling seamless
communication between the security system and homeowners. Furthermore, the secure storage of captured images, possibly through
cloud backups, guarantees the preservation and easy accessibility of evidence when needed. By meticulously addressing these
critical aspects and integrating them into their security system, homeowners can rest assured knowing that their property and their
well-being are safeguarded by a robust defence mechanism.
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