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Abstract: Many organizations have experienced the damage caused by cyberattacks exploiting Windows vulnerabilities. For 
operational reasons, the parameters of Windows are still used, especially in the enterprise management system (ICS). In this 
case, attackers can torture them to spread the disease. Specifically, the vulnerability in MS17-010 was used in attacks to spread 
malware such as WannaCry ransomware and other malware. Many systems for example, electronic newspapers, payment 
centres and car manufacturers are used around the world and there is a security vulnerability in Windows that causes serious 
problems. Since tools like Eternal Blue or Eternal Romance are published on the internet, attackers can easily exploit these 
vulnerabilities. This tool attacks legitimate processes running on Windows systems. It can be difficult for employees to see the 
signs of a struggle. Attacks can be mitigated using security updates; however, security updates are sometimes difficult to 
implement due to their long lifetime and stringent requirements. There are many ways to identify attacks that cause 
vulnerabilities, such as intrusion detection systems (IDS), but they are sometimes difficult to use because they require prior 
service. In this research, we propose a method to identify the attack that exploited the vulnerability in MS17-010 by analysing 
Windows built-in event Logs. This method can detect attacks against almost all supported versions of Windows. It can also be 
easily integrated into the production environment as it only uses the standard Windows operating system. 
Keywords: Eternal Blue, Vulnerability, Ransomware, attacks, malware. 
 

I. INTRODUCTION 
The cybersecurity world was flooded with reports about the infamous and widespread WannaCry ransomware attack. The plot 
begins shortly after with some of the National Security Agency's revelations that (NSA) was used by the Shadow Brokers hacking 
group. WannaCry attack, which uses a globally immutable system, uses a vulnerability named "Eternal Blue" and is distributed in 
150 countries. The notorious Shadow Brokers hacker group has been operating since 2016 and is responsible for various NSA leaks, 
zero-day attacks and hacking tools of vulnerabilities. According to Wikipedia, the Shadow Brokers group has reported five 
violations to date. Leak, which surfaced on April 14, 2017, was the most devastating. The same day, Microsoft published a blog post 
announcing the patch for, which fixes Shadow Brokers' vulnerability. A month before the leak (March 14, 2017), Microsoft released 
Security Bulletin MS17-010, which fixes some of the vulnerabilities, including the one used by the "Eternal Blue" exploit. However, 
many users did not use the patch and on May 12, 2017, suffered the WannaCry attack, the largest ransomware attack in history. 

 
A. Overview 
WannaCry gained worldwide attention after affecting more than 230,000 computers in over 150,444 countries. Famous 
organizations such as hospitals and telecommunications, gas, electricity and other service providers were the first victims of this 
attack [3]. Shortly after WannaCry took place, other serious attacks were also seen using Eternal Blue and other exploits and hacks 
from the same NSA leak. This contains the Eternal Rocks worm Petya Ak. Not Petya ransomware and BadRabbit ransomware. The 
cryptocurrency mining campaign has also spread to other machines, apparently using exploits leaked by Shadow Brokers. These 
include Adaluz, Zealot, and Wanni Mine. Fifth Shadow Brokers NSA leak contains 30 vulnerabilities and a total of 7 hacking 
tools/devices are integrated into a framework called "Fuzz bunch". 
 
B. Problem Statement 
External Blue vulnerability is a vulnerability that affects many aspects of the Windows operating system. It was discovered in 2017 
and is believed to have been used for surveillance by the US National Security Agency (NSA) before being leaked to the public. 
This vulnerability is called Outer Blue because it affects the use of the Windows Server Message Block (SMB) protocol, which is 
used to share files and printers on the network. An attacker can use Outside Blue to gain unauthorized access to a system by sending 
code or special packets that can execute commands to a vulnerable computer. One of the most important features of the Outdoor 
Blue is that it does not require user intervention or authentication to use it. This means that attackers can easily target systems 
without requiring a username or password.  



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 11 Issue VI Jun 2023- Available at www.ijraset.com 
     

 1055 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 
 

In addition, the remote attack becomes a threat to organizations with multiple computer networks. Outside Blue was responsible for 
the May 2017 WannaCry ransomware attack that hit thousands of generations worldwide. The attack affects computers running 
older versions of Windows that have not been updated with security patches released by Microsoft two months ago. The 
ransomware encrypts the data on the infected system and demands a ransom in exchange for the decryption key. 

 
II. REVIEW OF LITERATURE 

A. Reference Paper 
The literature review for this project weighed 20 literature Projects based on the Eternal Blue Vulnerability. Most of the papers were 
based on the concept of ease of use This Vulnerability. The document explains the use of chaining vulnerabilities and highlights the 
importance of patching systems to prevent attacks. The Eternal Blue vulnerability is a major security issue in the Microsoft 
Windows operating system that was discovered in 2017. It allows hackers to remotely execute code and gain control of the 
computer without compromising the user. The WannaCry ransomware attack exploits this vulnerability, infecting more than 
200,000 computers in 150 countries. Since this Vulnerability was discovered, a lot of research has been done to understand the 
Nature of the vulnerability, the risk it poses, and ways to mitigate its effects. Here are some Key findings from the data: 
1) WannaCry Impact: A 2018 study by the National Bureau of Economic Research analysed the economic impact of the 

WannaCry ransomware attack. The study estimates the global Cost of the attack to be around $8 billion.  
2) Risk Assessment: A 2019 research paper by the Centre for Strategic and International Studies assesses the risk of cyberattacks 

against critical infrastructure. The data identifies Eternal Blue as one of the top threats to critical systems and recommends steps 
to mitigate the risk.  

3) Mitigation Strategies: A 2019 report from the National Institute of Standards and Technology provides guidance for mitigating 
the effects of Eternal Blue. The report recommends several measures, including patching systems, disablingSMBv1, and 
applying network partitioning. 

4) Use by other Malware: A 2020 Kaspersky report examined the use of Eternal Blue by various malware families, including 
Trick Bot and Emoted. The report highlights the need for additional safeguards and security measures. 
 

 
Fig. 1  Research Work 
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III.    DESIGN DETAIL 
The Eternal Blue payload represents a significant and infamous cybersecurity exploit those targeted vulnerabilities in Microsoft 
Windows systems. While it is important to note that discussing specific details of exploits or vulnerabilities can potentially be used 
for malicious purposes, we can explore the design principles and strategies employed to understand its impact and implications in 
the context of cybersecurity. The design of the Eternal Blue payload showcases a meticulous fusion of technical ingenuity and 
strategic planning. At its core, the payload aimed to exploit a weakness in the Windows Server Message Block (SMB) protocol, 
specifically targeting the vulnerability known as "Eternal Blue." This vulnerability allowed for the execution of arbitrary code, 
enabling unauthorized access to systems and potentially leading to the deployment of additional malware. One key design detail of 
the Eternal Blue payload lies in its ability to remain undetected and propagate seamlessly across interconnected networks. By 
leveraging the SMB vulnerability, the payload could exploit systems with outdated or unpatched software, emphasizing the critical 
importance of regular software updates and security patches. This design detail demonstrated the significance of proactive 
cybersecurity measures and the need for constant vigilance in the face of evolving threats. Additionally, the payload exhibited 
advanced evasion techniques to bypass security measures, enabling it to spread rapidly and efficiently. Design details included 
obfuscation methods, where the payload disguised its code to appear benign or indistinguishable from legitimate system processes. 
This intricate design approach enabled the payload to evade detection by traditional antivirus solutions and further highlighted the 
necessity for multi-layered security strategies. Furthermore, the Eternal Blue payload demonstrated the potential impact of 
combining multiple vulnerabilities to maximize its effectiveness. The design incorporated various exploits, leveraging weaknesses 
beyond the initial SMB vulnerability. This layered approach showcased the importance of holistic security practices, emphasizing 
the need for comprehensive vulnerability management and robust defines-in-depth strategies. It is important to note that discussing 
specific design details of the Eternal Blue payload should be done responsibly and with a focus on promoting awareness and 
education in the field of cybersecurity. Understanding the intricacies of such exploits can help reinforce the urgency of maintaining 
strong cybersecurity practices, fostering a proactive approach to protecting systems and networks. The design detail of the Eternal 
Blue payload exemplifies the ingenuity and sophistication employed in cyberattacks. By exploiting vulnerabilities, evading 
detection, and leveraging multiple exploits, the payload showcased the need for continuous improvement in cybersecurity defences. 
Understanding the design principles behind such exploits can help organizations and individuals enhance their security measures, 
fostering a safer digital landscape. 
 
A. Windows Operating System 
Eternal Blue targets Windows operating systems, specifically Windows XP through to Windows Server 2008 R2. This means that 
any system running a Windows operating system in this range is potentially vulnerable to this exploit. However, Microsoft has 
released patches to address this vulnerability for all affected versions of Windows. Title and Author Details 

 
B. SMBv1 
The vulnerability exists within the Server Message Block (SMB) protocol version 1 implementation in Windows. SMB is a network 
protocol that allows for file and printer sharing across networks. SMBv1 is the first version of the protocol and is still supported in 
some Windows systems, but it is considered to be outdated and insecure. Eternal Blue exploits a flaw in SMBv1 to execute remote 
code on the targeted system. 

 
C. Unpatched system 
The vulnerability was patched by Microsoft in March 2017, but systems that have not been updated with the patch are still 
vulnerable. This means that any system that has not applied the necessary security update is still at risk of being exploited. Microsoft 
has since released several updates to address this vulnerability, and it is crucial to ensure that these updates have been installed on 
all affected systems to prevent attacks 
 
D. Kali Linux 
Kali Linux is a popular Linux-based operating system designed for advanced penetration testing, ethical hacking, and security 
auditing. It is a powerful tool used by security professionals and hackers alike to test and improve the security of computer systems, 
networks, and applications. Kali Linux is based on Debian and is preloaded with a wide range of security tools, including 
vulnerability scanners, network analysers, password crackers, wireless tools, exploitation tools, and forensic tools.  
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Some of the popular tools available in Kali Linux include Nmap, Metasploit Framework, Wireshark, John the Ripper, Air crack-ng, 
and many others. Kali Linux is designed to be used by security professionals who have advanced knowledge of computer networks, 
operating systems, and programming languages. It provides a robust command-line interface (CLI) that allows users to run various 
security tools and scripts, automate tasks, and perform complex operations. 
 
E. Metasploit  
Metasploit is widely used by security researchers, penetration testers, and hackers to identify and exploit vulnerabilities in a target. 
It includes several modules for different types of applications, including remote launch, privilege escalation, and brute force attacks. 
One of the key features of Metasploit is its modular design, which allows users to create their own custom exploits and payloads. 
This flexibility makes it a popular tool for both offensive and defensive security. 

 
Fig. 2 Metasploit 

 

 
Fig. 3 Metasploit info 

F. Nmap 
Nmap (short for Network Mapper) is a free and open-source network discovery and security monitoring tool. It is widely used by 
network administrators, security professionals, and penetration testers to find hosts and services on the network and identify 
potential vulnerabilities. Nmap uses various techniques such as port scanning, version control, and operating system fingerprinting 
to gather information about hosts and services on the network. It can also be used to perform various other tasks such as ping scans, 
traceroutes, and script-related targeting. 
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Fig. 4 Nmap 

 
IV.     RESULT 

The Eternal Blue vulnerability is a vulnerability found in the Windows operating system, specifically the Server Message Block 
(SMB) protocol. This vulnerability was used in the WannaCry ransomware attack that affected thousands of computers worldwide 
in 2017. Since the discovery of the vulnerability, many researchers and security experts have been working to understand and 
mitigate the risks posed by the Eternal Blue vulnerability. Some of the affected projects in this area are 
 
A. Security Patches 
Microsoft has released several security updates and patches to address the Eternal Blue vulnerability in different versions of the 
Windows operating system. This patch aims to fix the SMB vulnerability and prevent attackers from exploiting this vulnerability. 
 
B. Detection Tools 
Many security companies have developed detection tools to detect and block attacks that lead to the Eternal Blue vulnerability. 
These tools often use a combination of network traffic analysis and behavioral analysis to detect and block malicious activity. 
 
C. Exploit Kits 
Cybercriminals have developed exploit kits to facilitate the Eternal Blue vulnerability exploitation process. These tools allow 
unskilled attackers to attack vulnerable systems. 
 
D. Reverse Engineering 
Researchers reverse engineer the Eternal Blue vulnerability to understand how it works and identify mitigation strategies. This 
approach helps security professionals improve detection and protection. 
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E. Vulnerability Analysis 
Security researchers analyzed Eternal Blue’s vulnerabilities to understand their root causes and identify potential areas for 
improvement in Windows operating system development. This review has led to the development of more secure systems and 
designs that are less susceptible to similar vulnerabilities. 

 
Fig. 5 Result 

 
V. CONCLUSIONS 

The Eternal Blue vulnerability is a critical vulnerability found in the Windows operating system, specifically the Server Message 
Block (SMB) protocol. It was previously known for the WannaCry ransomware attack that affected thousands of computers 
worldwide in 2017. [12] Since the discovery of the vulnerability, the cybersecurity industry has taken a number of steps to try the 
issue from the negative. Microsoft released a security patch to fix SMB vulnerabilities, security companies developed detection 
tools to detect and block attacks from the vulnerabilities, and researchers reverse engineered Eternal Blue's vulnerability to 
understand how it works and identify mitigation strategies.  
The discovery and patching of Eternal Blue vulnerabilities highlights the importance of cybersecurity and the need to improve 
security and processes. Although this vulnerability has been fixed, new vulnerabilities will emerge in the future and attackers will 
continue to develop more and more attacks.  
Therefore, organizations must remain vigilant and continually adapt to new threats to maintain the security of their systems and 
information [19].  
The entire story of Eternal Blue from the beginning to the present (not yet "end") is a warning to those concerned about 
cybersecurity.[9] From the use of 0day tools to the trick of not applying security updates on time, to who knows what happens after 
WannaCry and Not Petya, many disasters can be avoided. In conclusion, Eternal Blue reminds us of the modern threat of cyber-
attacks and the importance of taking preventative steps against them. By implementing cybersecurity measures and being alert to 
emerging threats, organizations can protect their data, finances and reputations from harm. To prevent the Eternal Blue exploit from 
being used against vulnerable systems, it's crucial to apply security patches and updates, use strong passwords and authentication 
methods, and implement proper security measures, such as firewalls and intrusion detection systems. Additionally, organizations 
should conduct regular security audits and vulnerability assessments to identify and address any security weaknesses in their 
systems. 
Overall, the Eternal Blue exploit serves as a reminder of the importance of cybersecurity and the need for constant vigilance and 
proactive measures to protect computer systems and data from malicious attacks. 
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