IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 12 Issue: Vv Month of publication: May 2024

DOIl: https://doi.org/10.22214/ijraset.2024.61753

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 12 Issue V May 2024- Available at www.ijraset.com

Face Detection under Hostile Circumstances using
Innovative Robust Methods

Lakshmi Prasad’, K Sai Teja®, S Hari Haran®, B Ram Nayak®
'Computer Science and Engineering, Institute of Aeronautical Engineering, Hyderabad, India,
23 4Computer Science and Engineering(DS), Institute of Aeronautical Engineering, Hyderabad, India

Abstract: An attendance system is crucial for monitoring student presence in classes, with various methods available such as
biometric, RFID card, face recognition, and traditional paper-based systems. Among these, face recognition stands out for its
security and efficiency. This research focuses on enhancing the face recognition attendance system’s accuracy by minimizing
false positives through a confidence threshold based on the Euclidean distance metric. The Local Binary Pattern Histogram
(LBPH) algorithm outperforms other distance-based methods like Eigenfaces and Fisherfaces due to its robustness against
grayscale transformations. Face detection relies on Haar cascades for their robustness, while LBPH is employed for recognition.
Leveraging LBPH for recognition tasks significantly improves the system’s ability to discern subtle variations in facial features,
thereby enhancing overall accuracy. Moreover, the effectiveness of the system heavily relies on robust face detection techniques.
Haar cascades are employed for this purpose, leveraging their proven reliability in detecting faces across diverse environmental
conditions and camera angles. The system achieves a recognition rate of 77% for students and a false- positive rate of 28%.
Notably, it effectively recognizes students even with variations like wearing glasses or facial hair. Face recognition for unknown
individuals is approximately 60%, with false-positive rates of 14% and 30% with and without the threshold, respectively.

Index terms: Face detection, Face recognition, LBPH algorithm, Harr Cascade.

. INTRODUCTION

Automated attendance systems are a major technical achievement, surpassing labor-intensive approaches. Due to its accuracy,
efficiency, and security, our facial recognition-based attendance system represents a quantum leap in this field.
We use cutting-edge Haar cascade and LBPH algorithms for face detection and identification. This combination is sturdy and
reliable, with a low false- positive rate. Our threshold method and picture storage allow our system to accurately identify known
people and catalog unidentified faces for better security.
In addition to attendance marking, our technology will revolutionize security. It collects photos of unidentified people to deter
unlawful access. This multimodal strategy simplifies administrative operations and protects organizations against breaches. The
switch from paper-based to automated systems is crucial. Automation reduces mistakes and administrative hassles by automating
tedious tasks. Our solution excels at precise attendance monitoring in big classes with complicated and time limitations. Finally,
our facial recognition-based attendance system changes how institutions handle attendance and security. Technical
innovation and practical application enable attendance management where accuracy, efficiency, and security are effortlessly
integrated.

1. LITERATURE SURVEY
Attendance management systems automate attendance monitoring in several fields. Due to its non- intrusiveness and precision, face
recognition technology is popular [1][11]. Joseph and Zacharia (2013) offered a "Automatic Attendance Management System Using
Face Recognition,” whereas Samet and Tanriverdi (2017) proposed a "Face Recognition- Based Mobile Automatic Classroom
Attendance Management System."
Real-time attendance tracking and access management using RFID technologies are also popular [2]. An "RFID-based Attendance
System with Automatic Door Unit," by Ononiwu and Okorafor (2012), is cost- effective and scalable.
Attendance management systems use fingerprint or palm vein recognition [3]. Shoewu and Idowu (2012) created a "Attendance
Management System using Biometrics,” whereas Khatun et al. (2015) offered a "Iris Recognition-Based Attendance Management
System," which identifies people accurately and securely.
Attendance management systems use iris recognition technology, which is reliable and secure [4][12]. Kadry and Smaili (2010)
developed a "Wireless Attendance Management System based on Iris Recognition,” which integrates wireless communication
technology.
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Local Binary Patterns (LBP) exhibit computational efficiency and robustness to illumination and facial expressions in face
recognition [5][6][7]. Ahonen, Hadid, and Pietikainen (2004) introduced "Face Recognition with Local Binary Patterns,” which
demonstrated LBP's efficacy in facial feature extraction and description. Y.B. Sudhir Sastry et al.,[14] conducted studies on the
ballistic impact of composite panels, which was published in Theoretical and Applied Fracture Mechanics in 2014. The paper delves
into the behavior of composite panels when subjected to ballistic impact.

G. Kalyani, et al.,[15] worked on detecting and classifyingdiabetic retinopathy using  capsule networks, published in
Complex & Intelligent Systems in 2023. Their work focuses on using advanced neural network architectures for medical image
analysis. Spandana, K et al.,[ [16] presented an Internet of Things (loT)-based smart water quality monitoring system,
published in the International Journal of Engineering & Technology in 2018. The system aims to monitor water quality
parameters in real-time using 10T technologies. Telagam, N et al.,[ [17] developed a smart sensor network-based high-quality air
pollution monitoring system using LabVIEW, published in the International Journal of Online and Biomedical Engineering
(IJOE) in 2017. The system focuses on monitoring and analyzing air pollution levels using sensor networks. L. Lakshmi et al.,[
18] proposed a smart phishing detection system in web pages using supervised deep learning classification and the
optimization techniqgue ADAM, published in Wireless Personal Communications in 2021. The system aims to detect phishing
attempts in web pages using deep learning algorithms.

Malliga Subramanian et al.,19] optimized hyperparameters for transfer learning of VGG16 for disease identification in corn leaves,
published in Big Data in 2022. The work focuses on using deep learning and transfer learning for plant disease identification.

R. R. Vallabhuni et al.,[20]developed a smart cart shopping system with an RFID interface for human assistance, presented at the
2020 3rd International Conference on Intelligent Sustainable Systems (ICISS). The system aims to improve shopping experiences
using smart cart technology. Rao et al., [21] discussed the use of ensemble deep learning techniques for forecasting crypto
currency trends, focusing on time-series analysis.

Prasad et al. ,[22] explored advancements in machine learning algorithms for improving hand- written digit recognition. Baskar et
al.,[23] presented a deep learning approach for accurately predicting and diagnosing Alzheimer's disease. Sampath et al., [24]
introduced an ensemble nonlinear machine learning model for predicting chronic kidney diseases. Kumar et al. [25] proposed a deep
neural learning-based approach for early prediction of cancer. Joshi et al. [26] presented an accurate prediction model for
coronary heart disease using ensemble algorithms.

Sudhakar et al [27] discusses the use of CNN-based deep learning networks for predicting brain tumor images from MR images.D,
B., K, C et al. [28] presented machine learning techniques for predicting the risk of chronic kidney disease.

Narasimha Prasad L V et al [29] introduced a novel decision tree approach for predicting precipitation, leveraging entropy in the
SLIQ algorithm. This work likely focuses on improving the accuracy and efficiency of precipitation prediction models, which is
crucial for various applications such as agriculture, water resource management, and weather forecasting. Madhuri Avula et al.[30]
discussed a method for detecting bone cancer from MRI scan imagery, specifically using mean pixel intensity. The research likely
involves developing a computer-aided diagnosis (CAD) system to assist radiologists in detecting bone cancer earlier and more
accurately, potentially leading to better patient outcomes.

Lakshmi Prasad et al.,[31] introduced a novel method for generating t-way test cases using an improved particle swarm optimization
strategy. This work is valuable in software testing, where generating effective test cases is crucial for ensuring software quality and
reliability. M. Lakshmiprasad et al.,[32][33][34]presented an adaptive framework for detecting accident black spots using 10T and
machine learning techniques. The research likely aims to improve road safety by identifying high-risk areas for accidents and
implementing preventive measures and discussed an loT-based agriculture monitoring system for improving agricultural practices.
The system likely involves sensors and data analytics to monitor and optimize various aspects of farming, such as irrigation and
fertilization, leading to increased crop yield and efficiency. They presented a reactive approach for predicting accident black spots
using loT and machine knowledge. The research may focus on using real-time data and machine learning algorithms to predict and
prevent accidents, enhancing road safety.

M. Lakshmi Prasad and Dr. JKR Sastry [35] to [41] provided a comprehensive survey of combinatorial testing techniques,
discussing their applications and advantages in software testing. They also presented a graph-based strategy, PSO, Neural networks
strategies for generating test cases for testing embedded systems using combinatorial approaches, likely focusing on improving test
coverage and efficiency and also explored the testing of embedded systems using test cases generated through combinatorial
methods, focusing on improving test coverage and effectiveness.
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1. METHODOLOGY
A. Proposed Work
The proposed automated attendance management system integrates Haar cascade for face detection and the LBPH algorithm for face
recognition. It includes a Graphical User Interface (GUI) developed using the Python module Tkinter for user interaction.
Functionalities encompass capturing student images and details for database storage, training images from both the database and
live camera feed, and real-time tracking of individuals entering the classroom. As students enter, the system detects faces from the
camera feed, preprocesses images, and tracks attendance automatically. With Tkinter providing a user-friendly interface, the system
ensures efficient and accurate attendance management, optimizing classroom management for educational institutions.
The sequence diagram starts with the system obtaining input data from hostile surroundings, such pictures or video feeds.
Preprocessing modules are triggered to improve image quality and minimise noise after obtaining this data. The appropriate face
characteristics are then extracted from the preprocessed data by feature extraction components. The recognition system then
receives these features and uses stored templates of well-known faces to compare them. The recognition procedure is then finished
when the system outputs the identified face or informs if no match is detected.

B. System Architecture

The automated attendance management system consists of face detection using Haar cascade, face recognition via the LBPH
algorithm, and a Tkinter- based user interface. Detected faces are recognized against pre-trained images in the database, updating
attendance records. The GUI allows user interaction, including image capture, database storage, and real- time tracking. Modules for
image preprocessing and database management ensure smooth operation. This modular design ensures efficient and accurate
attendance tracking with a user-friendly interface.

Enroliment

detection recognition I "l aatabess
Camera N~
Each Verification
frame pre-processing| Face Face » Post
detection recognition "| processing
update
Attendance
sheet

Fig 1 System Architecture

C. Dataset Collection

For our automated attendance management system, we constructed a bespoke dataset due to the absence of suitable datasets online.
Our dataset comprises 1,080 images, with 60 images per each of the 18 individuals involved in the project. These images were
captured under varied conditions to enhance robustness in face recognition. Additionally, we included 10 individuals not part of the
training set to test the system's ability to recognize unknown faces. Images were captured uniformly using a high-resolution camera,
ensuring consistency across the dataset. This exhaustive dataset facilitated comprehensive training of the face recognition algorithm
and rigorous testing, including live real-time video attendance tracking, to evaluate the system's performance in diverse real-world
scenarios.

1) Image Capturing

By acquiring 50 diverse images of the individual, encompassing various expressions and environmental conditions, the system
ensures adaptability and resilience. This extensive dataset enables the algorithm to effectively discern facial features amidst
challenging scenarios, such as low lighting, obscured visibility, or dynamic facial expressions. Through meticulous image
acquisition, the system fosters heightened accuracy and reliability in identifying individuals, even amidst the most adverse
conditions.
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Fig 2 Image Capturing

2) Data Flow
In this data flow diagram, input data, such as images or video feeds, are collected from hostile environments. These data then
undergo preprocessing steps to enhance quality and mitigate noise. Next, feature extraction techniques are applied to identify
distinctive facial characteristics. These features are then fed into the recognition algorithm, which compares them against a
database of known faces to make accurate identifications despite challenging conditions.
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Fig 3 Data Flow Information

D. Image Processing

Our automated attendance management system extracts and preprocesses facial photos before sending them to the face recognition
module. Initial face extraction uses the Haar cascade technique to localize faces in collected pictures. After extraction, the faces are
cropped and isolated from the backdrop to keep just important facial parts for processing. Faces are scaled to a uniform size
after extraction. Uniformity improves feature extraction and comparison during recognition and reduces computing complexity.
Normalization and histogram equalization may improve picture quality and contrast. Normalization uniformly scales pixel
intensities, whereas histogram equalization enhances contrast by redistributing values.

E. Training & Testing

Training and testing are crucial to face recognition algorithm development and evaluation in our automated attendance management
system. The system uses 60 photos for each of the 18 people during training. The program learns from these photographs to extract
face attributes and encode them into feature vectors for IDs. Supervised learning improves the algorithm's face classification and
recognition. Different pictures are used to assess the system's performance. This involves testing its ability to recognize unfamiliar
and known people from the training dataset. Live video feeds and other testing scenarios verify the system's reliability and
efficacy. The facial recognition system is constantly refined and improved, improving attendance tracking reliability.

F. Haar Cascade

Haar cascade detects objects in photos regardless of size or position. This simple algorithm runs in real time. We can train a haar-
cascade detector to identify automobiles, motorcycles, buildings, fruits, etc.

Haar cascade classifies. The system identifies positive data points as part of the identified item and negative data points as not
containing it. Haar cascades function quickly and in real time. Haar cascade is less precise than current object detection.
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Fig 4 Types of Haar features

Haar cascade face detection is used in our research because to its resilience and efficiency. Haar cascade, developed by Viola and
Jones, detects objects in pictures using a cascade of classifiers. This method hierarchically analyzes edges, lines, and textures to
quickly identify areas of interest like human faces.

G. Local Binary Pattern Histogram

The core of our recognition algorithm lies in the Local Binary Pattern Histogram (LBPH) technique, chosen for its robustness against
grayscale transformations and its ability to accurately discern facial features even under challenging conditions. By harnessing the
power of LBPH, our system achieves exceptional levels of accuracy in identifying students while minimizing the occurrence of
false positives.

These LBPH histograms serve as feature vectors that represent each facial image in a compact and informative manner. They
capture subtle variations in facial texture that are characteristic of individual identities, allowing the face recognition system to

R

"~ L8P(P=8,R=3)

LBP(P=8, F

Fig5. The lena images by original, LBP (R =1, 2, 3, 4) descriptors.

Original P(P=8,R=1) (P=8R=2)

The binary values 0 and 1, respectively, are assigned to pixels that are less than the centre pixel. The LBP- label is then represented
by the decimal value that corresponds to the binary code after all of the calculated binary values have been concatenated. The
following expression provides a mathematical definition for this:

P-1
LBPpg =Y  S(gk — go)2*
k=0
where gc is the center pixel value and gk is the value of the neighboring pixels. Function S(x) is defined as follows, where P and R
stand for the number of neighborhoods and radius, respectively.
SGr) = I, x>0 .
0, otherwise
The neighborhood parameter P = 8 is fixed in this study, while R is varied by the values R = 1, 2, 3, and The LBP descriptors for
each R-value of the Lena picture are displayed in Figure 4.

H. Pattern Identification

1) Feature Extraction: Utilize appropriate feature extraction methods tailored to the characteristics of the data and the
requirements of the classification task. For facial attribute classification, extract discriminative features from facial images using
techniques such as Haar cascades, Histogram of Oriented Gradients (HOG), or Convolutional Neural Networks (CNNs).
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2) Pattern Recognition: Train machine learning or deep learning models to recognize patterns and relationships within the
extracted features, enabling accurate classification of facial attributes. Experiment with different algorithms such as Support
Vector Machines (SVMs), Random Forests, or deep neural networks to identify the most suitable model architecture for the
task.

3) Model Evaluation: Assess the performance of the trained classification model using appropriate evaluation metrics tailored to
the specific classification task. Common metrics include accuracy, precision, recall, F1 score, and area under the receiver
operating characteristic (ROC) curve.

1 Impott bares
2 Impotng the dataset
3 Image processng
4 Build & Tran the model - Haar Cascade
6 User input

3 > (S

5 User signup & signin
7: Find outcome

Fig 6 Collaborative diagram

A collaborative diagram for face recognition under hostile circumstances using innovative robust methods would illustrate the
interaction between different components and entities involved in the system. It would depict how data flows between various
stages, such as data collection, preprocessing, feature extraction, recognition algorithm, and decision- making.

V. EXPERIMENTAL RESULTS
The table displays key performance metrics of a face recognition system, showcasing recognition rates and false-positive rates
under various conditions. It highlights the system's effectiveness in identifying known individuals, achieving a recognition rate of
77%, while maintaining a false-positive rate of 28%. Additionally, it demonstrates the system's capability to recognize unknown
individuals with a success rate of 60%. Furthermore, the table contrasts the false- positive rates with and without the
implementation of a confidence threshold, indicating the impact of this parameter on system performance.

Table 1 Performance Metrics

Performance Metric Rate
Identified Students 7%
False-Positive Rate 28%
Unknown Individuals 60%
With Confidence Threshold 14%
Without Confidence Threshold 30%

Perfomance Graph

14

Identified Unknown Without
Students Individuals Confidence

False-Positive With Confidence
Rate Threshold

Performance Metrics

Fig 7 Graphical Performance Metrics
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The bar graph illustrates the performance metrics of a face recognition system under various conditions. It clearly displays the
recognition rates and false-positive rates for identified students, unknown individuals, and different thresholds. The graph effectively
contrasts the system's performance with and without a confidence threshold, showcasing its impact on reducing false positives.
Overall, the graph provides a concise visual summary of the system's effectiveness in recognizing faces under hostile circumstances.
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Fig 8 Result

V.  CONCLUSION
In conclusion, the utilization of LBPH for face recognition in our system has proven effective in accurately identifying students,
even amidst unintentional changes such as wearing glasses or growing a beard. However, a notable limitation is the relatively
small dataset, which could potentially impact the accuracy of recognition results. To address this, future efforts could focus on
expanding and enhancing the dataset to improve the system's overall performance and reliability.
Furthermore, enhancing the system's capabilities in identifying individuals entering the class. Additionally, incorporating a system
alert mechanism, comprising both voice and visual alerts, in the event of an intruder detection, would further bolster the security
measures of the attendance management system.
Synthesizing fresh training examples for Haar cascade classifiers may improve their identification rate of unfamiliar people,
allowing the algorithm to identify class members. Adding a system alert mechanism with audio and visual notifications for intruder
detection will better secure the attendance management system.

VI. FUTURE SCOPE

The dataset should be expanded to increase recognition accuracy. Security might be improved by improving Haar cascade
classifiers and adding intruder alerts. Further study is needed to improve the system's accuracy, dependability, and security in real-
world applications.

There are a lot of interesting prospects for innovation and progress in the field of face recognition in hazardous environments.
Research may focus on creating innovative algorithms that can manage progressively more complicated situations, such as faces
that are partially or completely hidden and varied ambient circumstances. Incorporating state-of-the-art technology like infrared
photography and augmented reality might improve recognition accuracy in difficult circumstances. Moreover, investigating the
combination of several biometric modalities—such as voice, iris, and facial recognition—holds potential for enhancing the
resilience and robustness of systems. To propel these developments and promote the creation of practical and morally good face
recognition solutions in hostile environments, cooperation between government, business, and academia will be essential.
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