IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 13 Issue: IV Month of publication: April 2025

DOI: https://doi.org/10.22214/ijraset.2025.68558

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue IV Apr 2025- Available at www.ijraset.com

Face Recognition Security Enhancement Using
Deep Fake & Face Net

Vivek Sharma', Reeti Kumari?, Rishikesh Singh*, Prince Tripathi® Mr.Harendra Singh®, Asst. Prof.
Dr.AbdulAlim’, Asst. Prof. Dr.Sureshwati®
Department of Computer Applications Greater Noida Institute Of Technology (Engg.Institute), Greater Noida, India

Abstract: Convolutional Neural Networks (CNNs) have been very successful in extracting meaningful features from face
images and attaining remarkable performance in face recognition tasks, but there are still challenges that
impacttheaccuracyandrobustnessoffacerecognitionsystems,includingvariationsinlightingconditions,facial expressions,
occlusions, and aging. This article discusses the usage of CNNs for face recognition, presents the state-of-the-art CNN
architectures used in this application, and also addresses important factors including data preprocessing,
networkoptimization,andreal-timeprocessing.WeevaluatedifferentCNN-basedmodelsforface recognition and compare their
performance under various real-world scenarios.
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I. INTRODUCTION
Applicationsoffacerecognitiontechnologyhaveextendedextensivelyacrossvariousindustriessuchassocialmedia,finance,healthcar
e,andsecurity.Facerecognitionsystems,followingtheinceptionofdeeplearning,andmorespecificallyConvolutionalNeuralNetwork
S(CNNs), haveachieved extremelyhighlevelsofaccuracy. CNNsareaclassofdeepmodelsandhaveworkedincrediblywellin
computervisiontaskssuchasimageclassification,objectdetection,andfacerecognition. Thepreviousfacerecognitionmethodsreliedh
eavilyonthehandcraftedfeatureextractiontechniqueslikePrincipal ComponentAnalysis(PCA)andLocalBinaryPatterns(LBP),whe
reasthesetechniques tendedtofailindealingwiththecomplexvariations infacialappearanceduetopose,illumination, and
occlusions.CNNs, ontheother hand,areparticularlywell-suitedtodeal withtheseissuessince they can learnhierarchical
featurerepresentations from therawimagesautomatically.
InadditiontoexplainingcurrentCNNarchitecturesandovercomingperformanceaffectingissueslikeinputdatavariation,networkgene
ralization,andcomputationalspeed,thispaperexaminestheuseofCNNsinfacerecognitionandcomparestheaccuracy,performance,a
ndstrengthof ~ variousCNN- basedmodels.Facerecognition  technologyhasbeenappliedabundantlyacrossvarioussectors
includingsocialmedia,finance,healthcare,andsecurity.Facerecognitiontechnology,eversincethe emergenceof deeplearningand
morespecificallyConvolutionalNeuralNetworks(CNNs),haveachievedextremelyhighaccuracy. CNNsareaclassofdeepmodelsan
dhaveperformedwonderfully ontaskslikecomputer vision,andmost notablyonimageclassification,objectdetection, andface
recognition. Thetraditionalfacerecognitionmethodsreliedheavilyonthehandcraftedfeature extractiontechniqueslikePrincipal
ComponentAnalysis(PCA)andLocalBinaryPatterns(LBP),whereasthesetechniquestendtofailincapturingthecomplexvariationsin
facialappearancedueto  pose,illumination, andocclusions. CNNsareveryproficientinresolvingtheseissuessincetheycan
automatically learn hierarchical feature representations from raw images.
InadditiontopresentingcurrentCNNarchitecturesandaddressingperformanceaffectingissueslikeinputdatavariations,networkgene
ralization,andcomputationalcost,thispaperexplorestheuseofCNNsinfacerecognitionandcomparestheaccuracy,efficiency,andresi
lienceofvariousCNN-based  models.Facialappearancechangescausedbystance,  illumination,expression,andocclusionhave
madefacerecognitionextremelydifficultfor ~ along time.ltwas difficulttocreate  properfacial  recognitionalgorithms
underthesecircumstances. Todiscerntheuniquepropertiesofaface,initialsolutionsreliedonmethodsoffeatureextractionlikeeigenfac
es,scaleinvariantfeaturetransform(SI1FT),andlocalbinarypatterns(LBP). Whiletheirfavorableoutcomes,themethodsfailedtoremai
n accurategivenchallenging real-worldscenarios,likechangesinlight,scale,or imagenoise.
Thedevelopmentofdeeplearningandtheuseofconvolutionalneuralnetworks(CNNs)developedarevolutioninfacerecognition.Since
theyarecapableoflearningtoextracthierarchicalfeaturesfrom raw pixelinput independently,CNNs,whichdraw inspirationfrom
thehumanvisualsystem,have provedtobeextremelyeffectiveinimagerecognition tasks. SinceCNNsarecapableofidentifying
complexpatternsinfacialfeatureswithoutanymanualfeatureextraction,theyaremosteffectivefor activitiessuchasfacerecognition.
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CNNsarecurrentlythemostsophisticatedfacerecognitiontechnologyinexistence,moreaccurateandstrongerthantraditionalmethods
sincetheycanlearn from huge databases.

Il. RELATEDWORK
Research work led to the creation of CNN-based face recognition systems. Researchers have conducted crucial work on this
field which includes:
1) Heat et al. (2015) constructed deep residual net ResNet using skip connections to improve very deep CNN training
performance prior to witnessing superior results for face recognition applications.
2) FaceNetby Schroffetal.(2015)accomplishesimpressiveimprovementsonfacediscriminationinCNNsbasedonits deployment
of triplet-loss-function for face embeddings learning.
3) The deep face recognition architecture implemented by Facebook in DeepFace delivers near-perfect performance on
benchmark datasets including LFW (Labeled Faces in the Wild).
4) Sunetal.(2014)createdDeeplDwhichcollectsdiscriminativeinformationforfacerecognitionthroughmultipledeep neural
networks advanced approach.
Studies prove that face recognition methods based on CNN have made significant advancements due to architectures that
perform well with large data handling and generalization and minimal computational requirements. Deep Learning-Based
Methods CNNs are the backbone of contemporary face recognition systems
duetothefactthatdeeplearningmethodsemerged.Deepneuralnetworksdemonstratedthecapabilitytolearn
discriminativefeaturesfromrawimagedatadirectlywiththeinitialfacerecognitionmodelsDeepFace(Taigman et al., 2014). The
deep convolutional network and face-specific preprocessing allowed DeepFace to attain a human-level performance in face
recognition. The network learned recognition accuracy through training with over 4 million labeled face images that is a
showcase of deep learning capability in complex scenarios. Studies
provethatfacerecognitionmethodsbasedonCNNhavemadesignificantadvancementsduetoarchitecturesthat perform well with
large data handling and generalization and minimal computational requirements.
Deep Learning-Based Methods CNNs are the backbone of contemporary face recognition systems due to the fact
thatdeeplearningmethodsemerged. Deepneuralnetworksdemonstratedthecapabilitytolearndiscriminative features fromraw
imagedata directlywiththe initial facerecognitionmodels DeepFace(Taigmanetal.,2014). The deep convolutional network and
face-specific preprocessing allowed DeepFace to attain a human-level performance in face recognition. The network learned
recognition accuracythrough training with over 4 million labeled face images that is a showcase of deep learning capability in
complex scenarios.
TheVisualGeometryGroup(VGG)atOxfordUniversityreleasedVGGFaceasanadvancementsinceitemphasizeddeepnetworkswith
multiplelayersforextractingstrongfacialpatterns(Parkhietal.,2015). TheVG GFacemodelreachedthehighestperformancelevelacro
ssvariousbenchmarkdatasetsbyimplementingitsdeepCNNstructureforextractingfeaturesfromfacesintheLFW(LabeledFacesinth
eWild)datasetandothers. ThesuccessofVGG- Face proved that challenging real-world tasks require enhanced performance
when deepening and complicating neural networks.
Google researchers delivered FaceNet (Schroff et al., 2015) which revolutionized face identification through its capability to
embed face photos into spaces where geometric distances equate to face similarity levels. During trainingFaceNetemployed
thetriplet loss function which optimized thenetworkto determinehow similarpairs of faces should be. Through its method
FaceNet achieved exceptional scores across different facial recognition evaluations including MegaFace and LFW
competitions. FaceNet functions well in practical applications because its produced embeddings enhance the processing speed
of face verification and grouping and identification operations.
TransferLearningandPretrainedModels:
Utilizing transfer learning to improve pretrained models using domain-specific data is now the hot trend among
latestfacerecognitionliterature.Inthecaseoffacerecognitionproblems,pretrainedmodelssuchasResNet(He et al.,, 2016) and
Inception (Szegedy et al., 2015) have been broadly adopted as a building block. By fine-tuning the last layers on a face
dataset, such models, that were initially  trained on large image classification datasets
likelImageNet,aretransformedforfacerecognition.Thistechniquetakesadvantageofthedeepneuralnetworks' capacity to learn to
extract features and reduces training time and improves performance dramatically.
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1. FACE RECOGNITION USING CNN: OVER VIEW AND APPLICATIONS
Face recognition systems in the present day adopt CNNs because they extract high-level invariant information from images.
CNNs consist of multiple convolutional layers in addition to pooling layers followed by fully connected layers that lead to either
an output layer for classification or regression tasks.
TheusageofCNNsservesmultiplefunctionsinfacerecognitionsystemsincluding:
1) Face images undergo automatic discriminating element extraction through CNNs which identifies facial textures and
structural patterns and facial landmarks.
2) Afacedetection process takesplacebeforerecognitionforlocatingandnormalizingfacialregions.CNN models improve the
capability to identify faces regardless of their location in different backgrounds or scales.
3) FaceNetanditsequivalentmodelsapplythearchitectureofFaceEmbeddingGenerationtolearncompact face image embeddings
that support fast facial characteristic comparison.
4) Thecomparisonofembeddings throughCNNs enables verificationofasinglepersonbetweentwo photos and also helps
identify individuals from stored databases.
Facial recognition has become one of the most common biometric technologies because it offers effective precision-
basedpersonidentificationthroughfacialcharacteristics. CNNsaremoderndeeplearningmodelswhich revolutionized face
recognition systems by improving their operational capability together with their scalability and accuracy. A comprehensive
exposition of facial recognition with CNN follows this section along with discussions regarding different practical uses.
An Overview of CNN's Face Recognition Technology. The process of identifying individuals in digital images or videos by
analyzing facial features constitutes face recognition. CNNs demonstrate powerful ability to extract
hierarchicalfeaturesinrawpicturedataandhencebecomeeffectiveintacklingthisdilemma.Face recognition is one of the world's
most trending biometric technologies because it allows for proper person identificationusing facial
featuresanalysis.Convolutional Neural Networks (CNNSs) transformedface recognition systems by providing increased
performance in the aspect of scalability and robustness and increased levels of accuracy. This section gives a discussion of
actual applications for facial recognition using CNN in addition to a fundamentalintroductionofthetechnology.
AnOverviewofCNN'sFaceRecognitionTechnology:
Facial feature analysis is utilized by systems in order to verify or recognize individuals from photographs and videos using the face
recognition process. Unprocessed pictures can automatically train hierarchical feature representationsusing
CNNscreatingdeeplearningalgorithmswhichturnsoutbeneficialforthisspecificproblem- solving approach.
Theapplications which needreal-timefacial identificationheavilydependonCNNsystemsbecausetheyworkin social media
tagging systems, biometric authentication and security surveillance.

V. BENEFITSOFCNN-BASEDFACERECOGNITION

CNN-based face recognition systems show various advantages compared to traditional methods during face recognition

processes:

1) UnderchallengingscenariosCNNsfunctionatthestate-of-the-artforfacerecognitionwhileperforming reliably against factors
such as aging and occlusions and changing light conditions.

2) CNNs prove suitable for operational facial recognition applications targeting large user groups because they process
extensive databases consisting of numerous millions of photos.

3) CNNsautomatetheextractionofvitalimagefeatureswhicheliminatestheneedforhumanstomanuallypick features.

4) Documentrecognition occurs successfully in different scenarios because CNNs display resistance to posture changes and
lighting conditions as well as facial expression fluctuations.

Face recognition technology receives its remarkable performance enhancements and adaptability from Convolutional Neural

Networks (CNNSs) and their related advantages. The main benefits of implementing CNN- based facial recognition systems

consist of following elements:

e Excellent Precision and Accuracy Face recognition systems developed on the basis of CNN have an accuracy
rateastheexceptionalbenchmarktootherusualmethodsofrecognition. CNNsdeveloptheircapacityto recognize challenging
facial features and patterns at extreme lighting conditions through learning progressively fine-scale visual features from
the raw data. CNN gives better outcomes than other conventional methods PCA and LDA due to its combination of high
recognition accuracy with low error rates.
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e AutomatedFeatureAcquisitionTheautomaticinformationretrievalfunctionfromphotographsrepresents CNNs' main strength.
Traditional methods needed manual feature extraction yet this process proved difficult to execute correctly by humans
without causing too much work. The unprocessed input data directlyfeeds CNNs which enablesthemodeltoadaptitself
bylearningimportantedge andtextureand patterncharacteristics. CNNsworkexceptionally wellwithenormous
datacollections thatmakehuman- generated features impractical.

CNN-basedfacerecognitionsystemsprovidehighaccuracycombinedwithreal-timeprocessingaswellasscalable  operations and

robustness to different conditions alongside versatile features. Due to its numerous advantages CNNs serve as the top choice

for face recognition in various applications such as healthcare and security and
surveillanceandcustomerinteraction. AsdeeplearningadvancesfacialrecognitionthroughCNNsystemswillgain ~ more  essential
capability for present-day biometric technologies.

V. CHALLENGES IN IMPLEMENTING CNN FOR FACE RECOGNITION

ThepositiveresultsofapplyingCNNsforfacialrecognitioncomewithseveralcomplexchallenges:

1) The qualityoftrainingdataalongsidethe datavariabilitydirectlyaffectthe performanceofCNN-based systems.
Peopleexperiencedecreasingfacerecognitionsuccesswhenfacesshowvariousexpressionsand different postures together with
different levels of lighting conditions.

2) Deep CNN training processes require large computational power when it handles big datasets. Such limitations in
processing speed at times become a bottleneck in real-time operations.

3) DeepCNNmodelstendtodevelopoverfittingbehaviorafterlimiteddatasettrainingandlosetheirability to recognize faces that
were not part of the training material. The vital process of data augmentation along with regularization techniques helps
minimize overfitting risks.

4) Thepresenceofpartialfacecoveringssuchasglassesorhairormasksworsensperformanceproblemsfor face recognition systems.

5) ResearchshowsthatfacerecognitionsystemsbasedonCNNdisplaydiscriminatorybehaviorwhichaffectsgenderandracialgroups
orindividualswithdifferentethnicbackgrounds. Theimplementationoffairness and inclusivity needs to tackle identified
biases.

VI. CNNARCHITECTURESFORFACERECOGNITION

MultipleCNNarchitecturesdesignedforfacerecognitionbringuniquecharacteristicstothisfield:

1) ThedeepCNN namedVGGFacefeaturesan effective 16-19-layerdesignforfeatureextractionaccording to Simonyan &
Zisserman (2014). The facial recognition task often relies on the utilization of VGGFace.

2) The deep residual network ResNet (He et al., 2015) includes skip links to address the deep networks training restrictions
and vanishing gradient problems.

3) FaceNet uses the combination of deep CNN-based model architecture and triplet loss to create an embedding space
structure which minimizes face distance measurements effectively during recognition operations.

4) The use of angular margin loss within SphereFace (Liu et al., 2017) improves face recognition discriminability.

All these computing models demonstrate unique strengths for accuracy and efficiency and were able to achieve excellent

results across different datasets while accommodating varying scales.

VII. CONCLUSIONANDFUTUREDIRECTIONS

Facial recognition using CNN-based methods offers outstanding efficiency alongside scalability and operational strength

across different application scenarios. Face recognition systems based on CNN suffer ongoing issues in their systems related

to fairness together with computational complexity and data variability. Future research will concentrate on:

1) Model resilience development requires transfer learning application that integrates data augmentation approaches and
domain adaptation methodologies.

2) DevelopmentofCNNarchitecturesforreal-timedevice-basedfacerecognitionrequiresmoreresearchto  preserve  accuracy
levels.

3) Better picture obstruction and aging effect management techniques will enhance the accuracy level of face recognition
software.

4) Elimination and control of bias for face recognition models are an ongoing and difficult task to provide equitable and
inclusive solutions.
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Further development with CNN-based face recognition will depend on advancements in both model design
innovationandtrainingapproachesandoptimizationalgorithmstoenhancetheeffectivenessandavailabilityand accessibility of the

technology.
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