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Abstract: When it comes to sharing and exchanging various types of information, online social networks (OSNs) have become 

an increasingly popular and interactive medium in today's world. People who are connected to blogs and social networks see all 

of the publicly shared information, and it has a profound effect on the human mind. Messages or comments posted on a wall, a 

public or private area, may include unnecessary information or sensitive data. Thus, online social networks can benefit from 

information filtering, which can be used to help users organise messages written in public areas by removing unnecessary words. 

An information filtering system proposed in this paper may allow OSN users to control the posting and commenting on their 

walls directly. Every time a user posts a message, the message is intercepted by the filtered wall, which then applies Filtering and 

Black List Rules to it. The message will appear on the user's wall if it is not filtered or blacklisted.  

Keywords: Content Based Message Filtering, Demographic Filtering, Collaborative Filtering. 

I. INTRODUCTION 

For example, a social networking service can be used to connect people who share interests, activities, and a lot of human life 

information. The exchange of various types of content, including free text, image, audio, and video data, takes place on a daily 

basis. Users, particularly adolescents, are spending a significant amount of time on various social networking sites to connect with 

others, to share information, and to pursue common interests as social media has grown rapidly. No support is provided for 

preventing unwanted messages from being posted on user walls by social networks (OSNs). The majority of social network content 

is made up of short text, such as the messages that OSN users leave on the walls of specific public or private areas. Due to a lack of 

classification or filtering tools, a user receives all messages posted by the users he or she is following. Most of the time, the user is 

bombarded with a constant stream of notifications.  

Various communication technologies, notably online social networks, necessitate the development of additional security 

mechanisms. Consequently, today's Online Social Networks (OSN) are tasked with filtering information. For textual documents and 

more recently, web content, information filtering has been extensively studied.  

The ability to automatically control the messages written on one's wall by filtering out unwanted messages is one of the many 

benefits of message filtering. Filtered wall is an idea put forth by OSN users who want more control over the content that appears on 

their personal digital bulletin boards.  

Machine Learning is used to assign each message to a category, and Filtering rules are used to allow the user to specify which 

content should not appear on their walls. There are also Black List Rules that can be used to block a user from accessing the wall at 

any given time. Social networking sites will be protected by the proposed system. 

A.  Overview  

In today's world, electronic communication is a necessity. OSNs (online social networks) are used primarily for personal 

communication, while email is used primarily for official communication. Spam is the biggest problem that internet users are 

currently dealing with. Spam is a term used to describe unsolicited or unrequested electronic messages sent for the purpose of 

advertising, disseminating malicious code, phishing, or simply annoying the recipients. As a result of this, spam messages can 

spread very quickly because people have a tendency to believe and share content that has been shared by others. Spam is not only a 

waste of time for the users, but it can also result in financial losses. Spam is a difficult problem for internet users to deal with, but 

there are a variety of ways to combat it. 
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II. LITERATURE REVIEW 

A. Content and Identity Based Filtering 

Several studies in the field of spam detection have identified two broad categories of spam filtering techniques: content-based 

filtering and identity-based filtering. E-mails in the content-based category are parsed and graded based on spam-specific keywords 

and patterns. It is extremely vulnerable to poison attacks when using content-based filtering Spam e-mails contain a large number of 

legitimate words, making it less likely to be flagged as spam in a poison attack. The user maintains a whitelist and a blacklist of e-

mail addresses with identity-based filtering. These are vulnerable to impersonation attacks because they are based on the sender's e-

mail ID, which can be forged or hacked into to impersonate ordinary users. Spam filters must be able to withstand both of these 

types of attacks in order to work. Spam filtering is now more effective thanks to the addition of social network data to the email 

system. Some studies have also taken into account the trust, interests, and closeness of social network users in order to filter spam. 

However, because these factors are derived solely from social networks, they cannot be used to identify and classify spam emails. 

The e-mails were not classified based on any email-specific factors. Active learning-based spam message classification was 

proposed by Lizhou et al. (2016) to reduce classification time without sacrificing accuracy. Their work does not include the 

classification of e-mails that include images.  

Yuanchun et al. (2011) proposed a method based on local concentration that uses content to classify spam email. Lourdes et al. 

discuss content and identity-based filtering (2010). Congfu et al. have proposed a content-based fusion algorithm for spam e-mail 

detection (2014). E-mails are classified based on the voting strategies used by the different classifiers. Salehi et al. (2017) proposed 

the use of a fuzzy-based method for the classification of spam emails. Spam messages are analysed for structural patterns and a 

fuzzy-based approach is used to reduce the problem of noise points. Sang et al. propose an approach for spam message identification 

based on optimising parameters and selecting features (2011). According to Zhenhai et al., spam messages can be identified by 

examining the departing messages (2012).  

Gopi et al. (2018) discussed Features for spam message filtering in emails are selected using terms and category ratios based on 

term frequency and sample ratios. An economic metric method to improve the accuracy of spam detectors in e-mails was discussed 

by Fida et al. (2016). Amany et al. (2018) present a spam detection boosting method. 

If the content of the benign email matches that of unrelated spam, no false positives are produced. All messages exchanged between 

nodes in the system must be forwarded without revealing the identity of the sender. Every detail about previously visited nodes must 

be removed before the information can be sent on to the next node in order to be shared across a community. Peer-to-peer 

communication is the norm in the system. In their approach, bandwidth costs are reduced while spam detection rates are raised at the 

same time. The detection of malicious attachments in e-mails was discussed by Yehonatan et al. (2018).  

Ismaila et al. (2015) Also proposed an improved swarm optimization spam detection model for e-mail. In the Negative Selection 

Algorithm (NSA), a detector is generated using Particle Swarm Optimization (PSO), which uses a stochastic distribution to model 

the data (NSA). Particle swarm optimization and negative selection algorithm were used in conjunction. When compared to the 

NSA and PSO models, the performance and accuracy of the e-mail spam detection model.  

III. SOCIAL NETWORKS FOR SPAM FILTERING 

 Haiying et al. (2014) put forth the idea of using social network data to filter the spam messages in e-mails. In addition to the social 

network factors, it employed a content-based and identity-based spam filtering technique. E-mails in the content-based category are 

analysed for spam-related keywords and patterns. Impersonation attacks, in which the identities of ordinary users are impersonated 

by forging their IDs or compromising their computers, are very common in the content-based category. A whitelist and blacklist of 

e-mail addresses are maintained by the users in identity-based filtering systems. This is because they are based solely on the e-mail 

addresses of the senders, which are more susceptible to poison attacks. Spam e-mails that have a lot of legitimate words added to 

them are less likely to be flagged as spam. E-mail systems used only a limited number of social network factors to distinguish 

between legitimate e-mails and spam, such as closeness, interest, and trust. The use of Bayesian spam filters resulted in better 

accuracy, protection against attacks, and a more efficient method of identifying spam. The trust and interest factors in email 

networks were not taken into account in this study. Chao et al. (2013) introduced The use of machine learning to identify spammers 

on Twitter. Based on a large dataset of millions of tweets, the empirical analysis was conducted. In order to identify spammers on 

Twitter, a neighbor-based detection feature was employed. Twitter spammers were identified through the collection and validation 

of evasion tactics based on profile features. The number of followers, the number of tweets, etc., were used to identify spam 

accounts on Twitter. The spammers' evasion tactics, including 24 detection features, were studied extensively and several detection 

features were examined. On the other hand, the datasets crawled from Twitter and classified as benign only included those accounts 

that had never posted malicious URLs, even though some of those URLs may be malicious. 
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Xianghan et al. (2015) proposed Spam detection method for social networks. A supervised machine learning approach to spam 

detection was proposed. The message's content and the user's behaviour were taken into consideration when implementing some key 

features. To identify spammers, the SVM classification algorithm was used with feature selection algorithms to identify the most 

important features and their weight. In addition, the feature extraction method was based on statistical analysis and human selection. 

However, the solution performs very well when the true positive rate of spammers and non-spammers is taken into consideration. 

A. E-Mail Categorization 

Mostafa et al. introduced attentive learning for e-mail categorization (2016). There are a lot of emails being sent out every day, and 

e-mail categorization is a hot topic. The dynamic behaviour of users is simulated while their new e-mails are categorised by an 

attentive learning approach for automatic e-mail categorization. Based on the actions of the users, researchers examined the different 

ways emails can be classified. E-mail categorization can be achieved by classifying the various aspects and structure format of an 

email as a feature set, which is a subset of the entire feature space, for an incoming message. After that, a sequence of the feature set 

was chosen for further study. 

Decision Tree, Support Vector Machine (SVM), and NB classifiers were all compared to the Random Forest algorithm (RF) to see 

how well they performed. Only the user's classification of files and e-mails were successful in determining whether or not the 

automatic system was successful. E-mail folders are a major problem because the subject matter changes over time. Thus, the 

effectiveness of co-training for spam filtering was evaluated. As Iryna et al. (2013) explained, evolutionary algorithms can be used 

to improve the performance of spam filters. According to Faeze and colleagues (2019), the NB classifier can be used to identify web 

spam. 

 
Figure 3.1 Usage of e-mail domain by social network users 

Szde Yu (2015) proposed Digital forensics faces a major hurdle here. Thousands and hundreds of artefacts were used in the digital 

investigation of the crime. Only e-mails are capable of generating a large amount of data and information. There have been 

numerous scenarios drawn from real e-mail forensics investigations. Criminals can use e-mail spamming as a means of reaching 

potential victims and facilitating their schemes. There are no forensic tools that can reliably detect spam e-mails, so digital 

investigators must have the necessary knowledge and patience to find out how crucial data is being sent out through content 

analysis. Detecting e-mail spam while minimising false positives and minimising false negatives is the primary concern in the field 

of e-mail spam detection. 

IV. EFFECTIVE FILTERING OF UNSOLICITED MESSAGES FROM ONLINE SOCIAL NETWORKS 

A. Introduction  

One-on-one networking (ONN) has become an essential part of modern communication. Everyone has a good time on social media, 

regardless of their age. In addition to their many advantages, OSNs have a number of drawbacks, the most prominent of which is 

spam. Sending unwanted or unwelcome emails, microblogs, instant messengers and so on is known as spam. It's a nuisance and a 

waste of time for everyone who has to deal with it. It's currently impossible to tell whether an email is spam or not based solely on 

the content of the message. Some machine learning techniques are used to assist in spam detection, but the unit of measurement is 

different for each type of spam and has different effects on web users. 
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The advantages of the BF and SF over other approaches have made them popular. Faster convergence with the BF than with other 

models based on the probability values. In addition, it only requires a small amount of training data and is simple to implement. 

Both classes are further away from the SF than they are from each other. This is the case for feature vectors located near the 

separating plane, where disruptions are less likely to have an impact on them This means that even though there may be an 

interruption, the feature vector will not be affected. The SF performs well in high-dimensional space, has a high classification 

accuracy rate, and a wide variety of kernel functions. Each one is designed for a specific type of data. For non-linear datasets, the 

appropriate kernel functions are used to separate them. Overfitting can be avoided by incorporating soft margins. Slack values are 

added to soft margins, and error rates are calculated by taking into account the slack values. Soft margins and acceptable slack 

values can help reduce error rates. For text classification, the two classifiers mentioned above are excellent, but they are not 

sufficient for effectively classifying messages from the OSN. 

B. Identification and Filtering of OSN Spam  

Spammers use the internet to distribute a variety of spam, including text spam, URL spam, review spam, comment spam, and more. 

So, researchers came up with a variety of methods for detecting spam. In De Wang et al., URL spam can be detected by mapping 

URLs to destination URLs (2015). The invalid or inactive URLs were then filtered out, and the URL analysis was completed. In 

order to categorise URLs, a number of trends were taken into consideration, which included statuses with unique URLs. URL spam 

can be detected using a Markov chain model that is then converted into a classifier. For the most part, spam URLs are of a higher 

quality than legitimate URLs. Spam URLs can be identified and filtered out based on these values. The spam URLs can be sent via 

text message or tweeted. URL spam can be identified and then filtered out by matching specific patterns of URL spam. The features 

of tweets are first extracted, and then the classifiers are trained on the dataset. Tweets that were captured at a specific time are also 

captured and sent to the classification model for analysis. When it comes to spam tweet detection, Chao et al. compare the 

performance of a variety of machine learning algorithms (2015). 

Spammers can disseminate their spam through social media by posting or commenting on irrelevant texts. Different machine 

learning approaches to combating spam comments were discussed by Mansour et al. (2015). Some of the features like post-

comment similarity, inter-comment similarity, length of comments, phone and email information, number of words in comments, 

interval between posts and comments, URL link, black words list, stop words ratio, and word duplication ratio were extracted to 

detect spam.... Spammers use a variety of methods to disseminate their spam, including OSN. With the rise of online shopping, 

customer reviews are critical for product sales, but there is no way to monitor who is writing them. It's possible that this type of 

review spam will have an impact on a product's sales. According to Siddu et al. (2015), spam detection techniques have been 

reviewed in the literature. Review spam was discovered using sentiment analysis, which looked for a review's rating as a function of 

the review's content. When a review's content exceeded a predetermined threshold, it was flagged as spam and removed from the 

site. 

V. SPAM DETECTION TECHNIQUES 

When it comes to catching spam, data mining techniques play a critical role. Mohammad Noor et al. provided an overview of 

various social media data mining techniques (2016). Data quality was assessed using quality assessment rules. If the quality score is 

greater than some threshold, the data is reliable. This quality score was maintained as a cutoff point. Some questions could only be 

answered by using the data extraction method. In addition, we used the reciprocal translation technique. Data mining was also used 

to find the anomalies. 

For anomaly detection, a variety of techniques were used: behavior-based techniques, structural methods using graphs, and spectral 

methods, all of which were discussed in Ravneet and colleagues (2016). The internal content of send and receive messages was 

analysed to detect unusual behaviour using the behavior-based technique's content-based filtering. A graph metric was determined 

for each node using the structure-based technique, and the nodes had different values when compared to those of the anomalous 

users. A simplified algorithm known as SPCTRA was used to partition the network using a spectral-based technique that eliminated 

links between nodes. Subgraphs with dense subgraphs were created for attackers and anomalous users. Tingmin et al. carry out the 

word-to-vector identification of spam messages in twitter (2017b). Spam detection in OSNs is done using the usual methods. 

Manajit et al. conducted a study on the current state of spam detection in social networks (2016). It was used to detect web spam and 

spammers using a co-classification framework, as well as least-square SVM classifiers (both linear and non-linear). To determine 

whether a review is spam or not, features such as similarity to other product reviews, similarity to reviews of alternative products, 

the frequency with which a reviewer or a product is reviewed, and repeatability measures are used. 
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In Ruxi et al., the classifiers for detecting comment spam in social networks were described (2015). Sample selection, extraction of 

words from a sample and generation of the results are the four stages of classifier construction. An internet search engine, or "web 

crawler," is used to gather information about a web page's content and then weed out words that are irrelevant. This was followed by 

the creation of a classifier and its subsequent validation testing. 

The manual annotation of comments and word segmentation were used to ensure the accuracy of the calculation of comments based 

on manual tags. Surendra et al. discussed content-based filtering in a semi-supervised manner (2018). 

VI. CONCLUSION 

E-mail and OSN spam is a problem for users, despite the fact that so many spam message filtering techniques are available in real 

time. In addition to irritating the users, spam messages can cause financial losses and a loss of trust between the users. In order to 

identify and filter spam messages without causing problems for the end users and the service providers, an effective method is 

needed. It is the focus of the proposed model to identify and filter out unwanted emails and messages from the OSN. In order to 

enhance the filter's performance, the proposed effective spam e-mail identification and filtering mechanism takes into account 

factors from social media and email datasets. In addition to e-mail features such as trust, reputation, and interest, social network 

factors such as the strength and degree of connection between the users are taken into account. Logistic regression is used to 

combine the independent variables. Using the OCR method, spam can be effectively categorised by finding the text in the images 

that appear in the incoming e-mails. 
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