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Abstract: Financial Fraud has become a critical problem as there is a continuous diverse increase in digital payment services,
this makes the Ousers as well as the financial institutions to get exposed to fraudulent attacks. Traditional approaches often fail
to respond to new and evolving patterns of fraud in transactions. This leads to drop in accuracy and faster response. This study
addresses that limitation, by using confidence based machine learning for fraud detection system which is designed to detect
suspicious activity in real time. This model uses a combination of SMOTE which is used for data balance and Gradient Boosting
a classification algorithm to improve detection performance. Using metrics like transaction behaviour and patterns this system
can classify legitimate and fraudulent activities with better reliability. And the Experimental Results show the decrease in False
positives and a better accuracy of 0.97, precision of 0.89 for fraudulent type transactions, recall of 0.74 and ROC score of 0.932,
this analysis gave good results and better findings. And also the model has proved to perform better at detecting Fraudulent
Transactions. The model was implemented on a Flask based backend which uses MongoDB Atlas as it's Data Base. This solu-
tion has a real time monitoring, providing security measures like OTP based authentication, device blocking and email alerts
which prevents unnecessary classification based on confidence. All of these are integrated into a web-interface, where features
like transaction history, account analytics and notifications are included. This solution provides a way to integrate software and
machine learning methods for real-world systems to increase in efficiency for detection and prevention of financial frauds.
Keywords: Fraud Detection, Machine Learning, Flask, MongoDB, Cybersecurity, SMOTE, Gradient Boosting

L. INTRODUCTION
The increase in the number of financial transactions using digital methods and e-Commerce services has changed the way consum-
ers usually perform transactions. This is happening because of new digital services like wallets, online payment and online money
transfer which are convenient to the consumers. This ultimate lead to increase in electronic financial transactions. But this rapid
expansion also had its
consequences, called fraudulent activities like phishing, unlawful access and synthetic identity fraud. According to International
CyberSecurity Statistics(ICS), these financial frauds has increased to the point, where its now causing billion dollar loss annually,
effecting both Financial Institutions and consumers. Therefore real time Fraud Detection and prevention has become a critical aspect
and research challenge.
The Traditional Fraud Detection Systems rely on predetermined patterns, or thresholds. These algorithms can detect some frequent
fraud patterns, they fail to learn constantly evolving strategies used by fraudsters. When faced with automated scripts, proxy net-
works, or other advanced methods traditional systems are less effective in detecting or preventing such fraudulent transactions. Not
only that traditional systems often have high false positives as well. To compensate these problems faced by traditional systems,
machine learning along with data driven decisions in real-time prove to be useful. These kind of systems where machine learning is
integrated, analyse human behaviour during payments and try to find new patterns for fraudulent actions. And overtime these get
better as more data is generated in real time and is available for analysis by capturing statistical data and behavioral patterns. Alt-
hough, explainability, latency constraints,intrgration with secure systems,class imbalance are some challenges related to intergrating
Machine Learning in such practical contexts of digital payments. Many academic studies or research focus on model accuracy.
This work introduces FraudShield, which is a full-stack fraud detection and prevention system, which has confident based machine
learning techniques. This solution has a combination of fraud prediction pipeline with a confident metric and end to end protection
through security protocols. This work uses feature engineer techniques which identifies the user patterns and user transactional sta-
tistics like variation in geolat location, transactional frequency, recipient diversity, transaction timing. And Uses the HISTGRADI-
ENTBOOSING CLASSIFER to give a confidence score of classification which flags or sends the score to the decision engine for
further verification, the model is trained on a synthetic dataset

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 8312




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 14 Issue IV Apr 2026- Available at www.ijraset.com

which generates real transactional data with also equal number of fraudulent points for training the model to avoid underfit. The

SMOTE is layered upon this to reduce the class imbalance, using this the model learns patterns associated with fraudulent markers.

Fraud Shield has a end to end software development architecture including a web based interface, a backend based on Flask, and a

cloud based database. This allows real time transaction capture and can provide fraud score through API before the transaction

could take place. It has security features like Security PIN, OTP based verification and automatic device blocking method. This

work also implements Flask-Mail in backend to send OTP and device logging alerts in real-time to prevent risky events, and this

keeps a timely response to user. The system also allows for administrative access on role base, and this allows for reviewing fraud

alerts and providing feedback so the model can get better a predictions. This makes the interface both interactive and practical.

Experimental results show that FraudShield works well in classification on synthetic data, with an accuracy of 0.97, precision of

0.89, recall of 0.74, and ROC AUC score of 0.932. The system's modular design supports scalability and flexibility across banking,

fintech, and e-commerce applications.

Upon experiments on the synthetic data the results show that the system works well and proves that the design supports for scalabil-

ity and shows flexibility for banking and e-commerce applications. The results were with an accuracy of 0.97, a precision of 0.89,

recall of 0.74, and ROC AUC score of 0.932.

The milestones of this work goes around feature engineering, model development, security protocols. This makes this research a

complete end to end system development.

e The feature engineering which maps the geographical location, user behavioural data like Average transaction amount, recipient
patterns, transaction frequency, device usage and Time based data like time of the day, day of the week.

e The gradient boosting and SMOTE handling imbalance of class, which enhances the models effectiveness.

e The Implementation of security measures like OTP verification, device fingerprinting, and email notification to tackle a fraud
response.

1. RELATED WORK
This work uses the Synthetic Minority Oversampling Technique (SMOTE) which handles the class balance and the Gradient Boost-
ing for efficient learning and classification.
And implements end-to-end security layers. On the other hand the other studies related to financial fraud detection uses various other
strategies like Random Forest, Neural Network and Logistic Regression. But the problem with these techniques is that, there is no
class balance on training data on fraud, they have less data points to train on fraud cases compared to legitimate ones which leads to a
poor minority class learning.

Ill.  ARCHITECTURE AND SYSTEM DESIGN
Three main parts make up FraudShield's architecture: a machine learning model pipeline, a Flask-powered backend API, and a web-
based interface. The Flask backend manages all requests, processes inputs, and provides predictions in real time, acting as the main
conduit between the deployed fraud detection model and the user interface.
The system effectively stores and manages user profiles, transaction records, OTP data, and fraud warnings using MongoDB Atlas, a
cloud-hosted NoSQL database. This makes it possible to handle data in a secure and scalable manner, enabling rapid updates and re-
trieval during transactions and authentication procedures.
Both administrators and users can access interactive dashboards through the frontend interface. While administrators can upload da-
tasets, train models, and examine transactions that have been flagged, users can conduct transactions, check their account balance, and
keep an eye on recent activity. Additionally, the dashboards improve usability and decision-making by displaying visual statistics like
total transactions, fraud counts, and summaries of recent activity.
In order to examine transaction parameters including transaction amount, time, device ID, IP address, and user behavior patterns, the
system also incorporates a trained machine learning pipeline that is loaded via joblib. The program determines a fraud probability
score based on these characteristics and instantly categorizes transactions as either fraudulent or lawful.
Lastly, a variety of contemporary technologies, including as Flask, Scikit-learn, Pandas, and MongoDB, are used in the construction
of FraudShield, guaranteeing a reliable, scalable, and effective fraud detection system that can manage real-time financial transac-
tions.
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Figl. System Architecture of FraudShield.

as the primary link between the user interface and the deployed fraud detection model. MongoDB Atlas is a cloud-hosted database
used to maintain user profiles, transaction records, and alert data. The frontend interface’s dashboards let both users and administra-
tors to keep an eye on transactions, review fraud alerts, and access visual statistics.

V. FEATURE ENGINEERING AND DATA GENERATION

The dataset used to train the model was constructed using Python and the package Faker to replicate real user activity and transac-
tion patterns. These records have information such as the amount, transaction type, geographic distance in kilometers, and an IP
change indication. To maintain a expected precision, the script repeated transactions over multiple days and devices.

Feature engineering added new indicators such like the hour of the transaction encoded, the average amount of the preceding ten
transactions, the number of unique recipients, the distance from the previous known location, and the time difference since the last
transaction. This enhanced the model performance. These artificial characteristics improved the model’s ability to distinguish be-
tween legitimate and fraudulent behavior, enabling it to capture complex, non-linear transaction processes.

Data Preprocessing

Handling Outlier
Missing Values Detection

Feature
Engineering

Engineered Features

Fig 2: Feature Engineering Workflow for FraudShield.

V. ML MODEL AND METHODOLOGY
The FraudShield Feature Engineering Workflow shows how transactional data that hasn’t been handled can be transformed into valu-
able model inputs.
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A. Model and Methodology for Machine Learning

The foundation of FraudShield is a supervised learning pipeline that differentiates between legitimate and fraudulent transactions us-
ing a mix of statistical, behavioral, and contex-tual factors. Because raw transaction logs vary widely in type and structure, the initial
step is to convert them into a uniform, useful feature set appropriate for training and inference.

B. Overview of the Pipeline

The machine learning workflow is implemented as a single pipeline and includes preprocessing, class imbalance management, and
classification. A ColumnTransformer allows for the simultaneous processing of numerical and category properties. Z-score normali-
zation is used to standardize numerical data, including amount, time of day, rolling averages, and geo-graphic distance, in order to
improve convergence and prevent features with large scales from dominating learning.

Both categorical data like transaction type and binary markers like known recipient and IP change status are encoded using one-hot
encoding. The classifier can identify the influence of each category without assuming anything about ordinal relationships by trans-
forming each category into a binary vector.

The encoded categorical attributes are combined with the processed numerical data to generate a single feature matrix that is used as
the classifier’s input. When every step is contained within a scikit-learn pipeline, the same transformations are carried out consistently
during training and deployment.

C. Managing Class Inequality

In actual financial databases, fraudulent transactions usually make up fewer than 1%to 5# of all transactions. If a classifier is trained
on such uneven data, it can favor the majority class and ignore actual fraud instances. To address this, FraudShield uses the Synthetic
Minority Over-sampling Technique (SMOTE) throughout the pipeline. SMOTE generates synthetic minority samples by interpolating
between existing fraud samples and their nearest neighbors. By extending the fraud class representation without duplicating data, this
allows the classifier to learn a more expansive decision boundary. SMOTE is only used on training data in order to prevent data leaks
and preserve the integrity of test results.

D. Choosing a Classifier: HistGradientBoosting

Fraud-Shield's main classification model is the HistGradientBoostingClassifier, a very effective variant of gradient-boosted decision
trees. The foundation of gradient boosting is the sequential, additive creation of a group of decision trees, each of which is trained to
fix the lingering defects of its predecessors. Gradient boosting is very good at gathering intricate, non-linear correlations within trans-
actional data because of its iterative refining. Histogram-based optimization of the classifier, which initially groups features Another
performance benefit is the division of data into discrete histogram bins rather than analyzing each potential split point for continuous
features.

By doing this, computational overhead is greatly reduced without compromising forecast quality. Because it can analyze massive
amounts of data with little memory usage and quicker training cycles, the model is particularly well-suited for use in settings requir-
ing high throughput or near-real-time fraud detection. A reliable and scalable method for recognizing complex fraud patterns across
several transaction streams is provided by combining the excellent learning capabilities of gradient boosting with the histogram-based
efficiency benefits.

HistGradientBoosting can capture complex non-linear correlations and feature interactions, it was chosen.

e It can handle both numerical and category (en-coded) data.

e It connects to scikit-learn pipelines with ease for deployment.

The model is trained using a stratified train-test split in order to maintain the original fraud-to-legitimate ratio. The classifier produces
a probability score that indicates the possibility of fraud during prediction. To better balance fraud recall and false alarm rates, Fraud-
Shield employs an enhanced threshold of 0.3 rather than the conventional 0.5 level.

E. Methods of Evaluation

A number of indicators, including accuracy, precision, recall, F1-score, and ROC AUC, are used to assess the FraudShield model's
performance. These steps are crucial in financial fraud detection scenarios since unnoticed fraudulent transactions can result in large
financial and operational losses. While precision concentrates on the percentage of anticipated fraud episodes that are actually fraudu-
lent, helping to minimize needless system warnings, accuracy offers a high-level measure of total correctness.
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Recall measures the model's ability to identify real fraud, which is crucial for reducing fraudulent activity that remains unreported.
The F1-score is especially helpful in highly unbalanced datasets since it provides a fair representation of precision and recall. Addi-
tionally, the ROC curve assesses model behavior at various threshold levels, demonstrating its ability to distinguish between legiti-
mate and fraudulent behavior.

By clearly separating true positives, false positives, true negatives, and false negatives, the confusion matrix enhances these metrics
and enables more thorough diagnostic investigation of model outcomes.

With a ROC AUC score of 0.932, FraudShield showed excellent discrimination between fraudulent and legitimate transactions. Over-
all findings verify that a dependable system for real-time fraud detection is produced by combining specific characteristics, SMOTE
balance, and histogram-based gradient boosting.

Table -1
Performance METRICS ON SYNTHETIC DATASET
Metric Value
Accuracy 0.97
Precision (Fraud) 0.89
Recall (Fraud) 0.74
ROC AUC 0.932

ROC Curve - HistGradientBoosting (Tuned)
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Fig. 3. ROC Curve showing model discrimination performance.

VI.  SECURITY AND INTEGRATION LAYER
To guarantee secure financial transactions, FraudShield integrates a number of helpful security mechanisms. User registration, au-
thentication, and transaction processing are handled by the Flask backend. Before any changes are made to the MongoDB balance
data, the machine learning model assesses every transaction.
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Security Features:
e OTP Verification: implemented with Flask-Mail to confirm PIN updates and sensitive user actions.
e Device Fingerprinting: This reduces the likelihood of unwanted access by momentarily preventing.
o Automated Email Delivery: Instant notifications are sent for high-risk transactions, new device logins, or unexpected user activ-
ity to guarantee prompt user awareness.
To lower risk and guarantee system integrity, a specific security workflow synchronizes the detection, user validation, and remedia-
tion operations.
VIlI.  SECURITY AND INTEGRATION LAYER
The User interface has several HTML pages with modules for administrative supervision, transaction processing, alarm monitoring,

login, and registration.

Security
Measures

SECURITY WORKFLOW

Threat
detected?

Logging & Remeqiation
Monitoring Actions

Fig. 4. Security and Integration Workflow in FraudShield.
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Fig. 5. FraudShield Web Dashboard for Users and Admins.

The dashboard makes it easier for clients to analyze their financial actions and comprehend model est mates by showing transaction
history, fraud alerts, and system activity.

VIIL. RESULTS AND DISCUSSION
The model showed excellent predictive ability and high precision on the minority (fraudulent) class. The ROC AUC of 0.932 indi-
cates robust discrimination abilities. The precision recall trade-off shows balanced sensitivity for real-time fraud detection, where
false positives must be minimized.
A comparative analysis revealed that the HistGradientBoostingClassifier outperformed Random Forest and Logistic Regression
baselines in recall and ROC AUC while maintaining computational efficiency suitable for Flask deployment.
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IX. CONCLUSIONS AND FUTURE SCOPE
This work demonstrates that it is possible to combine machine learning with modern web technology for secure, real-time fraud
detection. FraudShield showed excellent accuracy and scalability on synthetic datasets, and its architecture allows for future applica-
tion to real-world financial APIs.

Future enhancements consist of:

e Blockchain technology for transaction records that cannot be changed,

e Sequential fraud analysis using deep learning modelse such as LSTM,

e The development of a federated learning version for training models that protect privacy across banks.
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