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Abstract: A graphical password authentication is a form of authentication where users select a picture, image, or sequence as 

their password. Graphical passwords are an alternative to alphanumeric passwords in which users click on graphical images 

rather than typing alphanumeric characters to authenticate their identity. This method has gained popularity due to its ease of 

use and ability to provide better security than traditional alphanumeric passwords. This research paper provides a 

comprehensive study of graphical password authentication, including its history, types, advantages and disadvantages, security 

concerns, and future developments. The paper also includes a review of related research on graphical password authentication 

and its effectiveness in different settings. 
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I. INTRODUCTION 

Authentication is a crucial part of the security system, as it provides access control to the users. The traditional authentication 

method involves the use of alphanumeric passwords, but this method has several limitations, such as the difficulty of remembering 

complex passwords and the potential for password cracking. Graphical password authentication is an alternative method that has 

emerged in recent years as a more user-friendly and secure approach. This method allows users to select a picture, image, or 

sequence of pictures as their password. Graphical password authentication has gained significant attention in recent years, and 

several research works have been conducted to evaluate its effectiveness and security. This research paper aims to provide a 

comprehensive study of graphical password authentication. Verification is the process of determining if a client should be granted 

access to a given framework or item. It is a fundamental area of safety investigation and practice. Alphanumeric passwords are 

widely used for authentication, however other methods, such as biometrics, are also available today. In any event, there are 

problems with these optional developments. As a result, passwords remain prevalent and are expected to remain so for some time. 
 

II. MOTIVATION 

The primary motivation for graphical passwords is to make it easier for people to read or understand graphical content. It has been 

observed that cracking the graphical security mechanisms is difficult with conventional assaults. Graphical secret phrase plans have 

been presented as a potential alternative to conventional validation methods, owing to the fact that people can successfully recall 

images. Pictures, overall, are easier to remember or perceive. This research paper aims to provide a comprehensive study of 

graphical password authentication. Graphical password authentication is not a new concept, and it has been in use since the 1970s. 

The first graphical password system was introduced by Blonder in 1970, which used a touch screen to draw a signature for 

authentication. However, the technology was not advanced enough at that time, and the system was not implemented. In the 1990s, 

several researchers proposed graphical password authentication methods, including PassPoints, which used a grid of images, and 

Graphical Passwords, which used a combination of colors, shapes, and images. These systems provided better usability and security 

than traditional alphanumeric passwords. GPA has several advantages over traditional alphanumeric passwords. It is easier to 

remember than alphanumeric passwords, as users can select graphical elements based on their memory or personal preferences. 

Furthermore, GPA is more resistant to dictionary attacks than alphanumeric passwords, as the number of possible graphical 

combinations is significantly higher than the number of possible alphanumeric combinations.  

 

III. LITERATURE REVIEW 

1) "Graphical Password Authentication" by Shraddha M. and her colleagues. They created a graphical approach for passwords in 

which showed some of the most powerful graphical techniques for passwords, such as multiple-image basis passwords, in 

which a number of figures are visualized to the user and they must choose some of them. Following the grid base scheme, 

which is a simple item, no additional displays are necessary. Next, there is the Triangle scheme, which has a protruding surface 

and a large selection of images to choose from. The most important feature in this study is the calculation of the username base. 

As a result, there is frequently a new scheme that provides solutions to several faults with the present system, "A New Password 

Scheme which is Graphical That Is Resistant to Shoulder-Surfing". 
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2) Patrick al. identified the least strong link in computer system security: human mistakes. The major areas in which humans 

interact with computers intentionally include Security operations, authentication and the development of secure systems are all 

areas of expertise. This section focuses on authentication. Since we currently are on the subject of authentication, it's very 

critical to realize that it's a function in which the user gives a proof to the system in order to receive services. 

3) The security properties of graphical authentication are discussed in this study. Different graphical password schemes take 

different ways to preventing cyber-attacks. As you know, graphical passwords are simple to remember and provide strong 

security. As a result, graphical password schemes provide higher levels of security than text-based passwords. Examples of 

graphical password authentication attack resistance include shoulder surfing, brute force, dictionary attacks, guessing attacks, 

malware, and social engineering assaults. 

4) Jermyn et al. devised the concept of sketch a secret, which allows users to draw passwords that have nothing familiar. The 

person is provided a 2d grid-based platform on which to design a uncomplicated artwork, as illustrated in Fig 1. During 

authentication, the user is eager to repaint the image. Only when the image goes through the identical sequence of grids as 

during the registration step is the user verified. Grid is a simple object that does not require any further displays. Disadvantages: 

Sequence during authentication or grid Because it is only a drawing, it may not be the same.  

5) Jensen et al. proposed an image password strategy for PDAs in which the person was questioned to choose a theme with 

dimensions of 40 x 40 were presented in a 5 X 6 matrix on the basis of a preset subject; the operator had to select appearances 

from the matrix using a stylus. A password is developed by recording a order which is numerical based on selection of photos. 

During the login period, the person must recognize the same photos in the same sequence. The main flaw was that the password 

space was limited because the number of photos was limited to 30. 

6) Real User Corporation developed passfaces, a product that is supported by the notion that the human brain can instantly 

recognize familiar faces. The user must select four options during registration. If the user accurately recognizes four passfaces 

twice in a row, the registration process is complete. A screen questioning for login with a grid of faces is given to the user via 

the login. The user must choose 4 faces, one from every of 4 grids of nine faces. Passfaces are predictable because they are 

influenced by competitiveness, gender, and beauty.  

7) Patrick al. identified the weakest link in computer system security: human factors. The major areas where humans should 

interact with computers intentionally include authentication, security operations, and developing secure systems. Authentication 

is the focus of this section. Since we are on the subject of authentication, it's important to realize that it's a function in which the 

user gives a proof to the system in order to receive services. 

8) Davis al created own Faces version and organized a long-term user research. The results indicated that people will remember 

their photos properly, but that chosen passwords were easily guessable. Davis al. suggested Story, an alternate approach that 

used ordinary images rather than faces and asked users to select photos in the appropriate order. As a memory aid, users were 

urged to compose a story.  

9) Sobrado and Birget devised a technique for preventing surfing attacks. During registration, the person was asked to choose 

things from a list of presented things. At login time, the user must select the items indicated during registration and then strike 

inside the convex hull formed by the objects. 1000 items were used during the login procedure to expand the password space. 

The display, on the other hand, became clogged, making it difficult to locate pass-objects. Greg Blonder pioneered a recall-

based graphical password technique in 1996. In general, graphical password procedures are divided into two categories: 

recognition-based graphical techniques and recall-based graphical techniques.  

10) Wiedenbeck et al. proposed a system in which the operator must select a background. The user can randomly click on the image 

to register the order of click points on the image to be used as the password. When login in, the operator must click on points 

like they did during registration. If the click points are within the predefined level of tolerance, they are tolerated. This strategy 

provides a lot of password space.  

11)  Grinal Tuscano et al. proposed a two-step graphical password authentication method based on Pass faces. To create a system 

that is both user-friendly and tough to crack, we mixed visuals and text. The initial photos chosen by the user are extremely 

vulnerable to guessing attempts.  

12) Man et al. created an algorithm to resist shoulder surfing attacks. In this approach, the user selects a large number of 

photographs as pass-objects. Every so-called passobject contains multiple variants, and each variety is assigned a code that is 

unique in nature. The user is given with a variety of objectives and situations during authentication. Each scene contains a big 

number of pass-objects (each in the form of a randomly selected variant) as well as a huge number of decoy-objects. The user 
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must specify the unique code that corresponds to the different versions of the pass-objects in the scene, as well as the code that 

specifies the pass objects' relative location in reference to a pair of eyes. 

13) G.E Blonder proposed a technique in which a picture is accessible to the user through tap parts, and the user must authenticate 

by clicking inside those tap areas in a specific order. The main downside of this design was the lack of memorable password 

space, as well as the user's inability to click where he desired due to already arranged sections. 

 

IV. PROBLEM STATEMENT 

An alphanumeric password is an old and widely used authentication technique. In practice, this old method is an insecure system. 

For example, if the user does not choose a strong password, the attacker may use an easily guessed password. The user may use the 

same password for multiple devices or websites. All of these are unsafe characteristics for normal users. And authentication is one 

of the critical security points where the user bears active responsibility for the security of their personal information. If we employ 

an old traditional password system, we may be vulnerable to dictionary attacks and brute force attacks. 

 

V. COMPUTER AUTHENTICATION 

Authentication [1] is the procedure by which a user proves their identity to a system or server. Entering a username and password 

when logging into a website is a common example. There are numerous forms of authentication. 

1) SFA (single-factor authentication). 

2) Two-factor authentication (also known as 2FA). 

3) MFA (multifactor authentication). 

Authentication permits legitimate users to gain access to the computer. If the authentication does not match, the unauthorized user 

will be refused access. Any digital system or site that needs to know who the actual authorized user is will employ this 

authentication mechanism. Even authentication is used to determine which resources the user has access to and which are denied 

access to, when the user has access to the resource, and how much of the source the user can consume. 

Typically, server authentication requires the usage of a login and password. Other methods of authentication include cards, retina 

scans, voice recognition, and fingerprints, for instance. Client authentication often entails the server supplying the client with a 

certificate that a trusted third party, such as a bank, expects from the client. Authentication does not define which activities or files a 

user may conduct or view. Authentication merely identifies and verifies the identity of the user or system. 

The primary goal of authentication is to grant authorized users access to the computer while denying unauthorized user access. 

Passwords, physical identification, and biometrics are three methods used by operating systems to identify and authenticate users. 

 

VI. METHODOLOGY 

A. Flowchart 

 
Figure 1 Flowchart for proposed system 
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B.  Sequence Diagram 

 
Figure 2 Sequence diagram for proposed system 

 

C. Modules 

The major modules and their respective functionalities are as follows: 

1) Login page: contains username, graphical password, and captcha. 

2) Password: contains image in matrix format. 

 

VII. RESULTS 

 

Techniques Text Based Color Based Image Based 

Security Less Highest Highest 

Usability Easy Easy Easiest 

Recollection Factor Decline with time Moderate High 

User Interface GUI Based / Less 

interactive 

GUI Based / More 

interactive 

GUI Based / Most 

interactive 

Prone to Shoulder Surf High Low Low 

Figure 3 Comparison of existing authentication techniques 

 

VIII. IMPACT ON SOCIETY 

Graphical password authentication has a significant impact on society, as it provides a more user-friendly and secure method of 

authentication compared to traditional alphanumeric passwords. Some of the impacts of graphical password authentication on 

society are as follows:  

 

A. Improved Security 

Graphical password authentication provides a higher level of security than traditional alphanumeric passwords. It is difficult for 

attackers to guess or crack graphical passwords, as the combination of images and sequence is unique to each user. 

 

B. Ease of Use: 

Graphical password authentication is more user-friendly than traditional alphanumeric passwords. Users can easily remember their 

selected images and sequence of images, and the authentication process is less cumbersome. 
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C. Accessibility 

Graphical password authentication is accessible to a wide range of users, including those with disabilities such as dyslexia, as it does 

not rely on text-based input. 

 

D. Reduced Risk of Identity Theft 

Graphical password authentication reduces the risk of identity theft, as it is more challenging for attackers to gain unauthorized 

access to a user's account. 

 

E. Improved User Experience 

Graphical password authentication provides an improved user experience, as it offers a more engaging and interactive way of 

authenticating. Users can select images that are meaningful to them, making the authentication process more enjoyable. 

 

F. Potential for Innovation 

Graphical password authentication has the potential for innovation, as researchers and developers can continue to explore new ways 

to enhance its security and usability. This could lead to the development of new authentication methods that are even more secure 

and user-friendly. 

 

IX. CONCLUSION 

In conclusion, graphical password authentication is an alternative method that has gained popularity due to its ease of use and ability 

to provide better security than traditional alphanumeric passwords. Future developments in graphical password authentication should 

focus on enhancing its security and usability. The development of biometric graphical password authentication, contextual graphical 

password authentication, multi-factor graphical password authentication, machine learning-based graphical password authentication, 

and usability improvements are some of the potential future developments in graphical password authentication. These developments 

can address the security concerns of graphical password authentication and provide a more secure and user-friendly authentication 

method. 
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