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Abstract: In today's world, most Internet applications still establish user authentication with a traditional text-based password. 

Designing a secure as well as user-friendly password-based method has long been on the agenda of security researchers. On the 

one hand, there are password manager programs that make it easy to create site-specific strong passwords from a single user's 

password to eliminate the memory burden caused by multiple passwords. 

We offer different levels of authentication such as Textual Authentication, Image Authentication and Audio Authentication to 

provide better security for applications. User will select username and password while registering in text step. During 

registration the user has to enter the registered username and password, if it matches the database then the user can log in to the 

system. In Image Authentication Model, we take image as input from user at the time of registration and put quid point, qud 

point is selected part of image which is selected by user. At the time of login the user has to select the image and select the part of 

the image which he/she wants to include at the time of registration, which is called as Cued Points. 

Keywords: Graphical password, Text based password, usability, security, Attacks, Authentication 

I. INTRODUCTION 

In this project, we’ve proposed a replacement graphical password scheme for accessing web accounts, called "Web Account Access 

Secured by Identity-Based Graphical Passwords via Watermarking". 

In this project, however, we focused on another option: using pictures as passwords. Graphical password schemes are proposed as a 

possible alternative to text-based schemes, partly motivated by the actual fact that pictures may be remembered better than text; 

Psychological studies support such a notion. Pictures are easier to recollect or recognize than text. Furthermore, if the amount of 

possible images is large enough, the potential password space of a graphical password scheme could also be greater than that of 

text-based schemes, and thus may provide better resistance to dictionary attacks. together with these (presumed) 

benefits, there's increasing interest in graphical passwords additionally to workstation and web login applications, graphical 

passwords have also been implemented on ATM machines and mobile devices. 

II. LITERATURE SURVEY 

1) In this survey paper, they discuss about graphical password authentication methods and exiting graphical password based 

methods. It fulfills both differing requirements i.e.it is easy to recall and it is tough to predict. Graphical password schemes 

offer a way of creating more human-friendly passwords. In this safety of the system is very extraordinary. Dictionary attacks 

and brute force search are infeasible. Passwords are easy to recall. Pictures are stress-free to recall than text strings. Then, they 

tried to survey on attack patterns and common attacks in graphical password authentication methods. Finally they have 

discussed different issues related to graphical password. 

2) In this system they proposed scheme has various advantages such as it will be hard for attackers to guess the password because 

using feature of PCCP pattern formation attacks and HOTSPOTS will be removed using viewport & shuffle button. By adding 

feature of secret drawing to PCCP, attackers fails to know that there is use of secret drawing technique in between these images, 

unfortunately if they knows about secret drawing, they don’t get exact idea that on which image secret has to be done .The one 

more advantage is that the message of correct password or incorrect password is displayed after the final click only, by this 

feature it will hard for attackers to find on which image their guess is correct or incorrect. So by this their proposed scheme will 

provide higher security in authentication 
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3) In this study they analyzed the properties of a recognition-based graphical password which uses a set of single-object images as 

the authentication key. They identified factors which implicate source of bias in graphical password selection, based on user 

preferences. They additionally studied the effects that graphical password length on memo ability and observed the gender role 

of the participants as a factor for differences in the selection process. The research study in this paper examined the properties 

of the graphical password in more details and defined user preferences for single-object images based on category, color and 

shape. Based on the findings in this experiment there are several design implications for similar systems. First, the initial 

selection of images available in the authentication database has to be adapted to the preference of the users in order to increase 

the number of images that would be effectively selected as a graphical password. More importantly, the algorithm that selects 

decoy images to complete the authentication image set should not be strictly random. In order to lower the probability of a 

guessing attack the decoy selector algorithm should be based on a matrix that is partially aligned with the probabilities of a user 

selecting images from a specific category and/or with a specific color/shape. For future research, there are several different 

directions that can expand the results presented in this paper. Initially, we would like to clarify the implications that the users' 

favorite color might have a strong influence in object preference and evaluate other personal characteristics that affect graphical 

password selection. Furthermore, several studies with elderly participants conclude that there are no significant differences 

between men and women when it comes to color preference (Mather et al., 1971; Tate & Allen, 1985; Wijk et al., 1999), 

indicating that gender differences might dissipate with age. They would like to study how this effect translates in graphical 

password selection by evaluating selection criteria and differences among senior users. Finally, they would like to deploy this 

authentication mechanism on mobile devices and evaluate its usable security characteristics in a touch-based interaction 

environment. 

4) In this system they concluded that a major advantage of proposed scheme is that it provides larger password space then the 

alphanumeric passwords. For Graphical passwords there is a rising interest is that they are better than the Text based passwords, 

while the important argument for graphical passwords are that people are better at memorizing graphical passwords than text-

based passwords. Also it removes the pattern formation and hotspot attack since it provides the system suggestion. Also the 

proposed system removes the shoulder surfing attack. 

 

III. SYSTEM DIAGRAM 

 
Fig: Graphical Password for Authentication 
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IV. SYSTEM DESIGN 

 
1. Registration Page 

 
2. Cued Point Selection Process Phase 2 

 
3. Login Page 

 
4. After Login Page 
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V. CONCLUSION 

In this survey paper, we discuss about graphical password authentication methods and exiting graphical password based methods 

based on different survey papers. Hence we successfully concluded and it is easy to recall and it is tough to predict. Graphical 

password schemes offer a way of creating more human-friendly passwords. Pictures are stress-free to recall than text strings. Then, 

we tried to survey on attack patterns and common attacks in graphical password authentication methods. Finally we have discussed 

different issues related to graphical password. 
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