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Abstract: In the present world of communication, computers and the internet are the major media that connects different parts
of the world as one global virtual world. So we can easily exchange lots of information within seconds of time, but the
confidential data that needs to be transferred should be kept confidential. Thus, in order to aid this, we have proposed a new
encryption technique by combining Image steganography (LSB) with the cryptographic RSA algorithm for providing more
security to our data as well as imperceptibility. The expected outcome would be a properly secure combination of encryption
models that uses steganography to hide the message content in a cover image, and also encrypts the message using the
cryptographic algorithm, as an additional security layer, in case the content was retrieved from the cover image.
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L. INTRODUCTION

The basic need of every growing area in today’s world is communication. This exchange of information must be secure and safe. In
order to transport and share information in our daily lives, we use a variety of unsafe channels, including the telephone and the
internet. Two techniques that are used to share information covertly are steganography and cryptography. A communication can be
modified using cryptography such that it is protected by an encryption key that is only known to the sender and recipient. In contrast,
steganography conceals the secret message in a cover image so that no intermediary can tell whether a message is hidden in the
information being transferred. In cryptography, it is always obvious to an intermediary that the communication is in an encrypted
form. The recipient is then given the cover image with the hidden message. The recipient uses the steganography algorithm to
decode the message. It is a difficult technique that will require us to integrate two technologies: the RSA cryptographic method on
the one hand, and the LSB steganography algorithm on the other. Our research has been concentrated on developing a method for
securely transferring and sharing critical data. To prevent competitors or bogus parties from learning information about their
company, all reputable businesses always encrypt data before transferring it over the internet. We have developed a secure
steganography technique using LSB and RSA that is much more secure than many other systems used to covertly convey data.

1. LITERATURE REVIEW

Applications requiring high-volume embedding with robustness against certain statistical attacks have used the proposed approach.
The current approach makes an effort to pinpoint what makes an effective data hiding algorithm. Additionally, it is meant to
support cryptography and steganography rather than to replace them [1]. The embedding capacity grows when a message is
encrypted and concealed using an LSB steganographic approach, allowing us to conceal vast amounts of data. Additionally, the
technique fits the criteria for data concealment, including those for capacity, security, and robustness. The generated stego-image can
be transferred covertly while yet maintaining confidentiality. Furthermore, even if an attacker were to defeat the steganographic
technique to detect the message from the stego- object, Applications requiring high-volume embedding with robustness against
certain statistical attacks have used the proposed approach. The current approach makes an effort to pinpoint what makes an effective
data hiding algorithm. Additionally, it is meant to support cryptography and steganography rather than to replace them [1]. The
embedding capacity grows when a message is encrypted and concealed using an LSB steganographic approach, allowing us to
conceal vast amounts of data. Additionally, the technique fits the criteria for data concealment, including those for capacity, security,
and robustness. The generated stego-image can be transferred covertly while yet maintaining confidentiality.

LSB based steganography embed the text message in LSB of cover image. The text message is hidden via DCT- based
steganography in the LSB of the DC coefficients. This study applies LSB- and DCT-based steganography and computes the PSNR
ratio. The peak signal to noise ratio (PSNR), expressed in decibels, compares two pictures. This ratio is used to compare the two
photos' quality. Images are of higher quality if the PSNR ratio is high.
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The PSNR ratio used to compare LSB-based and DCT-based stego photos reveals that the DCT-based steganography scheme has a
higher PSNR ratio than the LSB-based steganography scheme for all types of images (Grayscale as well as Colour). DCT based
steganography scheme works perfectly with minimal distortion of the image quality as compared to LSB based steganography
scheme.[2] Despite the fact that less secret data may be concealed with this method than with an LSB-based steganography scheme,
DCT-based steganography is still advised since it causes the least amount of image quality distortion.

The purpose of this work is to evaluate RSA, analyse its advantages and disadvantages, and suggest fresh remedies to address the
disadvantage [3]. One of the most effective cryptographic methods now in use for ensuring secure network communication is RSA
(Rivest, Shamir, and Adleman). Even though RSA is now the most popular cryptographic method, it has some drawbacks that must
be taken into account if RSA is to remain the best, and work must be done to make RSA quantum resistant. Studies on quantum
encryption techniques that are resistant to quantum computers are more important than ever because they will soon replace the
existing encryption systems. Comparisons between the RSA and ECC ciphers show that the ECC has significantly lower overheads
than RSA [4]. Due to its capacity to offer the same level of security as RSA while utilizing smaller keys, the ECC has been
demonstrated to have numerous advantages. Its lack of maturity, however, may even mask its beauty because mathematicians felt
that not enough research had been done on ECDLP. Additionally, we thought that even if both systems are legitimate, RSA is now
superior to ECC because it is more dependable and its security can be trusted more. However, ECC's future appears more promising
than RSA's because modern applications (such as smart cards, pagers, and mobile phones) cannot support the overheads that RSA
introduces.

1. METHODOLOGY
A. Overall Architecture
The algorithm's fundamental structure is relatively straightforward. A text is entered by the user and transmitted to the recipient. The
text is then encrypted and embedded in an image using LSB steganography. The image is transferred to the recipient, who decrypts
the embedded bits to read the original message.
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Fig 3.1.1 — Flow Diagram of data transfer process

B. RSA Algorithm

A public key and a private key are necessary for the asymmetric encryption method known as the RSA algorithm. The concept of
RSA is based on the fact that big integers are challenging to factor. The public key is made up of two numbers, one of which is the
product of two enormous prime numbers. The same two prime numbers are also used to create the private key. Therefore, the private
key is compromised if someone is able to factorize the huge integer.

Key generator Security
|————————
I Encryption
r 1024 bis | ﬁl—o :( ipher text
y ] e
1024 bit neprd IOV v g = 1 C=P'modn 7
e P ——— el
| ! .
| | |
I |
|
| ! }
| I
| 1 Decryption
1] N)= N).e) = i I ‘
e @(N) (@(V)e) d-—» A Kevmemory Ly o P=C*modn H—
e (p=INg-1) l<e<@(N) wexdmode(N) =1 1 | Plain text
| |
Plain rext

Side artack

Fig 3.2.1 — RSA Algorithm

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 |




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 11 Issue IX Sep 2023- Available at www.ijraset.com

1) Select two large prime numbers, p and q.

2) Multiply these numbers to find n = p x g, where n is called the modulus for encryption and decryption.

3) Choose a number e less than n, such that n is relatively prime to (p - 1) x (q -1). It means that e and (p -1) x (g - 1) have no
common factor except 1. Choose "e" such that 1<e < ¢ (n), e is prime to ¢ (n), ged(e,d(n)) =1

4) If n = pxq, then the public key is <e, n>. A plaintext message m is encrypted using public key <e, n>. To find ciphertext from

the plain text following formula is used to get ciphertext C. C = mE mod n, Here, m must be less than n. A larger message (>n) is
treated as a concatenation of messages, each of which is encrypted separately.

5) To determine the private key, we use the following formula to calculate the d such that: De mod {(p - 1) x (g - 1)} = 1 or De
mod ¢ (n)=1

6) The private key is <d, n>. A ciphertext message c is decrypted using private key <d, n>. To calculate plain text m from the

ciphertext ¢ following formula is used to get plain text m. m = cd mod n .

C. LSB Steganography
At its foundation, the idea that underlies image-based steganography is extremely straightforward yet incredibly adaptable. The
discovery that an image's content, primarily the colours and visual features that humans see, is fundamentally defined by the digital
data that makes up the image is at the core of this technique. In its purest form, an image is a mosaic of pixels, each of which
contributes significantly to the final image. These pixels typically have three different values, which correspond to the red, green,
and blue colours. The numerous hues and tints that give an image life are created when these RGB values are mixed in different
ratios. The essence of image-based steganography lies in the recognition of this fundamental truth: that images are, at their core,
composed of pixels. This realization opens up a world of possibilities for concealing and retrieving information within images. By
subtly manipulating the RGB values of individual pixels, one can embed hidden messages, data, or even entire files within the
seemingly innocuous facade of an image.

1) Encode the Data: Through the use of ASCII values, every byte of data is transformed into its 8-bit binary equivalent. Now a set
of three pixels with a total of 9 values are read from left to right. Binary data is stored in the first 8 values. If 1 happens, the
value becomes odd; if 0 occurs, it becomes even.

2) Decode the Data: Three pixels are read at a time during decoding, and when the last value is odd, the message is finished. The
same encoding technique can be used to retrieve the binary data that each set of three pixels contains. The binary bit is 1 if the
value is odd and 0 otherwise

R|1/0(1/1/0|11|1
—-@G|1/1/0/1|1 00 |1
B(1/0/1|0(0|1|0]|0

Total: 24 Bits
Fig.3.3.1 — 24-Dit pixel representation
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Fig 4.1 — Sender Side
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A. Analysis

Peak signal-to-noise ratio (PSNR) is an engineering term describing the ratio of a signal's greatest power to the power of corrupting
noise that degrades the representational accuracy of the signal. Due to the high dynamic range of many signals, PSNR is typically
stated as a logarithmic number using the decibel scale. The reconstruction quality of pictures and videos that have undergone lossy
compression is typically measured using PSNR. For a 24-bit image, a PSNR value between 70 and 90 is considered appropriate.

Image PSNR MSE

Purple Ring (Image 1) 72.4969 0.0037
Watercolour (Image 2) 77.0788 0.0013
Wings (Image 3) 75.1364 0.0019

Table 4.1.1 — PSNR and MSE Values of the three different images above

Length of Data (Characters) PSNR MSE

200 72.4969 0.0037
500 68.3861 0.0094
2000 62.3861 0.0374
5000 58.4552 0.0928
10000 55.4405 0.1858

Table 4.1.2 — PSNR and MSE w.r.t length of data embedded

Fig 4.1.1 — Graph of PSNR/Length of Data

MSE - Length of Data

Le

Fig 4.1.2 — Graph of MSE/Length of Data

The observed values of PSNR and MSE indicate that until 500 characters of data, the imperceptibility rate is very high. However, as
the number of bits embedded keep increasing, the imperceptibility decreases and hence the algorithm is not very suitable for
messages exceeding 10000 characters of data.
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V.  CONCLUSION AND FUTURE WORK
The study that has been provided thus far highlights the efficiency and synergy attained by combining cryptography with
steganography. In particular, data protection and covert communication are greatly improved by this potent combination of security
approaches. One of the main benefits is the retention of imperceptibility, which ensures that the concealed data stays essentially
invisible to the human eye and concealed inside the host data. In addition, because of the encryption used, even if this composite
data were to get up in the wrong hands, it would still provide a double layer of security. The RSA method was selected as the
encryption technique for this particular project, demonstrating its dependability and durability in securing sensitive information.
However, there are many exciting possibilities for investigation and improvement on the horizon for future study in this field.
Comparing the implemented RSA algorithm against other cryptographic methods is one approach. This comparative analysis can be
used to determine which algorithm is best for a certain application. Choosing the best algorithm can greatly improve the system's
overall security and performance because each algorithm has specific strengths and drawbacks. For instance, when comparing
several cryptographic methods, one may look at the speed, key length, and attack resistance.
The creation of a user-friendly interface is another intriguing possibility for future effort. This could be a mobile app or a web-based
GUI made to enable users to connect conveniently and securely in the real world. Such a method would make secure
communication available to non-technical people and spread the advantages of cryptography and steganography to a larger
audience. This user-centric approach is vital because it fills the gap between effective encryption methods and everyday usability.
Such an application has a significant potential impact. It let people, groups, and companies to transmit private information without
worrying about it being intercepted. As a result, personal privacy is improved, and cybersecurity is strengthened in a time when
cyberthreats are pervasive. Furthermore, being able to interact securely using an intuitive interface can have significant effects in
industries like healthcare, banking, and law where secrecy is crucial.
In conclusion, combining steganography and encryption has proven to be a successful method for protecting data while keeping its
secrecy. The RSA method is a good starting point for the research, but there are great chances to improve and develop these
techniques in subsequent work. We can realize the full potential of secure and covert communication, making this technology useful
to people and organizations around the world, by researching various cryptographic methods and creating user-friendly interfaces.
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