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Abstract: This paper presents a hybrid secure data concealment system that enhances data security by integrating cryptography,
steganography, and blockchain-based integrity verification. The system uses Advanced Encryption Standard (AES) and Rivest—
Shamir-Adleman (RSA) algorithms to encrypt sensitive data before embedding it into digital images using Least Significant Bit
(LSB) steganography. To ensure data integrity, a SHA-256 hash of the concealed data is generated and stored in a blockchain-
inspired append-only ledger. During verification, the extracted data is compared with the stored hash to detect tampering. Ex-
perimental results demonstrate that the proposed system ensures strong security, minimal image distortion, and reliable tamper
detection. The system provides a secure and efficient solution for confidential data transmission.
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I. INTRODUCTION
With the rapid growth of digital communication, protecting sensitive data has become a big challenge. Traditional encryption meth-
ods keep data private but do not hide its existence, leaving it open to attacks.To tackle these issues, this paper suggests a combined
secure data concealment system that mixes encryption, steganography, and blockchain-based verification. The system encrypts sen-
sitive data, hides it in images, and checks its integrity using a blockchain-like ledger.This layered approach improves confidentiality,
data concealment, and tamper detection. The system can be used in secure communication, banking, and military applications.

Il. RELATED WORK
A. Steganography-Based Techniques
Steganography is a common way to hide secret information in digital files like pictures. These methods make data more private by
hiding its existence. But they don't offer strong encryption or checks for integrity.

B. Cryptography-Based Techniques
Encryption is a way to protect data by using cryptographic algorithms like AES and RSA. These methods keep information private,
but they don't hide it, which makes it easy to find.

C. Hashing and Integrity \erification
To make sure data is safe, hashing algorithms like SHA-256 create unique hash values for it. Changing any part of the data changes
the hash value. But hashing by itself can't keep things private or hidden.

D. Blockchain-Based Verification

Blockchain technology provides a reliable ledger for storing data securely. It ensures that stored records cannot be changed. How-
ever, blockchain by itself does not offer data concealment.

E. Research Gap

From the analysis above, we see that most existing systems rely on individual techniques like steganography, cryptography, or hash-
ing. However, these methods do not offer complete security.

1. METHODOLOGY
A. System Overview
The proposed system is designed as a hybrid security framework that integrates encryption, data hiding, and integrity verification
techniques. By combining these multiple layers of security, the system ensures that data is transmitted in a highly secure and reliable
manner, protecting it from unauthorized access and tampering.
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B. System Workflow

The overall workflow of the proposed system begins with the user uploading an image and providing the confidential data to be
secured. This data is first encrypted using a combination of AES and RSA algorithms to ensure a high level of security. The en-
crypted data is then embedded into the selected image using LSB (Least Significant Bit) steganography, allowing the information to
be concealed without noticeable changes to the image. After embedding, a SHA-256 hash value is generated to create a unique digi-
tal fingerprint of the data. This hash is securely stored in a blockchain-based ledger to maintain data integrity and prevent unauthor-
ized modifications. The secured image is then transmitted to the receiver. At the receiving end, the image is uploaded into the sys-
tem for verification, where the hidden data is extracted and decrypted. The system then compares the newly generated hash value
with the one stored in the ledger to detect any tampering. Based on this comparison, the system finally displays the result as either
SAFE or TAMPERED, indicating whether the data has remained intact or has been altered.

C. Techniques Used

The proposed system incorporates several advanced techniques to ensure secure data handling and transmission. It utilizes AES and
RSA algorithms for encrypting the data, providing strong protection against unauthorized access. To conceal the encrypted informa-
tion within an image, LSB (Least Significant Bit) steganography is employed, allowing the data to remain hidden without affecting
the visual quality of the image. Additionally, SHA-256 hashing is used to generate a unique digital fingerprint of the data, which
helps in verifying its integrity. To further enhance security, a blockchain-based ledger is implemented to store the hash values, ensur-
ing that any attempt to tamper with the data can be easily detected.

V. SYSTEM ARCHITECTURE

A. Architecture Description

The proposed system consists of several interconnected modules that work together to ensure secure and reliable communication.
Initially, the input module allows the user to provide both an image and confidential data. This data is then processed by the encryp-
tion module, where it is secured using AES and RSA algorithms.After encryption, the steganography module embeds the encrypted
data into the image, effectively hiding it from unauthorized access. This makes the data less noticeable and adds an extra layer of
security.In addition, the hashing module generates a SHA-256 hash value, which acts as a unique identifier for the data. This hash is
stored in a blockchain-based ledger to maintain integrity and prevent any modifications.During the verification phase, the system
extracts the hidden data from the image, decrypts it, and generates a new hash value. This hash is compared with the stored hash to
check whether the data has been altered. If both values match, the data is considered safe; otherwise, it is marked as tam-
pered.Overall, the system ensures data confidentiality, concealment, and integrity by combining multiple security techniques.

Hybrid Encryption

:
- ~ !
Input Data , | @ 24 @ | Hashing & Storing Blockchain Verification | |
T I
i i AES  RSA Key l l @"@"@ l
| |Encryption Encryption Hash of : b, JSTNEEL D N
> = 1L p| Stego File [ Blockchain :
L] — -— —— I
g} ! l=® Encrypted Data T . :
P —P
Sender : @ Yo Encptad I Receiver
I

] L Data | — 1
(o= _'_'3 _______ Pk i (S e Hybrid Decryption |, |
i g : r

' Steganography s T ' @ » | == ;:)—-bOutput Data
' —— (330 —> |

— -
.' m’ - = ‘ ' | RSA Key Decryption
; (2) L i Cryptographic Hash of | | ———— B
] '

il
b i ® AES Decryption
3 y— — > e :
i A L @ AES Decryption | ||
H ///ﬁ | Al

Hybrid Encrypted Data| . ____ " _______

w
g
©
[+]
I
)

Fig.1: System Architecture
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B. Modules of the System

Input Module: This module allows the user to upload the cover image along with the confidential data that needs to be secured.
Encryption Module: The collected data is protected using AES and RSA algorithms, ensuring strong encryption before further proc-
essing.

Steganography Module: The encrypted data is carefully embedded into the image using the LSB technique, making the hidden in-

formation unnoticeable.
Hash Generation Module: A SHA-256 hash value is generated to create a unique digital fingerprint of the data for integrity verifica-

tion.
Blockchain Ledger: The generated hash is stored in a blockchain-based, append-only ledger, which helps prevent any unauthorized

modification.
Verification Module: During verification, the system extracts and decrypts the hidden data, then compares hash values to detect any

tampering.

V. RESULTS AND DISCUSSION
A. Implementation Results

Data Concealment
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Fig. 2: Home Interface of Hybrid Secure Data Concealment System
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Fig. 3: User Login Interface
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Fig. 4: Uploading Image and Entering Confidential Data
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Verficaton Ledger
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Fig. 5: Verification Ledger

B. Discussion

When compared to traditional approaches, the proposed hybrid model offers enhanced security by integrating encryption, data hid-
ing, and blockchain-based verification. This combination not only strengthens data confidentiality but also ensures integrity by de-
tecting any unauthorized changes. Furthermore, the use of a blockchain ledger prevents data manipulation, making the system more
robust and trustworthy for secure communication.

VI. CONCLUSION
This paper presents a hybrid secure data concealment system that combines steganography, cryptography, and blockchain-based
verification techniques. By integrating these methods, the system effectively ensures data confidentiality, hides sensitive information
within images, and enables reliable detection of any tampering.The results show that the proposed approach performs efficiently and
can be applied in real-world scenarios where secure and trustworthy communication is required.
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