IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 13 Issue: IV Month of publication: April 2025

DOIl: https://doi.org/10.22214/ijraset.2025.68965

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue IV Apr 2025- Available at www.ijraset.com

Hyperledger Fabric-Based Blockchain Framework
for Secure and Interoperable Healthcare Record
Management

Aniket Deo’, Utkarsh Roy?, Sharukhali Syed®, Akhilesh Singh*
!Assistant Professor, > “Student, Artificial Intelligence and Data Science, Thakur College of Engineering and Technology, India

Abstract: Patient mobility and specialized healthcare services have increased the issues associated with managing a distributed
electronic health record. Traditional electronic health records systems lack the robustness for confidentiality, integrity, or data
interoperability even with the support of standards like Fast Healthcare Interoperability Resources and Health Level 7. Most
data- sharing methods nowadays are push, pull, and view, which normally give poor security and standard audit trails that may
offer potential dangers of data shattering or unauthorized access. This paper introduces a decentralized healthcare record
solution utilizing Hyperledger Fabric, a permissioned blockchain framework, to address those issues. The proposed system
would leverage the secure and non-modifiable storage of the blockchain while enhancing interoperability among healthcare
providers as well as protecting patient anonymity through the use of smart contracts and controlled access. Hyperledger Fabric's
architecture, built on the idea of trust among network members, does not require centralized surveillance but instead is
supported through Certificate Authorities and Membership Service Providers. This decentralization decreases the cost of the
resources and ensures integrity, giving patients more control of their medical information.
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I. INTRODUCTION

The healthcare sector is much more complex with regard to mobility of patients increasing, accompanied by specialized services; it
increases the complexity associated with EHR management and sharing. EHRs are virtual repositories of histories of patients and
contain all their diagnoses, allergies, treatments, and lab results; therefore, informed decisions are made [1]. However, the current
EHR infrastructures are severely challenged to ensure data confidentiality, integrity, and seamless interoperability across diverse
healthcare providers [2]. Traditional EHR systems are based on centralized databases and standardized data exchange protocols like
Fast Healthcare Interoperability Resources (FHIR) and Health Level 7 (HL7). Though these standards allow clinical data transfer,
they fail to address most of the critical issues concerning data security and interoperability [3]. The current data- sharing models
suffer from vulnerabilities toward unauthorized access, weak audit trails, and are characterized by potential data fragmentation at
the very end, jeopardizing patient privacy and inefficient medical information exchange [4]. There is a significant amount of
potential in blockchain technology; it would provide a secure and decentralized framework for handling data [5]. The Hyperledger
Fabric or HLF can be thought of as an enterprise- wide permissioned block chain and is developed based on improved trust, security,
and interoperability between different participants across the healthcare network, and so it differs from the public blockchains. HLF
achieves controlled access through Certificate Authorities (CAs) and Membership Service Providers (MSPs) [6]. It prevents
unauthorized access and exposure of sensitive medical data. The most important reason for using Hyperledger Fabric in healthcare
record management is the support of an immutable and transparent ledger of transactions that can preserve the integrity of data [7].
Modular and scalable architecture supports the development of smart contracts in the form of chaincode that can automate and
enforce access controls and data-sharing policies [8]. The ability to provide fine-grained permissions and decentralized management
of data will help make the patient information more secure and private while promoting interoperability between different
healthcare providers [9]. The current proposal will present a distributed solution for healthcare records built based on Hyperledger
Fabric. It exploits the potential offered by blockchain, taking care of privacy but, in the same breath, considering interoperability. Its
capacity to let patients take over as owners of their medical information, allowing them control of access and viewability over this
digital asset, sets this proposal apart from any EHR system with usual deficiencies. This approach reduces the risk of data leakage
and unauthorized access, decreases operational costs, and gives patients more control over their medical information, which in turn
promotes a more secure and efficient healthcare ecosystem [10].
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Il. LITERATURE SURVEY
Blockchain technology’s inclusion into Electronic Health Record (EHR) systems has received much attention because of the need to
address the ever-demanding factors within healthcare, including data security, privacy, and compatibility. The current CEHRS using
standards such as FHIR and HL7 has some flaws such as data silos, security breaches, and poor data sharing among a variety of
stakeholders within the healthcare sectors [11].
Blockchain-Based EHR Solutions have been proposed to address these challenges through decentralized storage of data and use of
cryptographic measures in order to fully protect the data of the patients [12]. Azaria et al. (2016) proposed a system of blockchain
EHR with distributed data storage, which leads to the elimination of unauthorized access to records and non-alterability of data [13].
In the same way, Roehrs et al. (2018) highlighted how blockchain provides for the establishment of permanent ledger records that
improve compliance and accountability in data exchange between various healthcare stakeholders [14].
Hyperledger Fabric is the most preferred blockchain platform in healthcare because it is permissioned, with controlled access
through Certificate Authorities (CAs) and Membership Service Providers (MSPs). Wang et al. (2019) demonstrated the efficacy of
Hyperledger Fabric to develop a secure and scalable EHR system through the implementation of fine-grained access control and
interoperability through smart contracts or chain-code [15]. Chenthara et al. (2020) have demonstrated an integration framework
involving Hyperledger Fabric with the pre-existing information systems of hospitals allowing smooth exchange of data with the
consent of patients, while keeping their information private [16].
Data Privacy and Access Control are the core requirements for blockchain-based EHR systems. M.S Memon et al. proposed a
mechanism that uses Hyperledger Fabric, where a patient's data is treated as an asset on the ledger and smart contracts have control
over access permissions [17]. This mechanism allows patients to permit or deny access to their medical records, which helps in
controlling personal information. Liu et al. extended the use of Attribute- Based Encryption (ABE) in Hyperledger Fabric to realize
dynamic access policies where only authorized users can access certain data fields [18].
Interoperability Among Healthcare Providers is important for comprehensive patient care. Huang et al. (2021) created an
interoperable EHR system using Hyperledger Fabric where every hospital functions as an organization within the Fabric network
[19]. Patient data is maintained in the form of digital assets on the ledger with reference maintained in other databases for
integrating with the existing systems. This architecture helps to achieve data consistency and integrity in the network [20].
Comparative Analyses indicate that Hyperledger Fabric comes with more privacy controls and scalability than public blockchains
like Ethereum. Permissioned blockchains provide important security layers needed to process sensitive medical data; hence,
Hyperledger Fabric is better suited for health-care applications.

1. METHODOLOGY

This section outlines the approach that is followed in designing a decentralized health care record system based on HLF. HLF is

designed as a framework of six components which must be aligned with the requirements of EHR system, creating a secure

blockchain network and provide access control for secure sharing of data for interoperability. Accordingly, in the context of the
proposed system, each hospital is represented as an organization of the HLF network. record solution on Hyperledger Fabric (HLF).

The methodology consists of mapping the components of HLF to the EHR system requirements, establishing a secure blockchain

network, and implementing access controls for data privacy and interoperability. In the proposed system, every hospital is modelled

as an organization within the HLF network. Since all this patient data will be creating a sort of digital assets that can be stored on
the blockchain these separate references shall be hosted on another database to cater for real world scalability and EHR system
inclusion. System Architecture The following represent the main components which have been shown in the system architecture:

1) Hyperledger Fabric SDK: It is used to interact with the blockchain. Fabric SDK include packages such as fabric- ca-client
which deals with registration of participants and their enrollment; fabric-common is the contact point with the network; and
fabric-network deals with ledgers and identities respectively.

2) Certificate Authorities (CAs) and Membership Service Providers (MSPs): These assist in identity management and
authorization hence enable only specific people like admins, doctors and patients to access the network.

3) Smart Contracts (Chaincode): The business rules specifying the access control policies are encoded in form of custom smart
contracts for the limitation of access with patient authority, and to safely enable data exchange. In figure 1 below is a diagram
to show how the different component of the system interacts, different colors distinguish interactions stages.
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Fig. 1 System Architecture
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The methodology involves aligning EHR system requirements with HLF components to ensure seamless data management:

4) Organizations as Hospitals: Each of them is schematically presented by an organization within the Fabric network, thus
providing for the decentralized management of the hospitals’ activities and the exchange of data between them.

5) Patient Data as Assets: Since patients’ records pertain to their most personal and medical information (age, address, allergies,
symptoms, treatment, follow-up), they are recorded as assets which belong to the ledger. This makes data integrity and access
security guaranteed.

A. Fabric Network Configuration

Hyperledger fabric is the consensus platform which provides the secure and immutable ledgering within the system. The blockchain
operator acquires and sets up the blockchain, setting fundamental decision and issuing keys to legitimate clients. While the above
clients are active, each participating hospital manages operational Docker containers for the peer, orderer, and certificate authority
(CA) services using Hyperledger Fabric images: fabric-peer, fabric-orderer, and fabric-ca. Containerized approaching is beneficial
in such manner as it provides flexibility, modularity of networks and its components. Hospital organizations use one communication
channel, known as hospital Channel. Designed to support two hospitals initially, integration of more hospitals to the existing
channel is easily possible without affecting the compatibility and data coherency in the network.

B. Application Layer

Application layer is highly pluggable and modular for extensibility and uses a number of technologies to interact with Fabric
network. Backend Services is developed using JavaScript with the Express.JS framework; providing a RESTful API to
communicate between client and server. However, JavaScript, the preferred language of Hyperledger Fabric has other alternatives
such as Java, Go, and TypeScript in backend development. Patient and doctor communication is well controlled by business logic
that is installed in smart contracts commonly referred to as chaincode. The smart contracts are executed on the Fabric network and
thus all the transactions are transparent and immutable.

C. Security Mechanisms

Security and privacy of data is always of extreme concern when it comes to applications in healthcare. Information security is
fortified by a number of layers in the architecture. Membership Service Provider (MSP) takes care of identities within the network
and only allowed entities can engage with the blockchain. What is more, each hospital has its own Certificate Authority (CA) that
provides digital certificates proving the subject identity. Our Private Data Collections ensure that a patient’s information is neither
disclosed to a third party nor shared with the patient themselves without their doctor’s consent. These collections make sure that
patient’s data is only used and retrieved by the right hospitals and doctors. This ensures that each hospital permission correlates with
a private data collection which in turn gives fine-grained access control. Patient Record data re-encryption is done where patient
records are encrypted using symmetric keys for efficiency is done here.
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These symmetric keys are again protected by asymmetric encryption technologies, the re-encryption keys then allow only the
authorized doctors to decrypt/access their data while the actual data remains secure. To enhance data privacy and security, the
following measures are implemented:

e Smart Contracts: Strategies about the operational and logical execution of transactions in terms of creating, modifying, and
capturing information on patient records. The contracts implemented also improve the usage of role-based access controls to
ensure that certain actions can only be done by users with permission.

o Approval Policies: It specifies that several organizations have to accept approval for change to occur this will ensure integrity in
the data.

e Encryption: It uses the combination of asymmetric keys to ensure that only authorized agents are able to access the information.

Access Control Mechanisms:

e Patients can grant or revoke access to their data for specific doctors through smart contracts.

e Doctors have permission to view limited fields (medical details, age, allergies), while patients can view all fields but only edit
personal information.

e Separate Database for EHR References: In order to link real data from EHR systems, references to the data are stored in the
external database that can be easily linked without the integration in the blockchain environment impacting its performance.

D. System Workflow

The architecture allows one to facilitate critical work processes for handling health records. During the first time consultation, an
administrator through the Admin Contract brings a new patient into the ledger. The patient is issued with a temporary password
through which he or she can access records through any of the hospitals within the network safely. Administrators uniquely identify
and enroll doctors through the Doctor Contract. Doctor credentials are saved in MongoDB and their identities are connected to the
blockchain network by MSPs. One can give or withdraw permission to the doctors who entered the patient’s information in the
EMR.

View complete personal 3\
information

Update personal
information

Access a list of doctors 3\

Patient \
across all hospitals /

/" Grant or revoke access
A\ permissions for a doctor /

Review personal history

Fig. 2 UML use case diagram for a patient

The figure 2 illustrates the use case diagram for a patient in the health care system and the different things that he can do such as,
view and edit account details, view/doctors list across different hospitals, permit/terminate doctor’s account permission, and view
personal details and treatment history.
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Doctor
infarmation y.
Update medical N
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Fig. 3 UML use case diagram for a doctor

The figure 3 illustrates a use case diagram for a doctor, showing the various actions the doctor can perform. These include viewing
complete personal information, accessing the list of patients who granted permission, reviewing current medical information,
updating medical information, and examining a patient's medical history. These permissions are managed through private data
collections, ensuring that only authorized personnel can view or modify sensitive information. The figure 4 depicts a use case
diagram for an admin, showing the various actions the admin can perform. These include viewing complete personal information,
accessing the list of patients who granted permission, reviewing current medical information, updating medical information, and
examining a patient's medical history.

" Adda patientwith
L personal and some )
. medical information.

Add a doctor to their A
respective hospital !

. View a list of patients with h
S\ limited data access Y

Admin

Fig. 4 UML use case diagram for an admin

E. Integration of Hyperledger Fabric

The realized architecture effectively leverages core Hyperledger Fabric components to satisfy a secure and interoperable healthcare
record solution. One chaincode package has multiple smart contracts encapsulated within the interaction manager between different
roles such as patients, doctors, and administrators. This approach allows us to maintain precise control over all operations and
processes.
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Fig. 5Creation process of a Patient

Figure 5 shows a sequence diagram demonstrating the process of creating a patient account within a Hyperledger Fabric based
network. Patient 1 accesses Admin and requests it to create an account. The Fabric SDK will connect to the Fabric Network upon an
Admin sending a request. Once established the network then goes ahead to make the patient’s record. When the Fabric SDK
confirms the patient created, it adds the patient to the network’s wallet, and sends a success message back to the Admin. The patient
is then given a temporary password by the Admin to create the account.

Similarly, the sequence diagram in figure 6 shows how a doctor’s account is created in the system. The Doctor requests the Admin
to create an account. The Admin adds the doctor’s credentials in MongoDB, and upon success, the Fabric SDK is called to connect
to the Fabric Network. Once connected, the doctor appears as a client to the network. Then the Fabric SDK adds the doctor to the
wallet, and the network replies saying that it was successful in adding the doctor as a client to the network.

Doctor X Admin MongoDB Fabric SDK Fabric Network

i i

i i

Create account

Greate doctor;

1 i

i i

i i

i i

i i

connect to network

add doctor to network
as client

Add doctor crendetials)

Add doctor to wallet

success

success

Fig. 6Creation proéess of a Doctor

F. Data Management

Healthcare records need to be available and in an intelligible format. CouchDB is chosen as our primary world state database, due to
its flexibility and advanced (but also slow) querying capabilities through indexing. CouchDB stores all patient data, without a
separate Electronic Health Record (EHR) repository. A completely audited trail of all transactions from the genesis block, creating
an immutable log. The world state is maintained in CouchDB, and reflects the lastest values of each asset, as well as allowing for
efficient and quick read and write operations without traversing through the whole transaction log. We store doctor credentials —
usernames and hashed passwords in MongoDB. The Fabric SDK manages additional user attributes to ensure secure and efficient
access control.

G. Private Data Collections
Efficient healthcare data management is crucial for preserving the integrity and availability of the records. The primary world state
database in the system is CouchDB because of its flexibility and advanced querying capabilities via indexing.
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However, in this case, all patient data is stored inside CouchDB, the need for additional private data collections for the storage of
sensitive patient information only available to the authorized parties is all taken care of. Each private data collection consists of:

e Actual Private Data: Available only to designated hospitals or doctors.

e Hash of Private Data: Ensuring data integrity without revealing the actual content to unauthorized peers are stored in the ledger.
Collection Management: We support multiple private data collections so that they can accommodate different access levels. In
particular, in an example that has three hospitals, there are seven private data collections corresponding to all possible combinations
of hospital access.

Data Movement: That data transfer happens automatically when a patient grants or revokes access, in that data is passed between
private collections maintaining a single source of truth, with no data duplication.

H. Data Re-encryption

Data re-encryption helps to secure data by ensuring that data stays secure when data transitions are made.

Encryption Strategy:

e Symmetric Encryption: A symmetric key is used for encryption to make the process fast.

e Asymmetric Encryption: And the patient’s public key is used to further secure the symmetric key.

e Re-encryption Process:

o Initial Encryption: The symmetric key is used to encrypt data.

o Key Protection: The patient's public key encrypts the symmetric key that is stored into the ledger.

e Granting Access: A re-encryption key is generated when a patient allows a doctor access, so that the doctor can decrypt the
symmetric key without exposing it.

Security Benefits: Such dual layer encryption means that even if the re-encryption key is compromised, unauthorized parties cannot

read the data without the doctor’s private key.

V. RESULTS AND DISCUSSION

The Hyperledger Fabric-deployed decentralized healthcare record solution does show promise in privacy, integrity of data, and
interoperability. Patient information is stored securely as assets in a distributed ledger, which controls access and cannot be
modified. Modelling hospitals as organizations in the fabric network allowed decentralized control, data sharing, and lack of central
authority control. This architecture granted control of fine- grained permissions at the patient level; access was permitted or
forbidden appropriately. Using Certificate Authorities and Membership Service Providers made it even safer since access could only
come through entities authorized to access the network. Private data collections prevent exposure of data contents but do allow
selective data sharing among hospitals and practitioners given some access rules set.

On interoperability, Hyperledger Fabric showed that it was compatible with the existing systems for EHR by storing the references
of the data in an external database to integrate without affecting the functionality of blockchain. Smart contracts (chaincode)
ensured the process was smooth for the information to be shared and distributed as well as accessed within access control, hence
protecting patient information while enabling medical information to be viewed. Further, policies of endorsement, combined with
asymmetric encryption, ensured that only the sensitive information used was secure from risks due to unauthorized access and
ensures data accuracy. The table 1 depicts a comparative analysis of traditional EHR systems and the proposed Hyperledger Fabric-
based decentralized solution.

Category Existing System (Traditional Problems Addressed Hyperledger Fabric- Based
EHRs) EHR Solution

Data Management |Centralized databases for Risk of unauthorized access, |Decentralized blockchain-
Electronic Health Records  |data breaches, and single- pointjbased storage with secure data
(EHRS). failure. encryption.

Uses standards like HL7 & |Fragmented data, inconsistent |Blockchain ensures a unified
Interoperability FHIR but lacks seamless records, and difficulty in data |and interoperable data-sharing
integration across hospitals. [sharing. framework.
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Security & Privacy ([Basic encryption and access [Weak authentication, Uses smart contracts and
control mechanisms. \vulnerable to breaches, lack of |encryption for role-based
fine-grained access control.  [access control.
Limited or inconsistent audit |No transparent tracking of Immutable blockchain ledger
IAudit Trails mechanisms. access and modificationsto  [ensures complete audit trails.
records.

Hospitals control patient Patients have limited control  |Patients have full access

/Access Control records. over who accesses their data. |control using smart contracts.
Uses push, pull, and view  |Lack of trust, security Blockchain-based secure and
Data Sharing models. loopholes, and inefficient data |permissioned data sharing.
sharing.

Centralized servers limit Performance bottlenecks with |Hyperledger Fabric enables
Scalability scalability. increasing data. distributed processing and
efficient scaling.

Table 1 - Comparison of Traditional EHR vs. Hyperledger Fabric-Based Decentralized EHR Systems

Admin Applicafion Patier on Doctor Application

Patient Application Portal

Qur Patient application allows you to grant and revoke various accesses.

Manage Your EMR View Access Manage Your EMR Add Access

User Email-id Enter user emall
User Emailid Ener user ema

Viewer Emal-id Enter viewer emal

Adder Emai-d Enter adder email
EMRID Enter EMRID |

Fig. 7(a) Patient Portal — Manage EMR Add and View Access

This interface as displayed by figure 7(a) enables patients to grant or revoke a doctor’s permission to either view or add entries to
the Electronic Medical Record (EMR). By specifying the user’s email address and EMR ID, patients maintain full authority over
who can access or modify their medical data, in line with patient-centric frameworks proposed in [10], [13].
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View Your EMR Your EMR

test EMR id 2

User Email-id p01@gmail.com

EMR ID 2
View Your EMR List Your EMR List
User Email-id i
po1@gmail.coml . Creation | No. of users
AdcecEmaniy flves Date with access
) d01@gmail.com medical ‘Tﬁ‘ EMR 4710312025 3

d02@gmail.com  medical “:SZ'EMR 07/03/2025 1

Fig. 7(b) Patient Portal - EMR Details and Listing

Patients can retrieve a specific EMR by entering its ID or display all EMRs associated with their account as indicated by figure 7(b).
The portal lists EMR content, creation date, and the number of users who have access. Such transparency ensures that patients
remain informed about the lifecycle and sharing status of their healthcare records, consistent with secure and immutable record
management approaches outlined in [7], [9].

View All Users with Add access Your EMR List
- do1 d01@agmail com doctor
d02 d02@gmail.com doctor
View All Users who can access the EMR Your EMR List
p01 p0i@gmail.com patient
EMR ID 1
do1 do1@gmail.com doctor
) d02 do2@gmail.com doctor

Fig. 7(c) Patient Portal — View All Users with Add Access and EMR Access

This section displays the list of users who possess “Add Access” privileges to a patient’s EMR as can be seen in figure 7(c). By
providing real-time visibility of authorized contributors, patients can swiftly revoke or adjust permissions to safeguard data integrity.
This granular control resonates with fine-grained access mechanisms recommended in [8], [14].Here, the system shows all users
(e.g., doctors, other healthcare staff) who have been granted viewing or editing permissions for a given EMR. Patients can filter by
email address or EMR ID to refine the list. Such selective sharing of medical information underscores the decentralized and privacy-
preserving principles advocated by Hyperledger Fabric [6], [18].
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Admin Application Patient Application

Doctor Application Portal

Our Doctor application allows you to add and view EMR of a patient.

Add EMR

Patient Email-id Enter patient emal

Doctor Email-id

EMR D

Enter the EMR EMR

Fig. 8(a) Doctor Portal — Add EMR

This interface as displayed in figure 8(a) enables an authorized doctor to add a new EMR entry for a specific patient by providing
the patient’s email, doctor’s email, EMR ID, and the record details. Once submitted, the data is recorded on the blockchain, ensuring
immutable storage and traceability as described in [8], [10].

View EMR Your EMR
TestEMR id 1
Enter EMR ID 1 =
Doctor Email-id d01@gmail.com

Fig. 8(b) Doctor Portal — View EMR

As we can see in the figure 8(b), the doctor can retrieve a patient’s EMR by entering the relevant EMR ID and verifying their own
email address. Access is granted only if the patient has authorized the doctor, illustrating the fine-grained, patient-centric permission
model enforced by the underlying Hyperledger Fabric network [6], [13].

n Application  Patient Application Doctor Application

Decentralized Electronic Medical Record

Our Admin application allows the admin to register a user.

Register here

Email-id

Type of user : Admin ~

Fig. 9 Admin Portal — User Registration
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This interface as described in the figure 9 allows the administrator to register a new user by specifying a username, email address,
and user type (e.g., Admin, Doctor, Patient). Upon registration, a unique identity is issued and managed through the Membership
Service Provider (MSP), reinforcing secure and permissioned access within the Hyperledger Fabric network [6], [13].

This web application also includes a dedicated notification functionality implemented using nodemailer. The important updates are
sent via email to the concerned authorities. This helps them stay up-to-date with any change in record that might take place. Patients
are notified promptly whenever a new EMR is added and the doctors are informed whenever they are granted access to add or view
a specific EMR. This shall be illustrated further with the help of snapshots.

The DeMR (Decentralized Electronic Medical Records) platform supports secure and decentralized storage of medical records
along with role-based access control for better privacy. A registration confirmation email as displayed in the figure 10 indicates the
capability of the platform to provide easy sharing of data among authorized individuals. Registration assigns a unique identification
number and role-based access, protecting data integrity and security.

Registration Successful [#d78d] nbox «

Q DeMR Team 1:34PM (O minutes ago) ¥
tome

Hello Utkarsh Roy,
You have been successfully registered as a patient on the DeMR platform.
Registration Details:

- Date and Time: 2025-04-01 (1:34:31 PM)
- Registration ID: #d78d
+ Role: patient

DeMR (Decentralized Electronic Medical Records) is a cutting-edge platform designed to:

- Ensure secure and decentralized storage of medical records.
- Provide role-based access control for enhanced privacy.
- Enable seamless sharing of medical data between authorized users.

We are excited to have you on board! Please log in to your account to explore the platform and manage your electronic medical records.

If you have any questions or need assistance, feel free to reach out to us at demr.tcet@proton.me
Thank you for choosing DeMR!

Warm regards,
The DeMR Team
Redefining Electronic Medical Records

Fig. 10Registration email notification to the concerned authority

The email as displayed in figure 11 ensures that access has been provided to add Electronic Medical Records (EMRs) for a
particular patient. It gives the access date and time, as well as the patient ID, so that authorized users can securely update medical
records (EMRs). This controlled access mechanism is in line with Hyperledger Fabric’s role-based access control.

EMR Add Access Granted [#b03a] inbex «

DeMR Team
tome =
Hello,

‘You have been granted access on 2025-04-01 (1:36:38 PM) to add EMRs for the following patient:

Patient ID: utkarsh.roy25@gmail.com

Please log in to your account to add EMRs.

Thank you,
The DeMR Team

( & Reply )( ~ Forward | '@‘

Fig. 11IEMR Add access granted (email to Doctor side)
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The figure 12 shows an automated email notification to the doctor, that they have been assignedview access to an Electronic
Medical Record (EMR). It includes the EMR ID, specifying the exact record to which the user has access. The e-mail requests the
recipient to log in to the account for more information making it secure by not directly providing sensitive medical information.
This kind of notification system improves transparency and accountability in accessing medical records while maintaining
conformity to data protection laws.

EMR View Access Granted [#51f9] inbox «

DeMR Team
tome v

Hello,

You have been granted view access to an EMR with the following details:
EMRID: 1

Please log in to your account to view the EMR.

Thank you,
The DeMR Team

& Reply )( ~ Forward | I@I

Fig. 12 EMR view access granted (email to Doctor side)

The figure 13 depicts an email notification informing the patient, who is the recipient in this case, about the addition of a new
Electronic Medical Record (EMR) to their account. The email includesdetails such as the EMR ID, type (medical), and timestamp
of the update. This automated notification system ensures timely communication and accessibility of medical records for users.

New EMR Added [#1554] nbox

DeMR Team
tome *

Dear user,
A new EMR has been added to your account on 2025-04-01 (1:37:42 PM) with the following details:

EMR ID: 1
Type: medical

Please log in to your account to view the details.

Thank you,
The DeMR Team

[ & Reply )( ~ Forward ) (@)

Fig. 13New EMR added (email to Patient side)

The figure 14 showcases anemail alert notifying the patientthat their EMR has been accessed. The email contains details such as the
EMR ID, the accessing doctor's email 1D, and the exact date and time of access. Such notifications promote transparency and
security by keeping users informed about activities related to their medical data and prevent any unauthorized access without the
patient’s consent.
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Your EMR was viewed by a doctor [#908b] inox

DeMR Team
tome w

Dear user,
Your EMR with the following details has been accessed:

EMRID: 1
Accessed By: Doctor with ID utkarshroy771@gmail.com
Accessed on (Date and Time):2025-04-01 (1:39:49 PM)

If you did not authorize this access, please contact support immediately.

Thank you,
The DeMR Team

s

[« Reply

~

) ~ Forward | (@)

Fig. 14 EMR viewed by doctor (email to Patient side)

V. CONCLUSION

This work shows the robustness of Hyperledger Fabric (HLF) for managing Electronic Health Records (EHR) on blockchain in a
decentralized healthcare ecosystem. With HLF features including customizable policies, smart contracts (chaincode), and secure
identity management through Certificate Authorities (CAs) and Membership Service Providers (MSPs), it is assuredly and
meticulously secured the patient records. HLF provides hospitals’ facilities with transparency and seamless interoperability among
various hospital organizations without the need for any central oversight. By creating this interoperability, healthcare providers can
easily access comprehensive patient histories improving decision making and improving patient care outcomes. In addition, not
having to keep physical medical records saves patients from having to physically carry around records. Based on this, we can argue
that Hyperledger Fabric comes with an efficient and secure solution to managing medical records on the downside of traditional
EHR systems in terms of security, privacy and interoperation. This research shows the potential of HLF to replace current practices
for healthcare record management with an improved, more efficient, more secure system, enabling a more patient centric healthcare
environment.
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