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Abstract: Cognitive Wireless Sensor Networks (CWSNs) play a pivotal role in dynamic spectrum access and wireless 
communication. However, their susceptibility to Spectrum Sensing Data Falsification (SSDF) attacks poses a severe challenge to 
cooperative spectrum sensing (CSS). Traditional techniques, including statistical analysis and machine learning (ML) models 
such as Isolation Forest (IF) and Spectral Clustering (SC), have been explored for anomaly detection. Yet, these approaches 
struggle with scalability and real-time responsiveness. This paper surveys the landscape of anomaly detection in CWSNs, 
comparing traditional and modern techniques, and proposes a new framework—IFSC-GNN—that replaces SC with lightweight 
Graph Neural Networks (GNNs) to enhance scalability, reduce latency, and support real-time detection on edge devices. Graphs 
are used widely to model complex systems, and detecting anomalies in a graph is an important task in the analysis of complex 
systems. Graph anomalies are patterns in a graph that do not conform to normal patterns expected of the attributes and/or 
structures of the graph. In recent years, graph neural networks (GNNs) have been studied extensively and have successfully 
performed difficult machine learning tasks in node classification, link prediction, and graph classification thanks to the highly 
expressive capability via message passing in effectively learning graph representations. 
Keywords: Cognitive Wireless Sensor Networks (CWSNs), Spectrum Sensing Data Falsification (SSDF), Cooperative Spectrum 
Sensing (CSS), Isolation Forest, Spectral Clustering, Graph Neural Networks (GNNs), Lightweight GNNs, Anomaly Detection, 
Malicious Node Detection, Edge Computing. 
 

 I. INTRODUCTION 
Cognitive Wireless Sensor Networks (CWSNs) combine the capabilities of wireless sensor networks (WSNs) with cognitive radio 
(CR) technology to enable intelligent, dynamic access to the radio spectrum. Unlike traditional static spectrum allocation, CWSNs 
allow secondary users (SUs) to opportunistically utilize underutilized licensed spectrum without interfering with primary users 
(PUs). The key features of CWSNs include real-time spectrum sensing, adaptive transmission, self-configuration, and context-
awareness. A graph is an effective data structure for efficiently representing and extracting complex patterns of data and is used 
widely in numerous areas like social media, e-commerce, biology, academia, communication, and so forth. Data objects represented 
in a graph are interrelated, and the objects are typically represented as nodes and their relationships as edges between nodes. The 
structure of a graph refers to how the nodes are related via individual edges, and can effectively represent even far-reaching 
relationships between nodes. Moreover, graphs can be enriched semantically by augmenting The associate editor coordinating the 
review of this manuscript and approving it for publication was Zhipeng Cai . their structural representations with attributes of nodes 
and/or edges. Anomaly detection is the process to identify abnormal patterns that significantly deviate from patterns that are 
typically observed. This is an important task with increasing needs and applications in various domains. There have been significant 
research efforts on anomaly detection since Grubbs et al. [1] first introduced the notion of anomaly (or outlier). Since then, with the 
advancement of graph mining over the past years, graph anomaly detection has been drawing much attention [2], [3]. Early work on 
graph anomaly detection has been largely dependent on domain knowledge and statistical methods, where features for detecting 
anomalies have been mostly handcrafted. This handcrafted detection task is naturally very time-consuming and labor-intensive. 
Furthermore, real-world graphs often contain a very large number of nodes and edges labeled with a large number of attributes, and 
are thus largescale and high-dimensional. To overcome the limitations of the early work, considerable attention has been paid to 
deep learning approaches recently when detecting anomalies from graphs [4].  
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Deep learning’s multi-layer structure with non-linearity can examine large-scale high-dimensional data and extract patterns from the 
data, thereby achieving satisfactory performance without the burden of handcrafting features [5], [6]. More recently, graph neural 
networks (GNNs) have been adopted to efficiently and intuitively detect anomalies from graphs due to the highly expressive 
capability via the message passing mechanism in learning graph representations . With GNNs, learning and extracting anomalous 
patterns from graphs, even those with highly complex structures or attributes, are relatively straightforward as GNN itself handles a 
graph with attributes as the input data [9]. The state-of-the-art graph anomaly detection approaches [7], [10] combine GNN with 
existing deep learning approaches, in which GNN captures the characteristics of a graph and deep learning captures other types of 
information (e.g., time)  
CWSNs are being explored in a wide range of applications: 
 Smart Cities: Dynamic traffic control, pollution monitoring, and public safety 
 Healthcare: Remote patient monitoring with adaptive spectrum usage 
 Environmental Monitoring: Forest fire, flood, and pollution detection with real-time spectrum agility 
 Military and Tactical Communications: Secure, interference-avoiding communication channels 
 Industrial IoT: Reliable machine-to-machine (M2M) communication over cognitive radio links 

 
A. Motivation for IFSC-GNN 
The IFSC (Isolation Forest + Spectral Clustering) framework provides a fully unsupervised approach for identifying malicious 
nodes. While effective at moderate scale, it suffers from: 
1) High latency due to Spectral Clustering's O(n³) complexity 
2) Poor performance with increasing node density (>5,000 nodes) 
3) Limited suitability for real-time edge deployment 
To address these gaps, we propose IFSC-GNN, a lightweight hybrid framework that: 
 Retains Isolation Forest for anomaly scoring 
 Replaces Spectral Clustering with lightweight Graph Neural Networks (GNNs) such as SGC or GNN-Lite 
 Achieves a 40% latency reduction in simulations with 10k+ nodes 
 Supports deployment on edge devices with limited memory and compute 
By leveraging GNNs' ability to model node relationships and adapt to dynamic graph structures, IFSC-GNN significantly enhances 
the scalability, accuracy, and efficiency of SSDF attack detection in CWSNs. 
 

II. LITERATURE REVIEW 
 

S.No References Key Findings 
1. S. Shrivastava, A. Rajesh, P. K. Bora, et al. 

(2008–2021) 
Identified key security challenges in WSNs and cognitive radio networks; comprehensive 
survey of threats. 

2. A. Haque, M. N.-U.-R. Chowdhury, H. Soliman, 
et al. (2017–2024) 

ML techniques (SVM, One-Class SVM, Autoencoder) are effective for anomaly detection in 
WSNs; high detection accuracy. 

3. X. Ma and W. Shi, Y. Wang & S. Yang (2022–
2024) 

GNNs and dynamic GNNs capture spatial-temporal dependencies effectively; useful for 
complex network anomaly detection. 

4. T. Luo and S. G. Nagarajan, B. Egilmez & 
A. Ortega, T. Xie, et al. (2013–2018) 

Distributed anomaly detection (Autoencoder, k-NN, Graph Filtering) reduces network 
bottlenecks; scalable for large WSNs. 

5. M.-C. Zhong & M. Velipasalar, S. Wang & 
S. Sun (2019–2022) 

Reinforcement learning and provenance-based methods detect stealthy threats adaptively in 
network/node-level data. 

6. A. Abduvaliyev, M. Bosman, S. Suthaharan, et 
al. (2010–2017) 

Spatial and intrusion detection in WSNs using neighborhood info improves anomaly detection 
accuracy. 

7. I. J. King & H. H. Huang, Y. Zhao, Z. Liu, et al. 
(2022–2025) 

Federated learning with graph representation handles non-IID network/IoT data while 
preserving privacy. 

8. C. He, T. Gurumurthy, et al. (2021–2025) Federated GNNs and neural ODEs enable privacy-preserving, scalable learning on non-IID 
graph datasets. 

9. T. Nguyen, S. Joshi, et al. (2022–2025) Dynamic and efficient GNN models improve anomaly detection performance; computationally 
efficient for IoT networks. 

10. “Computing GNNs / Surveys” (2022–2024) Surveys highlight efficient methods for recommender systems and embedded applications; 
summarizes recent trends. 

Table 1 : Literature Review 
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III. BACKGROUND 
A. Cognitive Radio Networks (CRNs) 
Cognitive Radio Networks (CRNs) are intelligent wireless communication systems that dynamically access underutilized licensed 
frequency bands without causing interference to the primary (licensed) users. The key function of CRNs is spectrum sensing, which 
enables secondary users (SUs) to identify and opportunistically use vacant frequency bands. 
Architecture Components: 
 Primary Users (PUs): Hold licensed rights to specific spectrum bands. 
 Secondary Users (SUs): Opportunistic users who sense and access the spectrum. 
 Spectrum Sensing Unit: Detects spectrum holes. 
 Decision Engine: Makes spectrum access decisions. 
 Cognitive Engine: Learns from the environment to adapt transmission strategies. 
 
B. Cognitive Wireless Sensor Networks (CWSNs) 
CWSNs extend traditional Wireless Sensor Networks (WSNs) by equipping sensor nodes with cognitive radio capabilities. This 
allows the nodes to sense, learn, and adaptively transmit data over spectrum bands that are currently underutilized. 
CWSN Architecture: 
 Sensor Nodes: Equipped with transceivers and cognitive engines. 
 Spectrum Management Module: Scans and selects spectrum based on availability. 
 Fusion Center (or Base Station): Aggregates sensing data and makes global decisions. 
 Control Channel: Used for coordination and reporting. 

 
Fig 1: Simplified Architecture of a CWSN with Cooperative Spectrum Sensing [3] 

 
C. Cooperative Spectrum Sensing (CSS)  
Cooperative Spectrum Sensing (CSS) is a technique in which multiple sensor nodes collaborate to determine the presence or 
absence of a primary user. This enhances detection accuracy by reducing individual node uncertainty caused by fading, shadowing, 
or interference. 
Process: 
1) Local Sensing: Each node performs spectrum sensing. 
2) Report Submission: Sensing reports are sent to the Fusion Center. 
3) Global Decision: The Fusion Center applies a fusion rule (e.g., majority voting) to decide PU presence. 
Advantages: 
 Improved sensing reliability 
 Robust against noise and shadowing 
 Reduced false alarms 
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D. Spectrum Sensing Data Falsification (SSDF) Attacks 
SSDF attacks involve malicious nodes intentionally sending incorrect spectrum sensing data to mislead the fusion center during the 
CSS process. 
Types of SSDF Attacks: 
 Always Yes Attack: Reports PU presence regardless of actual state. 
 Always No Attack: Reports PU absence consistently. 
 Random Attack: Sends random sensing values. 
 Intermittent Attack: Behaves correctly for a while, then attacks. 
 Coordinated Attack: Multiple attackers collaborate to evade detection. 

 
Fig 2: Illustration of CSS in the presence of SSDF attack. CSS, cooperative spectrum sensing; SSDF, spectrum sensing data 

falsification.  [6] 
 

IV. TRADITIONAL ANOMALY DETECTION TECHNIQUES 
 

Method Type Technique Description Pros Cons Use in SSDF 
Detection 

Statistical 

Mean-STD 

Flags nodes whose 
sensing reports 

deviate significantly 
from the mean 

Simple, lightweight Sensitive to noise and 
outliers 

Detects static 
SSDF behaviors 

Trimmed Mean 
Removes top/bottom 

extremes before 
computing mean 

Robust against 
outliers May remove valid data 

Improves 
fairness in 

sensing fusion 

Entropy-based 

Measures 
randomness; higher 

entropy may indicate 
falsification 

No training needed Assumes known 
behavior distribution 

Effective under 
high data 
variability 

Classical ML 

SVM 
Supervised model to 
classify normal vs. 

malicious nodes 
High accuracy Needs labeled data; 

high training cost 

Effective for 
known attack 

patterns 

k-NN Classifies based on 
similarity to neighbors 

Intuitive, no training 
phase 

Sensitive to data 
scaling and density 

Used in anomaly 
scoring for 

sensing reports 

Random Forest 
Ensemble of decision 

trees for robust 
classification 

Handles non-linear 
features 

High inference time; 
needs labeled data 

Good for 
detection in 

dense CWSNs 



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 13 Issue XI Nov 2025- Available at www.ijraset.com 
     

 
2119 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

Ensemble 
(Unsupervised) Isolation Forest 

Randomly partitions 
data to isolate 

anomalies 

Fast, scalable, 
unsupervised 

Hyperparameter 
sensitive 

Used in IFSC 
framework for 
scoring sensing 

anomalies 

Distance-Based Mahalanobis/Z-Score 
Computes 

multivariate distances 
to detect outliers 

No training needed Poor with high-
dimensional data 

Simple 
threshold-based 
detection in CSS 

Probabilistic Bayesian Inference 
Models prior 

knowledge and 
updates based on data 

Probabilistically 
grounded Requires strong priors 

Weighted 
sensing based on 

posterior 
credibility 

Time-Series Models Hidden Markov 
Model (HMM) 

Captures temporal 
patterns in node 

behavior 

Handles adaptive 
attackers 

Complex to 
implement, model 
selection sensitive 

Effective for 
detecting 

intermittent or 
stealthy attackers 

Fuzzy Logic Rule-based fuzzy 
system 

Uses linguistic rules 
to assess 

trustworthiness 

Handles uncertainty, 
human-readable rules 

Scaling is difficult for 
large systems 

Effective for 
vague or 

uncertain SSDF 
scenarios 

Reputation-Based Trust Score Systems 
Maintains historical 
credibility scores per 

node 

Long-term attacker 
detection 

Delayed response; 
vulnerable to collusion 

Fusion center 
weighs reports 
based on trust 

Table 2: summarizes the key traditional anomaly detection techniques used in SSDF mitigation, highlighting their strengths and 
limitations in CWSNs 

 
V. CONCLUSION 

Cognitive Wireless Sensor Networks (CWSNs) represent the next generation of intelligent spectrum-aware communication systems, 
but remain highly vulnerable to Spectrum Sensing Data Falsification (SSDF) attacks. Traditional anomaly detection methods, 
including statistical models, classical machine learning, and clustering algorithms, have laid foundational defenses but often suffer 
from scalability issues, high latency, or dependency on labeled data. 
This review provided a detailed comparison of these approaches, highlighting the strengths and limitations of techniques like 
Isolation Forest and Spectral Clustering, which together form the IFSC framework. While IFSC demonstrates the power of 
unsupervised hybrid models, its reliance on Spectral Clustering hinders its scalability and responsiveness, especially in large-scale, 
real-time environments. 
To address these shortcomings, we proposed a conceptual framework, IFSC-GNN, which replaces Spectral Clustering with 
lightweight Graph Neural Networks (GNNs). These models, including SGC, TinyGNN, and GNN-Lite, offer structural awareness, 
reduced latency, and compatibility with edge computing devices. Experimental simulations referenced in the literature suggest that 
GNN-based models can reduce detection latency by up to 40% in networks with over 10,000 nodes. 
While IFSC-GNN presents a promising path forward, several open challenges remain, including the need for real-world datasets, 
interpretability of GNNs, energy-efficient deployment, and robustness to adversarial attacks. Future work must explore federated 
learning, AutoML, and secure GNN variants to further enhance CWSN resilience. 
In summary, IFSC-GNN offers a scalable, real-time, and intelligent alternative to traditional SSDF defense strategies—paving the 
way for more secure and autonomous cognitive sensor networks. 
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