IJRASET

International Journal For Research in
Applied Science and Engineering Technology

" INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 13 Issue: IV Month of publication: April 2025

DOIl: https://doi.org/10.22214/ijraset.2025.69758

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 13 Issue IV Apr 2025- Available at www.ijraset.com

lllusion Unveliler

Akshata Bankar®, Shruti Jadhav?, Advait Bhosale®, Prof. Bhaven Doshi*
123 4DepartmentofComputer Engineering, Smt. Kashibai Navale College of Engineering, Pune

Abstract: Fake image detection is an important problem in the field of computer vision and machine learning. as the use of
manipulated images for deception or propaganda purposes is becoming increasingly common. In this, we propose a machine
learning approach for detecting fake images, which is based on a combination of deep convolutional neural networks and
traditional image processing techniques. Our method extracts a set of features from the input image, including statistical
properties, color distributions, and texture information. These features are then fed into a classifier, which determines whether
the image is genuine or manipulated. We evaluate our approach on a large data-set of read and fake images and demonstrate
that it achieves state-of the art performance in terms of accuracy. precision, and recall. Our results suggest that machine
learning methods can be effective for detecting fake images and have the potential to be used in a wide range of applications,
including social media content moderation, news verification, and forensic analysis.
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I. INTRODUCTION

Fake image detection, also known as image forensics, is the process of identifying and verifying the authenticity of digital images.
With the rise of digital media and editing tools, it has become increasingly easy for individuals to manipulate images and create
fakes that can be used for various.To purposes, including spreading misinformation, propaganda, and even committing fraud. Fake
image detection is a complex process that involves analyzing various aspects of an image, such as meta-data, pixel and visual
content. There are several techniques used for purpose, including digital watermarking, error level analysis and image tampering
detection. Digital watermarking involves embedding a unique identifier into an image, which can later be used to verify its
authenticity. Error level analysis, on the other hand, examines the variations in compression quality across diferent parts of an
image, which car across indicate the presence of editing. Image tampering detection involves analyzing the image's visual content,
such as the presence of inconsistent shadows or unnatural color variations, which can be signs of manipulation. Fake image
detection has become increasingly important in recent years, as the as spread of false information and propaganda become a
growing concern. It is used by various organizations and individuals. including news agencies, social media platforms, and law
enforcement agencies, to verify the authenticity of images and prevent the spread of false information.

Il. LITERATURESURVEY
1) Zhang, X. et al. (2023). DeepFake Detection Using Attention Mechanisms.
Introduced an attention-based mechanism to improve the accuracy of detecting DeepFake images and videos by focusing on subtle
manipulation patterns. Their method improved accuracy and interpretability in deepfake classification.

2) Kumar, S. et al. (2022). Multi-Modal Deep Learning for Image Forgery Detection.
Proposed a multi-modal deep learning framework that combines image features and metadata to improve the robustness of forgery
detection systems across diverse manipulation types.

3) Yang, J. et al. (2021). Exposing Image Manipulation with Self-Supervised Learning.
Developed a self-supervised learning model for detecting image manipulations without requiring labeled data. This approach
leverages the natural structure in images, making it scalable and adaptable.

4) Nguyen, T. et al. (2020). GAN Fingerprints in Generated Images: Analysis and Detection.
Analyzed and identified GAN-generated image fingerprints for detecting forged images. Their work provided a way to detect
forgeries by recognizing patterns specific to different generative models.
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5) Verdoliva, L. (2019). Media Forensics and DeepFakes: An Overview.
Offered a comprehensive review of the media forensics landscape, summarizing the progress, challenges, and toolsavailable for
detecting DeepFakes and digital image forgeries.

11l. METHODOLOGY
1) Problem Identification: Understand the issue of fake/manipulated images and their impact.
2) Data Collection: Gather a dataset of real and fake images from reliable sources.
3) Data Preprocessing: Resize, normalize, and augment images for model training.
4) Model Selection: Choose a suitable deep learning model (CNN) for image classification.
5) Model Training: Train the CNN using the prepared dataset to learn features of real vs fake images.
6) Model Evaluation: Test the model using accuracy, precision, recall, and F1-score.
7) System Development: Integrate the trained model into a system that takes image input and gives output.
8) Testing & Validation: Test the system with unseen data to check reliability and correctness.
9) Deployment (Optional): Create a basic Ul or web app for user interaction.

IV. SYSTEM ARCHITECTURE

Fake Image Detection System Architecture
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V. CONCLUSION
This project focused on detecting fake images using Convolutional Neural Networks (CNNs). Our model effectively learned to
distinguish between real and manipulated images, showing promising accuracy. While there's scope for further improvement and
broader dataset coverage, CNNs proved to be a powerful tool in tackling the challenge of image forgery.
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