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Abstract: Industry 4.0 is a rapidly evolving concept that has received attention in recent years and aims to achieve a higher and
more efficient production rate through automation. Because its implementation involves the improvement of business processes,
this concept is inextricably linked to Business Process Management. Business Process Modeling is a Business Process
Management tool that can be used to describe an organization's processes in order to elaborate and improve them. As a result,
models are widely used for the better comprehension of processes and as a first step in introducing new concepts, such as
Industry 4.0, into an organization. Hence, a comprehensive framework of a modeling architecture is required for an
organization that desires a holistic transmission to new concepts based on its needs, operations, and structure. In this paper, a
holistic enterprise architecture, along with an instance of it, which is proposed in a company that manages the high and
medium-pressure natural gas network is presented, encompassing the appropriate models for the recording and detailed
presentation of business processes and how Industry 4.0 principles and applications could be incorporated to them.
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L. INTRODUCTION

The term Industry 4.0 (or fourth industrial revolution) refers to a technology-oriented idea that is primarily focused on the
manufacturing industry, but can be adapted and applied to any value chain organization [1]. Companies are attempting to implement
a variety of innovative solutions in the context of Industry 4.0, including Information and Communication Technologies (ICTs),
Cyber-Physical Systems (CPS), and the Internet of Things (10T) [2]. The utilization of Business Process Management (BPM) tools
to integrate Industry 4.0 principles into business processes could help and simplify their improvement [3]. The method of Process
Modeling is used by BPM to contribute to Industry 4.0, providing stakeholders with appropriate methods to control intelligent
manufacturing processes and smart factories efficiently and effectively [4]. Business process models examine and analyze the
behavioral elements of systems and are typically developed in an early stage of requirements designing [1]. For the integration of
the Industry 4.0, through the suitable information systems, in the processes that are modeled a complete enterprise architecture
should be developed. The enterprise architecture frameworks integrate strategies, business activities, and information systems by
providing a representation of current organizational capabilities and enabling desirable results [5].

The usefulness of the development of enterprise architectures for the integration of Industry 4.0 in the processes of organizations is
emphasized by the literature [6], [7], [8], [9]. In the recent literature there are also studies that present architectures for the
incorporation of Industry 4.0 in business activities. For example, completed 5-level architectures are proposed by [10], [11] for the
adoption of Industry 4.0 in manufacturing environments where real-time data collection and management is required for operations
control. According to [12] an architecture utilizing human knowledge for data input in smart factories can be developed. In [13] a
vertical integration architecture to collect data and transform it into useful information for the system is proposed. The TOGAF (The
Open Group Architecture Framework) approach is proposed by [14], [15] and [16] as the architecture in which the Industry 4.0
integration should be based, and RAMI 4.0 (Reference Architectural Model for Industry 4.0) by [17] and [18] which represents the
IT systems, hardware and communication protocols specific for Industry 4.0 integration in the functions of the companies. The
RAMI 4.0 approach is also used by [19] who add a new dimension of security and human interaction with the system. Furthermore,
a b5-layer meta-architecture is proposed by [20] taking under consideration all the basic ingredients of the Industry 4.0
implementation in business processes (business layer, application layer, technology layer, operations layer, external interface layer).
A meta-architecture is also presented by [21] including the views of big data, cloud computing, 10T and blockchain.
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In addition, PERA (Purdue Enterprise Reference Architecture) for industry 4.0 is used by [22] as a framework for the construction
of adjusted architectures such as the one proposed in this study. Enterprise architecture development provides companies with
important information and useful details on how to align their strategy with their business processes in order to achieve the desired
objectives [23]. Moreover, an architecture for the modeling of predictive maintenance and its automation, through the utilization of
Indus-try 4.0, is proposed by [24]. ARIS (Architecture for Integrated Information Systems) architecture is also suggested by [25]
and [26] for the digitization of processes.

Finally, [1], [27], [28], and [29] utilize UML-based models, which are a large category of process modeling techniques used as a
Business Process Management tool. Consequently, both dynamic and static techniques are used to configure models and
architectures. BPMN, on which this paper's architecture is based, is described as a solid and adaptable solution for both static and
dynamic modeling methods [1, 27].

Concerning the gas sector, that is the sector of the company for which the architecture was developed, there are very studies which
point out the usefulness and the benefits of Industry 4.0 and 10T in the operations of the companies. Specifically, the contribution of
the re-mote control of oil and gas platforms and infrastructures has been studied, through a developed model [30]. In addition, a
high-level architecture has been proposed for the application of cyber-physical systems and the assurance of the security of gas
networks in Europe [31]. In addition, there are many publications regarding the management and analysis of big data for oil and gas
industry gathered by the 10T sensors [32]. The identification of the gas sector processes that are eligible for transformation, through
Industry 4.0 applications, is also provided by the literature [33]. Furthermore, there are proposed enterprise architectures combining
models for processes, products/services, data collection, networks, and Industry 4.0 integration [34], and suggesting the usage of 10T
in the whole value chain of the oil and gas organizations [35]. Finally, more general enterprise architectures for the linking of oil
and gas companies core processes with technological solutions and information systems are proposed based on Zachman framework
[36], on TOGAF [37].

The aim of this paper is the development of a Business Process Modeling Architecture prototype, and specifically the better
explained with instances extension of the architecture proposed by [38] which will be used to describe methodologies and guidelines
for the design and combination of Business Pro-cesses and Industry 4.0 in an organization, called DEDA, that is re-sponsible for the
operation of Greece's middle and low-pressure gas distribution networks and desires to transform its processes following an Industry
4.0 framework. Initially, the methodology that was utilized for the development of this architecture is presented. Subsequently, the
description of the proposed architecture, including the views that will meet the organisation ’s objectives and particular diagrams for
depicting how the incorporation of Industry 4.0 and the analysis of a process was carried out, is presented. This architecture is based
on ARIS and its encompassing methods, following at the same time the structure PERA, as a guide for the Industry 4.0 and
information systems integration. Owing to its simplicity and generic nature [39], which facilitated the fitting with the company's
needs and mentality, the levels of PERA architecture were chosen as the base of the adjusted meta-architecture of this case,
developed as a next-step emerging framework according to PERA principles. The combination of PERA and ARIS led to the
development of a new meta-architecture based on the needs of a specific organization operating in the natural gas sector. The
combination of ARIS and Industry 4.0 for the gas sector is the first time that is presented in the literature based on the recent
aggregated reviews about enterprise architectures, including or not Industry 4.0 contribution [5, 18, 40, 41, 42]. In addition, the
architecture of this paper tries to achieve the interlacement of physical (manual), semi-automated and automated activities (Industry
4.0) through information systems, as these dimensions is significantly to be combined for the success of every organization [43, 44].

1. METHODOLOGY

For the development of the proposed architecture the steps that were followed are presented in Figure 1. Initially, the basic modeling
methods and integrated architectures presented in the literature and reported by academic sources, as well as business users were
searched and identified. This search helped to understand the evolution of this scientific area, while also helped to convey ideas to
DEDA about the views that could be taken into account for the design of the architecture that will be formed. The architectures that
were taken under con-sideration in the first step were the most widespread and adopted modeling architectures, the Zachman
Framework, the FEAF (Federal Enterprise Architecture Framework), the TOGAF, and ARIS. The Zachman Framework is
organized in grid form including roles and queries, categorizing and organizing the components of the business that concern both
the management of the business and the development of information systems [45]. FEAF is an architecture that started from the
governmental and public sector for the integration of the in-formation system in the processes and has, on the one hand a
classification for business models and on the other hand a methodology (pro-posed process) of building the architecture of an
organization [46].
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The same logic is also followed in TOGAF which is mainly based on modularization, standardization, and already existing, proven
technologies and products [47]. Finally, ARIS aims to integrate IT technologies into the company being improved, using a "Control
- Design - Implementation™ cycle [48]. It also satisfies the need for information systems tools and methods that support Business
Processes. Even if all the architectures are well-established and could support the development of DE-DA business modeling, ARIS
was selected as it has several significant advantages over the others. The first advantage is that it can support all the views that are
necessary for the modeling with the ability of choosing alternative methods (about 200) to fill them. In addition, it supports the
Industry 4.0 view that was the main reason for DEDA for the modeling of processes and the configuration of a holistic business
architecture. Finally, the architecture framework and the accompanied tool can support internal, external and collaborative processes,
while at the same time has the ability to evolve the recorded processes that in automated.

As a second step, the definition of the views that will be taken under consideration by the company - user (DEDA) was carried out,
taking into account its strategic directions and its available resources and skills. The choice of the operating system views to be
analyzed led to the next step which was the selection of the architecture framework on which the customized architecture that will
be formed for DEDA will then be based. This framework includes the basic principles and tools that allow the design of an
architecture. As a fourth step, the se-lection of the methods that will be used to cover the business views was made, while as a final
step, the selected methods were tested and structured in order to ensure the coherence of the shaped architecture through the
correlations of their objects.

Research for Existing Methods and
Architectures for Business Process
Modeling

Determination of the Suitable
Modeling Views for DEDA

Selection of Architecture

v

Selection of Methods for Business
Process Modeling

v

Configuration of DEDA
Architecture

Figure 1. Methodology of architecture development.

1. PROPOSED ARCHITECTURE

A. Development of the Architecture

The first step for the configuration of the proposed architecture is the understanding of the role of BPM in Industry 4.0
implementation in a gas company. BPM is the higher level (Level 6) of the "pyramid” that is structured according to PERA
principles and depicts the vertical integration of Industry 4.0 in business processes, as shown in Figure 2, and encompasses
modeling, execution, and business process control. The Actual Processes of Organization Operation makes up the lower level (Level
0). Level 1 includes all necessary equipment for direct interaction and coordination with actual processes, whereas Level 2 includes
SCADA or other data collection system (based on the needs), which gathers data from Level 1 equipment utilized in actual
processes. Level 3 encompasses Equipment System and Maintenance Management, which is based on the aggregation of the data of
SCADA or other data collection system. Level 4, Products Lifecycle Management (PLM), serves as a link between Levels 3 and 5,
since it develops products based on requirements from Level 5's ERP and CRM systems while also monitoring low-level production.
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The concept of security is critical at all levels of a company's architecture for a gas distribution network, and it takes different forms
at each of the pyramid's six levels. For example, security is crucial on both a physical (e.g., covering the risk of physical asset
destruction) and an informational and net-work level (e.g., preventing a cyber-attack). Similarly, knowledge must be managed in
various ways in the different levels of the pyramid (e.g. explicit knowledge concerning executional processes is expected to be
found in the lower levels of the pyramid, possibly in the form of analytical procedures and work instructions, whereas more tacit
knowledge is found in the higher levels, possibly in the form of management good practices and shared experiences).

Module of Business Intelligence

Business Knowledge Management Physical and Logical Security

Modeling, automation, execution, business
processes control and improvement i BPM Modeling, web publishing and business process

5 management (BPM), Document Management
D

(Level 6 System for processes support
r 1 1
Enterprise Recourses Planning System, 1 )
Customer Relationship Management ERP,: CRM
System KLe".e| 5)

Products Lifecycle Management

PL:M (Lievei 4)

1 1 1
Advanced Programming Systems, Equipment:Monitoring ) o
Maintenance Management System' & Mlaintenance Equipment Monitoring System
MgITnt ("‘evell 3) Network and gaugers monitoring through
Monitoring, Supervisory Control 1 1 1 special software and equipment in the
and Automated Control SCADA :(Le\*e| 2) Command & Control Center, date from
i ! : different sources synthesis
N 1 1 . = Optical Fibers Network, Detection of
Detection and Handling of the Sensors, Gauges, dptlcal Fibers network failures and malwares, data
Production Process !(Leyel 1) transmission via optical fibers and
! satellites, smart secure gateway for smart
- gaugers measurements exploitation,
smart labels

Actuali World (Level 0)
1 1 1

Actual Processes

1 1 1
I 1 1
|

Figure 2. The “pyrarlnid"’ of Industry 4.0 implementation levels.

Based on the needs of the organization, in which the proposed architecture was implemented, the views of the system analysis have

been detected and categorized as follows:

1) Organization View: Encompasses the organizational structure of the company according to employees’ positions and its
allocation in departments.

2) Process View: Consists of the processes, subprocesses and activities of the organization.

3) Information Systems View: Depicts the information systems used by the company as well as the applications included in them
and their interconnections

4) Industry 4.0 and Internet of Things View: Analyzes how sensors, actuators, and communications networks are used to automate
semi-autonomous processes.

5) Documents/Files View: The recording and categorization of important documents and files for the business processes operation
are included in this view.

6) Rules/Legislation View: Refers to the business rules and legislation that impact organizational processes and should be recorded.

7) Risks/Controls View: Includes risks listing according to their cate-gory and their implications in business processes.

8) Products/Services/Customers View: Includes the analysis of products and services provided by the examined organizations and
the approaches on the basis of which its main customer categories are served, too.

ARIS was chosen as the modeling architecture and, more precise-ly, the meta-architecture modeling framework to be utilized, based

on the views that are provided and should be covered based on the organization's analysis. ARIS was selected not only because it

entirely incorporates the perspectives that must be included in the analysis, but also because it is clear, and its supporting software

was easily accessible by all employees. The views of ARIS are shown in Figure 3, together with the methods (diagrams) utilized in

each view. Organizational, Data, Processes, Functions, and Products and Services are the views of ARIS. The representation is

carried out through the House of ARIS, which depicts the interconnections between different views. Through specific modeling

methods, these views correspond to specific levels of the PERA architecture. Network Diagrams, Network Topology Diagrams, loT

Object Definitions Diagrams, 1oT Context Diagrams, and Information Carrier Diagrams are utilized in particular at Levels 1, 2 & 3

where the Industry 4.0 principles are implemented in company processes. For the representation of the information systems

requirements, structure, and function in Levels 3, 4, and 5, Application System Type Diagrams, Application Collaboration Diagrams,

Requirements Tree and Requirements Allocation Diagrams, Customer Journey Map and Customer Journey Landscape (for CRM),

Product Service Tree, and Information Carrier Diagram are used.
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Value-added Chain Diagrams, Enterprise Collaboration Diagrams (BPMN), Function Allocation Diagrams (FAD), Business Rule

Architecture Diagram, Business Controls Diagram, KRI Allocation Diagrams, Risk Diagram, and In-formation Carrier Diagram are
all representations of BPM at Level 6.

Organization View

- Organizational Chart

/’—\ - Value-added Chain Diag. /’f_\
w - Enterprise Collaboration w
Di.\1§4
- Risk Diag. - f\:}\‘ )li?:‘.:ig;:n\ - /Bli,:‘pslicalion System Type
- Information Carrier Diag,. Collaboration Diag. - Requirements Tree Diag,.
- Network Topology - Business Rule - Requirements Allocation
- Network Diagram Architecture Diag. Diag,.
Business Controls Diag. - Customer Journey
KPI Allocation Diag. Landscape
- IoT Object Definitions
Diag.
- IoT Object Context Diag

v - Customer Journey Map. \_/ﬂ/

Data View Processes View Functions View

| Product/ Service Tree |

Products/Service View

Supervision View Structuring Model

Figure 3. Used diagrams distributed in ARIS view.

In Figure 4 the methods of ARIS were redistributed to be adjusted in each view of the organization. In both Figure 3 and Figure 4 an

extra Supervision View has been added, constituting the common plat-form of connection between the other views, in the form of a
control panel.

Organizational Chart Information Carrier Diag.

Organization View Documents/Files View

Value Added Chain Diag. Requirements Tree Diag.
Enterprise Collaboration Diag. Requirements Allocation Diag.

Function Allocation Diag.

Processes View System Requirements View

IoT Object Definitions Diag. Business Rule Architecture Diag.
IoT Object Context Diag. Risk Diag
Network Topology Business Controls Diag.

Network Diag. KPI Allocation Diag.

Industry 4.0 - IoT View Risks - Controls - Legislation View

Application System Type Diag. Product/ Service Tree

Application Collaboration Diag. Customer Journey Landscape
Customer Journey Map

Information Systems View Products - Services — Customers View

Structuring Model

Supervision View

Figure 4. Used Diagrams distributed in organization views.
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In particular, the Organization view, is structured by the Organizational Chart configuration. The Information Carrier Diagram is
used for documents and files recording and classification in the Documents/Files view. The Enterprise Collaboration Diagram,
which is the core diagram of the recommended architecture, supports the Function view by depicting all of the organization's
functions in BPMN form, in both "as-is" and "to-be.” Function Allocation Diagrams (FAD), which connect BPMN to the diagrams
of other perspectives, and Value-Added Chain Diagrams, which aggregate business processes at a high level, support BPMN
diagrams.

The view of System Requirements is presented by The Requirements Tree Diagram determining the hierarchy of requirements,
which subsequently analyzed using the Requirements Allocation Diagram. System requirements link "as-is" and "to-be" diagrams
and are connected to business improvement initiatives.

The view of Industry 4.0 and 10T is one of the most significant views for the utilization of the proposed meta-architecture since it
promotes the organization's transition to automation adoption. The structure of automations, including the function of sensors and
actuators, is represented by the IoT Object Definition Diagram, which is complemented by the IoT Object Context Diagram, that
describes the function of the automation in a process. Furthermore, Network Topology and Network Diagrams represent the
automations' communication and interconnection networks, completing the Industry 4.0 view in business processes.

The view of Risks/Controls/Policies is analyzed as an integrated framework because of their correlation. The Business Rule
Architecture Diagram depicts the business policies that must be followed by the organization. The Risk Diagram outlines the risk
categories and risks that are associated with the organization's operations, which are measured by the KPI Allocation Diagram and
confronted based on the recorded information encompassed in the Business Controls Diagram. The Ap-plication System Type
Diagram is used to describe the view of Information Systems, which records all of the company's information systems and
decomposes their structure and functionality utilizing Ap-plication Collaboration Diagram. The Product/Service tree is used in the
final view of Products/Services/Customers to depict the products and services delivered by the company to customers. In addition,
the path that is followed by the customers from the beginning to the end of their interaction with the organization, as well as an
analysis of each step of the route parameters, are depicted by the Costumer Journey Landscape and the Costumer Journey Map,
respectively..

B. Instances of the Methods

The proposed architecture consists of the main view of Processes which constitutes its core, based on BPMN diagrams representing

business processes, framed by the other views which supplement a completed framework harmonized with the needs of the studied

gas company, in order to depict every aspect of its operation (e.g., information systems, documents, risks) and achieve the adoption

of Indus-try 4.0 principles in its processes. BPMN lanes offer better interaction between physical and electronic actors, too. That

was the reason for choosing BPMN as the central architecture diagram. The transition was primarily depended on the matching of

Industry 4.0 and 10T methods in BPMN diagrams along with the cooperation with the methods of the other views.

In this paper, specific instances of methods are presented in order to give an example of the structure of the architecture. The

explanation of the objects that are used in the presented diagrams are presented in the Appendix. In particular, the methods that are

presented for each view are:

1) Organization view: Organizational Chart

2) Process view: Enterprise BPMN Collaboration Diagram, Function Allocation Diagram (FAD) (with Risks-Controls), loT
Object Context Diagram

The example that was selected to be presented in this paper is a small part of the total architecture, but at the same time, the most
important, as it depicts the core methods of the architecture for the correlation of Industry 4.0 and lIoT with the business processes.
The three methods of the process view that are presented show the interlacement of the automated activities (10T sensors) with the
semi-automated activities (monitoring of the collected data via the Control Room) and manual activities (physically checking of
malfunctions), through in-formation systems.

Before the analysis of the example of the architecture, the presentation of the Organizational Chart of the company is very important.
The Organizational Chart concerns the hierarchical structure of the company and was the first diagram that was configured in order
to define which Departments and Employees participate in the processes. In Figure 5 the Organizational Chart of DEDA is
presented in Departments level, which was also the level that was used for the modeling of processes the most of the times (apart
from specific exceptions).
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Figure 5. Organizational chart of the company.

From the Organizational Chart, the Department of Operations and Maintenance participates in the process that is presented in Figure
6. In this process, the interaction of the Department of DEDA with an External Partner is presented, that’s why the two participants
are placed in separate pools. A BPMN diagram can depict in high level of detail the interaction participants involved. Every activity
of this pro-cess can be connected with other diagrams of other or the same view for better understanding of the system. This
example presents the “Detection of Gas Leak” process, and, in particular, the case in which both the need for remote valve closing
and technician’s presence are needed. The process is based on the data that are continuously collect-ed by the PZT (piezoelectric)
sensors in the field and are transferred, with the help of LoRaWan protocol and an IoT middleware that trans-late the signals of
sensors into data, in the Control Room and elaborated, through the Data Collection System. The pool of IoT middleware is not
represented in the diagram for the simplification of the depiction. The Department of Operations and Maintenance systematically
checks the data of the sensors (PZT and volume correctors) and, at the same time, checks if the correlation of the data that are
coming from the volume correctors and the PZT sensors is normal. If abnormalities are detected or the system displays an alarm
message, then the Department understands that there is a possible leak in the pipeline and gives an order to the Valve of the pipeline
to cut off the supply of gas, through the system of the Control Room (the order is transferred via the 10T Middleware) and notifies
the Technicians (External Partner) to go in the field and check for malfunctions, through the Operations and Maintenance System.
After the fixing of the problem, the Department receives from the Technician, via the Operations and Maintenance System, the
notification of the problem fixing. Subsequently, the Department gives again the order to Valve to open and allow the supply of gas
and checks, from the Control Room, whether the data of the PZT sensors are normal again and after one hour checks the data from
the volume correctors in order to ensure that the flow in the pipeline has been restored. Thus, this process manages to connect,
through information systems, the automated collection of data by PZT sensors and volume correctors with the semi-automated
orders to the technicians and the physical work for the fixing of the problem.
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Figure 6. BPMN diagram of the “Detection of Gas Leak” process

©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 1021



International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538
Volume 10 Issue 111 Mar 2022- Available at www.ijraset.com

For the better comprehension of the functions that are executed when the gas leak occurs, the BPMN diagram alone is not sufficient.
For this reason, an 1oT Context Diagram and a FAD were constructed to support the BPMN and to give further details regarding the
process. The FAD gives an explanation of the specific important steps of the process, as shown in Figure 7, including the
information systems that support the process, the location in which the processes take place, as well as, the risk and control actions
that should be executed in case of danger. In addition, the PZT sensor (IoT object) presented in the FAD is further analyzed in the
loT Context Diagram, as present-ed in Figure 8. This IoT Context Diagram presents insights about the operation of the 10T network
that cannot be presented in the steps of the BPMN. In particular, the pipeline is connected with the PZT sensor (10T sensor) that can
transfer data about the acceleration, the temperature and the pressure of the natural gas within the pipeline. These data are
transmitted via a LoRaWan (Low-Power-Wide-Area) wireless network (as the signal may have to be transmitted to several
kilometers away), which act as the communication protocol and the final destination is the Data Collection System, from which the
employees of the Control Room understand whether to send an order to the automated valve of the pipeline (10T actuator), to close
and cut out the flow in the pipeline in which the PZT sends a warning signal. For the transfer of the signal, it is also used a Data
Transfer Security Protocol compatible with the LoRaWan network. The security protocol is of high importance for the
communication among the 10T objects of the network and, especially, when these objects control the gas leaks and the flow of the
gas in the pipelines that supply the entire country.
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Figure 8. IoT context diagram depicting the function of a 10T object as part of the BPMN process.
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V. DISCUSSION
The architecture that was developed according to the needs and the requirements of DEDA was used for the modeling, in the form
of BPMN, of 52 AS-IS processes and 74 TO-BE processes, along with their supplementary diagrams, covering all the views and the
methods that are described. The utilization of all the methods was very important as it gave the employees and the management
team a completed and detailed picture of the already existing and the new processes, the functions of the information systems and
the 10T technology that was added in the TO-BE processes. In particular, from the 74 TO-BE processes, the 24 encompass the view
of Industry 4.0 and 10T and were mainly concern the operations and maintenance processes of the gas network (e.g., automated
consumption measurement and pricing, automated detection of mal-functions and further actions for the avoidance of accidents).
The integration of the Industry 4.0 view in the architecture and the connection of specific loT diagrams with the processes was
significant for the company, as it depicts and makes understandable the transition from a more manual way of working in a much
more automated. At the same time, the basic strategic goal of the company that was led to the development of the models, that is
making the operations and maintenance faster and less costly while the gas network is expanded, was fulfilled.
Furthermore, the proposed architecture managed to correlate the activities of the operations and maintenance department that are
executed by humans in the field (manual/ physical) with automated activities that are executed by the Industry 4.0 sensors, actuators
and network (e.g., data collection from sensors and actions like au-to-closing of valves), and with semi-automated activities (orders
that are given to technicians for problems fixing), through information systems. Thus, the simplification of the processes is achieved
as they are controlled by information systems which are the pillar both for the collection and transfer of data and information among
the stakeholders of processes and support the functions of cyber-physical systems.
Finally, the development of an architecture that is based on the adoption of Industry 4.0, apart from the reduction of cost that offers
to the company as it can be in-dependent of contractors for the continuous supervision of the gas network for mal-functions, results
also in the assurance of more operations that are more sustainable and greener. Specifically, the standardization of operations and
maintenance processes that achieved, incorporation Industry 4.0 technologies, led to the establishment of the remote supervision of
the gas network operation and security, with structured plans for maintenance and automated activities that do not require the
continuous and daily physical checking for technicians, neither for malfunctions nor for the recording of consumers consumptions.
Consequently, the continuous utilization of vehicles for hundreds of kilometers of pipelines supervision is not further necessary and
as a result the emissions of harmful for the environment gases are decreased to the lowest possible level, since the contractors will
need to take actions and correct the malfunctions only when it is necessary according to the flow data that are gathered to the control
room of the organization.

V. CONCLUSIONS & FURTHER RESEARCH

The modeling of an enterprise system in the Industry 4.0 era is a complicated and strategic task that faces several challenges in order
to accomplish the holistic integration of various and frequently conflicting perspectives. The design of an integrated architecture
based on the ARIS framework is presented in this paper, which takes into account the view of Industry 4.0 and Internet of Things.
The design was developed for an organization that operates middle and low-pressure gas distribution networks, and it was based on
the company's strategic goals and objectives. It is recognized that this is only the beginning, and that many more steps must be taken
in the future.

The developed architecture has been verified according to the requirements of the company and is going to be fully deployed and
validated, through a pilot project, in the near future.

However, it must be mentioned that the experience obtained so far has been positive, demonstrating that the goal of connecting the
Industry 4.0 view with other organizational views at multiple managerial and operational levels has been achieved. As a further
examination of the proposed architecture, it is important to examine its applicability to other organizations in the same or different
industries after the pilot project which will be the final refinement of the models. In addition, the development of models,
incorporating the view of Industry 4.0 for the oil and gas sector or for public utilities organizations, in general, with other
architectures other than ARIS methods can be carried out in order to be compared with these of this study in terms of applicability
and representation of all the necessary information.
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APPENDIX

TABLE I.
Objects Dictionary

Diagram Object Object Description
Enterprise BPMN Collaboration Depicts the activities that every
Diagram Task participant executes in the process

It is the starting point/ trigger of
the process

O

Start event

It is the end of the process

O

End event

Depicts information, data or
document sent among process
Intermediate event participants during the process

The first one is the XOR
(exclusive) gateway, the second
the AND (parallel) gateway, and
the third the OR (inclusive)
gateway
Depicts the IS supporting the

Application system PR

type activities

@

Function Allocation Diagram

Presents the risks connected with
Risk activities

Shows how to mitigate risks
Control

1 @

Represents a specific place where
Workstation an activity is executed

Depicts specific equipment

loT object sensors needed for the insertion of
automations in activities

Shows the steps and activities that
should be followed by companies
in order to implement DMAIC

0T Context Diagram

Function

Depicts type of things that are
0] loT object elements of loT

Depicts the sensors from which
loT sensor he d I q
component the data are collecte

il i
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Diagram Object Object Description
Depicts deices which take an
ot polioceed action when specific data are

provided by the sensors
Depicts the security protocol of
Security the loT objects communication

Presents the protocol with which

10

Connectivity the 10T objects communicate and
transfer data
Organizational Chart Depicts the performers of the
Organizational unit tasks that should be carried out in

order to achieve the business
objectives (e.g., Departments,
managerial positions)
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