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Abstract: Motion detection plays an important role in intruder detection systems. Currently existing systems make use of pre-

fabricated and non modifiable hardware for these purposes. This paper analyses an alternative solution where motion detection 

on video input is performed by means of user written software. The software is implemented using methods included in OpenCV 

library. 
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I. INTRODUCTION 

In the modern era, security and surveillance are important issues. Recent acts of theft have highlighted the urgent need for efficient 

video surveillance and on-the-spot notification of ongoing thefts to house owners. A number of surveillance solutions are currently 

available on the market for the populace, such as CCTV cameras and digital video recorders (DVRs) that can record the 

unauthorized activities of a trespasser, however they demand excessive amounts of investment in terms of funds and time and 

cannot distinguish between authorised and non-authorised users in most cases. Also the commonly available systems are often 

targeted towards medium sized franchises and are out of reach of common people. The task of face detection and the recognition of 

an intruder become very difficult when the intruder hides their face partially or fully. Hence the following system makes use of a 

program to perform motion detection by analyzing the relative differences between two consecutive frames. To facilitate this 

process the frames are further processed using the various image processing methods for ensuring the highest possible precision 

while distinguishing genuine motion from ‘noise’ disturbances. 

. 

A. Different Image Processing Methods 

The image processing methods from OpenCV2 library were used to process and detect motion by using the video feed:- 

1) cv2.absdiff: This is a function which allows us to get the absolute difference between the pixels of two image arrays. By using 

this we can extract just the pixels of the objects that are moving. The following figures illustrate this process:- 

 
Fig.1.1. Sample image 1[11]  Fig.1.2. Sample image 2[11] 
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Fig.1.3. After performing absolute difference[11] 

 

In the above figures two sample images were first converted to grayscale and then absolute difference was applied to subtract 

sample image 2 from sample image 1. 

2) cv2.GaussianBlur: This function allows the image to be convulated with a Gaussian filter instead of a box filter. The Gaussian 

filter is a low pass filter which removes the high frequency components. This reduces the amount of noise in the image.An 

example would be:- 

 
Fig.1.4. Noise reduction after applying Gaussian Blurring [13] 

 

3) cv2.cvtcolor: This method allows the conversion of an image from one image space to another and in this case this is used for 

converting the image from color to monochrome color space. 

 
              Fig.1.5. Original image[11]           Fig.1.6. Image after being grayscaled[11] 

 

The above two figures illustrate the conversion of a color image to grayscale by using cvtcolor method. 
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4) cv2.dilate: This method is used for increasing the area of the bright region in contrast to the dark region in a monochrome 

image. 

 
Fig.1.7. Before dilation[14]   Fig.1.8. After dilation[14]  

 

Figures 1.7 and 1.8 illustrate the increase in bright regions when dilation is applied. 

5) cv2. find Contours: A contour is defined as a curve joining all the points along the boundary of an image having roughly the 

same intensity. This function helps in extracting the contours of a given image. 

6) cv2. Threshold: Thresholding is a technique in image processing which is the assignment of pixel values in relation to the 

threshold value provided. If the pixel value is less than the threshold value, then that pixel is assigned he value of 0 else that 

pixel is assigned the maximum possible value (generally 255). The algorithm assumes f (x, y) is a co-ordinate pixel value and 

T is the assigned threshold value. Now if the value of pixel f (x, y) is less than T, then it’s value is set as 0 whereas if the value 

of pixel f (x, y) is more than T then its value is set as 255 (maximum value). Hence the foreground and background have a 

sharp contrast between them which allows accurate contour detection. 

 
Fig.1.9. Grayscale image before thresholding[11] 

 Fig.1.10. Image after thresholding[11] 

 

Figures 1.9 and 1.10 demonstrate the change in values in the image pixel array upon performing a threshold operation on them. 
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Flowchart indicated in Fig 2 ha the following stages:- 

1) When we start the program, the video recording begins. 

2) Then objects in the frame are identified by removing the background. 

3) The background is filtered again, enhancing the features of the object. 

4) Two consecutive frames from the video are checked for difference in them. 

5) If difference is less than that of set threshold then the loop is continued. 

6) If the difference is more than set threshold then the alerting system is activated. 

7) A snapshot of the moment when the intruder stepped in front of camera is captured. 

8) This snapshot accompanied with a warning message is sent through email and mobile notification. 

9) This process continues till the user presses the designated key to stop the system 

 

Libraries Used 

The following libraries are used for implementing the entirety of proposed system:- 

 

Table. 5.1.Libraries used 

Name of Library Purpose of Library 

1.OpenCV2 for processing video feed 

2.smtplib for interfacing with the email servers. 

3.pushbullet For accessing pushbullet message services. 

4.imghdr For recognising and processing  image files 

stored on the computer. 

5.winsound For recognising and processing audio files 

stored on the computer. 

 

VI. RESULTS AND EXPERIMENTATION 

The following images illustrate the system in it’s various stages and different operations. 

Fig 6.1.email alert 

 

This picture shows the email alert which is received when the system is triggered and a picture is included of the detected intruder. 
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Fig 6.2.mobile alert 

 

These are the notifications pushed onto the user’s phone when the program is activated. 

Fig 6.3.System status 

 

Mobile alerts can also be used to inform the user about the health of system and whether somebody is trying to manually 

disengage it. 

Fig 6.4.Code snapshot 

 

This is exhibits the system highlighting the area around which it has detected motion. 
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VII. CONCLUSION 

The rise of mega metro settlements, an ever widening pay gap and a devastating global pandemic has lead to countless people 

losing their livelihoods and other known sources of income, under such unfortunate circumstances, desperate people have lead to 

sky high crime rates where most of the crimes involve robberies. Under such circumstances a wide bracket of people for the first 

time have considered opting for security and surveillance systems. However till date the the security industry was not quite targeted 

towards individual homes and the solutions they offered came at a considerable and are almost not affordable. Hence in this project 

we have tried to create an effective software which could detect intruders and also send digital alerts to the user. Versatility has 

always been a key aspect while creating this project. Hence as a result the final software can be implemented through a variety of 

different hardware setups, no matter how crude they may seem. This has been an attempt to fulfill the required specifications for 

such a system and the results look promising. Further work and improvement on this topic will further improve and provide 

lucrative solutions for this segment which would be able to identify people’s faces and then selectively perform the task of face 

recognition based on whether the person is denoted as a intruder or not in system database. 
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